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Quality Based Rank-Level Fusion in Multibiometric Systems
Ayman Abaza and Arun Ross

Abstract— Multibiometric systems fuse evidences from multiple biometric sources typically resulting in better recognition
accuracy. These systems can consolidate information at various
levels. For systems operating in the identification mode, rank
level fusion presents a viable option. In this paper, several
simple but powerful modifications are suggested to enhance
the performance of rank-level fusion schemes in the presence
of weak classifiers or low quality input images. These modifications do not require a training phase, therefore making them
suitable in a wide range of applications. Experiments conducted
on a multimodal database consisting of a few hundred users
indicate that the suggested modifications to the highest rank and
Borda count methods significantly enhance the rank-1 accuracy.
Experiments also reveal that including image quality in the
fusion scheme enhances the Borda count rank-1 accuracy by
∼ 40%.

I. I NTRODUCTION
Biometric systems offer several advantages to both civilian
and government authentication applications such as access
control and identity management. However, the performance
of these systems in operational environments is impacted by
several factors. These include noise in sensed data, intra-class
variations (among biometric samples of the same individual),
inter-class similarities (overlapped feature sets between different individuals), non-universality, and spoof attacks [5].
Multibiometric systems solve some of these limitations by
using more than one source of biometric information such
as multiple sensors, multiple samples, multiple algorithms,
multiple units, or multiple traits.
In a multibiometric system, fusion can be accomplished
at various levels [12]: fusion before matching (sensor and
feature levels) and fusion after matching (match score, rank,
and decision levels). Since the amount of information available to the fusion module decreases as we go from the sensor
to the decision level, it is usually more efficient to perform
fusion at the earlier levels, i.e., before matching. However, in
most of the current commercial biometric systems, fusion at
the decision, score or rank levels is the only viable option.
Rank level fusion provides more insight into the decisionmaking process of the matcher compared to decision level. At
the same time it avoids the normalization problem typically
encountered by score level fusion schemes [6].
Fusion schemes at the rank-level have been discussed
in [4] including the highest rank method, the Borda count
method and the logistic regression method. The first two
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fier1 performance in the fusion process. In other words, these
two approaches do not require training and can be applied
to any multibiometric database. In contrast, the logistic
regression method is a statistical method. It is considered as
an extension to the Borda count method and uses adaptive
weights for different classifiers. These weights are calculated
in the training phase and are data dependent. Other statistical rank fusion methods were introduced by Saranli and
Demirekler. They used a unified (general) statistical approach
based on the partitioned observation space (POS) theory.
Specific partitioning of the classifier observation space lead
to the highest rank, Borda count or logistic regression rankbased combination methods [14][13]. Nandakumar et al. [10]
proposed a Bayesian approach for rank fusion. They also
proposed a hybrid scheme that utilizes both ranks and scores
to perform fusion in identification systems. This hybrid
technique accounts for missing data, viz., missing modalities
and incomplete score/rank list.
There is increasing interest in the impact of quality in
the context of rank level fusion. However, there is limited
discussion in the literature about incorporating quality information in rank level fusion schemes. Quality measurement
has emerged as an important topic especially when evaluating the performance of biometric systems [3]. One of the
perceived benefits of a useful quality measure is to predict
classifier performance based on the nature (quality) of the
input biometric image [15]. Good quality images typically
result in robust matching performance. However, it is difficult
to consistently obtain high quality images from a person
due to changes in ambient conditions (e.g., humidity in the
case of fingerprints), acquisition device (e.g., faulty pixels
on a fingerprint sensor) and the person’s trait itself (e.g., a
damaged fingerprint). Degradation in image quality can lead
to inferior matching performance. In multibiometric systems,
quality can be used to discard or reduce the weight of low
quality biometric samples [9].
In this paper, several modifications to the highest rank
and Borda count methods are proposed. These modifications
not only consider the ranking list of identities but also the
quality of the acquired input data (whenever available). The
proposed methods do not require a training phase thereby
making them applicable in a wide range of databases including those with limited number of samples per user. For
the highest rank method, to solve the existing tie problem
[4], a perturbation factor is introduced using the Borda count
method. For the Borda count method itself, two modifications
1 The term “classifier” is used to indicate a biometric matcher operating
on a single source of biometric information
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are suggested:
1) Based on the Nanson function [2], the worst rank(s)
are eliminated before invoking the fusion scheme.
2) Image quality information is incorporated in order to
automatically weight the individual classifiers.
To test and evaluate these methods, two multibiometric
databases are used: the WVU dataset [1] and the NIST
Biometric Scores Set Release-1 (BSSR1) dataset [11].
The rest of the paper is organized as follows: Section 2
presents a brief overview of the highest rank and the Borda
count approaches used for rank fusion in multibiometrics
and the suggested modification to enhance these methods.
Section 3 describes fingerprint image quality and a modified
Borda count technique that can use that quality to weight
individual classifiers. The experimental results are presented
in Section 4 and Section 5 summarizes the contributions of
this work.
II. R ANK F USION M ETHODS

A. Highest Rank Fusion
In the highest rank method, the fused rank of a user is
computed as the lowest rank generated by different classifiers:
C
Rj = min ri,j .
(1)
i=1

This rank fusion technique is similar to applying the maxrule for fusion at the score level. According to Ho et al. [4]
ties between users, as a consequence of applying this fusion
rule, may be randomly broken.
To solve such ties, we modify the fusion rule by incorporating a small perturbation factor, , in equation (1):
C

i=1

where,

C

i=1 ri,j

(2)

.
(3)
K
The rationale here is to consider a perturbation term which
biases the fused rank by considering all the ranks associated
j =

B. Borda Count Rank Fusion
In the Borda count method, the fused rank is estimated as
the sum of the ranks of individual classifiers:
Rj =

C


ri,j .

(4)

i=1

In an identification system, the task is to determine the
identity associated with the input biometric data (e.g., fingerprint image) based on a set of identities present in a
database or gallery. To facilitate this, the classifier (matcher)
compares the input data against all the identities in the
database (or a part of the database based upon some indexing
function) resulting in a set of similarity scores. Then scores
are arranged in descending order to form the ranking list of
matching identities - a lower rank indicating a better match.
In this paper, it is assumed that the input data is compared
against all identities in the database and, hence, the complete
ranking list is available.
Assume that there are N users enrolled in the database
and let the number of classifiers be C. Let ri,j be the rank
assigned to user j in the database by the ith classifier, i =
1....C, and j = 1....N , then Rj is the final rank for user j
after applying rank level fusion.

Rj = min ri,j + j ,

with user j. j is ensured to be small by assigning a large
value for K. As an example, consider the fusion of two
classifiers. Assume that the ranks for the true user j = 1
are r1,1 = 1 and r2,1 = 2, while for another user j = 2,
r1,2 = 3 and r2,2 = 1. According to equation (1), R1 = 1
and R2 = 1 resulting in a tie. The result will remain the
same even if r1,2 were to change from 3 to 30 (or 300).
However, when equation (2) is applied with K = 100, then
R1 = 1+3/100 and R2 = 1+4/100. In generating the fused
rank, R1 (the true match) will have a lower rank than R2 . In
this case  is just used to break the ties, while maintaining
the fusion criteria of selecting the lowest rank.

The advantage of the Borda count method over the highest
rank is its ability to account for the variability in ranks due to
the use of a large number of classifiers. However, the Borda
count method assumes that the classifiers are statistically
independent and that all of them perform well [12]. This
is one of the major drawbacks of the Borda count technique,
where fusion is some how an average of the classifier
performance. This makes the Borda count method highly
vulnerable to the effect of weak classifiers. For example,
suppose there are 10 classifiers. Assume that for the identity
corresponding to the true user (say, j = 1), 9 of the 10
classifiers result in rank 1 while the 10th results in rank
100: so R1 = 109. Assume that for another user (j = 2), 9
of the 10 classifiers result in ranks between 4 and 6 while
the 10th results in rank 15: so R2 = 60. In generating the
final identity, R1 (corresponding to the true match) will not
be selected. This is due to the weak performance of just one
classifier.
To enhance the performance of the Borda count method,
the Nanson function [2], also known as Borda elimination, is
used. One way of implementing Nanson function is to first
eliminate the weakest rank, i.e.,
C

max ri,j = 0,
i=1

(5)

and then compute the regular Borda count on the remaining
ranks (equation (4)). In this implementation, the weakest rank
is therefore eliminated. Returning to the previous example,
by applying the Nanson modification, the rank for the 10th
classifier (weakest) will be 0. Then the fused Borda count
rank will be R1 = 9 and R2 = 45; Thus R1 (corresponding
to the true match) will be selected. Nanson method can be
extended by eliminating the lowest k ranks by applying
equation (5) k times before computing the Borda count
method on the remaining ranks.
Another implementation of the Nanson function, when
the match scores are available, is to eliminate all ranks
ri,j whose corresponding similarity score si,j falls below
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III. F INGERPRINT Q UALITY
In the context of a biometric system, a biometric sample
is of good (acceptable) quality, if is suitable for automated
matching [3]. In this paper, the quality of the fingerprint
modality is used to demonstrate the importance of using
this information in a rank-based fusion scheme. The main
parameters characterizing digital fingerprint impressions are
image resolution, sensor area, number of fingerprint pixels,
image contrast, and geometric distortions [7]. To ensure
good quality of the acquired fingerprint impressions, MITRE
developed the IQF freeware [8] to analyze the quality of
the captured fingerprints for various FBI applications. This
quality factor (Q) ranges from 0 to 100, with 0 being the
worst quality and 100 the best quality.
Low quality fingerprint impressions are generated when
the fingers are too moist or too dry, or when the fingers
are incorrectly presented to the system. In an operational
environment, many other factors can impact image quality.
Recently, it was reported that a certain cancer drug could
cause subjects to “lose” their fingerprints. In December 2008,
after more than three years of using a capecitabine drug, a
cancer patient visiting the United States “was detained at
the airport customs for four hours because the immigration
officers could not detect his fingerprints” [16].
Fig. 1 (a) shows the histogram of 4,800 fingerprints
images from the WVU database [1]. Examples of low quality
fingerprints are shown in Fig. 1 (b). It is observed that low
quality fingerprints typically suffer from the absence of ridge
details (perhaps due to very poor contrast). The quality can
vary across impressions of different fingerprints for the same
person as shown in Fig. 3. The goal is to detect such low
quality impressions so that rank fusion methods such as
Borda count can perform better. In this regard, two studies
are conducted. In the first study, the impact of poor quality
fingerprints on the matching performance of rank level fusion
is analyzed. In the second study, the techniques proposed in
this work are used to regulate rank level fusion in order to
demonstrate their efficacy in improving matching accuracy.
In order to facilitate the first study, fingerprint images
corresponding to multiple fingers of a person are synthetically degraded to look like those shown in Fig. 1 (b). By
carefully studying low quality images obtained from realworld sensors, it was determined that lack of sufficient ridge
details was the prominent cause for poor quality images2 .
This effect can be simulated by converting the fingerprint
pixels corresponding to the ridges into background pixels
2 Experimentally, it was found that adding noise based only on Gaussian,
salt-and-pepper, or Poisson do not have the required degradation effect, i.e.,
they do not represent the low quality images encountered in operational
environments.
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(incomplete) rank list; further, it requires a training phase
to estimate that threshold. In this work, it is assumed that
only rank level information is available and, therefore, score
information is not used during fusion (unlike the hybrid
fusion scheme proposed in [10]).
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Fig. 1. (a) Histogram of fingerprint quality for 4,800 fingerprints from the
WVU dataset. (b) Examples of low quality fingerprints Q=[20 14; 23 19].

by a process known as gray-scale saturation. Depending on
the level of gray-scale saturation (SL), various pixels are
forcibly saturated to white (since a white background is
assumed). For example, SL = 128 would change all gray
values above 128 to 255. This effect is simulated by first
adding white Gaussian noise and then varying the gray-scale
saturation levels. Fig. 2(a) illustrates the reduction in image
quality when the saturation level is decreased. The image
quality is calculated as an average of 1,200 images from
the WVU database [1]. Fig. 2(b) shows a sample fingerprint
impression and its synthesized lower quality counterparts
generated using SL=[255 128 96 ; 64 32 16], where the
quality changes as Q=[91 83 77 ; 64 39 36].
A. Q-Based Borda Count Rank
As stated in section II-B, the main drawback of the Borda
count method is its inability to account for one or more
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Fingerprints of the same person from the WVU data set.

IV. E XPERIMENTAL R ESULTS

(b)
Fig. 2. (a) Average quality factor versus noise saturation level, SL. (b) A
sample fingerprint image and its synthesized degraded quality counterparts
generated using SL=[255 128 96 ; 64 32 16], respectively

weak classifiers. This was the motivation behind adding
statistically calculated weights to different classifier outputs
in the literature [4][14]. However, computation of these
weights needs a training phase for different classifiers. The
enhancements proposed in this work to the Borda count
method will directly make use of the input data quality. In
other words the Borda count is redefined to include input
image quality. Thus, the fused rank Rj , corresponding to
user j in the gallery, is computed as:
Rj =

C


Qi,j .ri,j .

(6)

i=1

Qi,j is defined as Qi,j = min(Qi , Qj), where Qi and Qj
are quality factors estimated using the IQF freeware. They
represent the quality of the probe and gallery fingerprint
impressions, respectively. The weight factor, Qi,j , reduces
the effect of poor quality biometric samples (see Fig. 3).

For analyzing the performance of the proposed techniques,
two multibiometric data sets are considered. The first dataset
is a subset of the WVU multibiometric database [1], containing a total of 240 subjects. A subset of 5 biometric sources
for each subject - the face and 4 fingers (index and thumb
of the right and left hands) - is considered. Only two images
from each modality are used: one as a probe image and the
other as a gallery. A commercial SDK is used for generating
match scores, viz., VeriFinger for fingerprint and VeriLook
for face recognition. 3
The second dataset is a public database from the National
Institute of Standards and Technology (NIST). The NIST
dataset allows access to the score matrices for a total of
517 subjects. Each subject has 3 biometric sources: face
and 2 fingers (index of the right and left hands). For
the face modality, scores are generated using two different
commercial matchers (labeled as C and G matchers). In this
experiment, only the scores from matcher C are used.
The performance measure used to evaluate the various
schemes is the Cumulative Match Characteristic (CMC)
curve, which is commonly used to depict the performance
of an identification system. The horizontal axis of the CMC
represents rank n, and the vertical axis represents the cumulative rank probability. In the CMC curve, the y-value is
the probability of obtaining the correct identity in the top n
positions cumulatively.
In the first experimental setup, the performance of the
highest rank (Highest), modified highest rank (MHighest),
Borda count (Borda), and Nanson (Nanson) algorithms are
evaluated on the WVU and NIST score databases. Fig. 4(a)
illustrates that using the  modification to break the tie of
highest rank enhances the performance of that method. The
rank-1 accuracy using the MHighest method on the WVU
dataset is ∼ 99% compared to ∼ 91% when the ties are
randomly broken. Nanson modification improves the perfor3 http://www.neurotechnology.com
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mance of the Borda count rank-1 accuracy from ∼ 94% to
∼ 99%. Fig. 4(b) shows the performance of rank 1 for the
MHighest (∼ 97%) and the Highest (∼ 85%) techniques on
the NIST dataset. Nanson modification improves the Borda
count rank-1 accuracy from ∼ 93% to ∼ 99%. According to
Fig. 4, the Borda count rank-1 performance is better than the
highest rank method. This suggests that further investigation
of the Borda count modification scheme may be worthwhile.
In the second experimental setup, three different experiments were conducted to test the proposed Q-based
algorithms. In these experiments only the WVU dataset
containing four finger units of each subject was used, since
the NIST dataset does not provide access to the input
images for computing quality. In the first experiment, the
performance of the Q-based Borda count was tested. Fig. 5(a)
illustrates that modifying the Borda count method to include
the quality factor enhances the performance by ∼ 4%. In the
second experiment, the quality of the impressions of the left
thumb (probe and gallery) were synthetically degraded and
experiments were conducted using these synthesized images.
The experiment was repeated three times by adding white
Gaussian noise followed by different gray-scale saturation
levels (as shown in Fig. 2). Fig. 5(a-d) illustrates that
incorporating the input image quality significantly enhances
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Fig. 4. Cumulative Match Characteristic (CMC) curve of the proposed
rank fusion techniques using (a) WVU dataset [1]; (b) NIST dataset [11].
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Fig. 5. Cumulative Match Characteristic (CMC) curves for Q-Based rank
fusion using the WVU fingerprint database with various quality degradations
applied to the left index finger.
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the performance of the Borda count rank fusion method. Fig.
5(d) shows that in the case of extremely low quality images,
the Q-Based rank-1 accuracy exceeds the regular Borda count
by ∼ 40%, and can still perform in the order of ∼ 95%.
In a third experimental setup, two experiments were conducted to compare the performance of Q-based algorithm
with Logistic Regression [4]. Logistic regression is a statistical approach that assigns weights to Borda count method
based on a training phase. Fig. 6(a) illustrates that when
the logistic regression encounters input images with quality
similar to that of the training phase, the rank-1 accuracy
is ∼ 98%. However, when the input quality is changes as
shown in Fig. 6(b), the rank-1 accuracy reduces to ∼ 80%.
This is compared to the proposed Q-Based scheme which is
observed to have a stable recognition accuracy of ∼ 94% at
rank-1 and does not require a training phase.
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rule, it was observed that the performance of rank-level
fusion schemes can be significantly improved. In particular,
the following two observations were made: (a) the performance of classical rank-based fusion schemes is severely
degraded upon encountering poor quality input data; and (b)
by incorporating the quality factor in the fusion scheme,
the performance of rank-level fusion can be substantially
improved thereby indicating the importance of the proposed
modifications in operational biometric identification systems.
The proposed methods do not require an additional training
phase, making them suitable for a wide variety of databases.
Future plans include performing a comparative study on the
effect of input image quality on score level, rank level and
decision level fusion; using quality factor to select the best
probe image for fusion; and conducting experiments using
other databases consisting of different modalities.
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Fig. 6. Cumulative Match Characteristic (CMC) curves of the proposed
Q-Based Borda count and logistic regression rank fusion techniques on the
(a) original images; (b) degraded images with SL=16 (WVU dataset).

V. S UMMARY AND F UTURE W ORK
This paper presents techniques for performing multibiometric fusion at the rank level. The proposed methods are
modifications to the highest rank method and the Borda count
method. By incorporating quality information in the fusion

[1] S. Crihalmeanu, A. Ross, S. Schuckers, and L. Hornak. A protocol for
multibiometric data acquisition, storage and dissemination. Technical
report, West Virginia University, 2007.
[2] P. C. Fishburn. A note on “A Note on Nanson’s Rule”. Public Choice,
64(1):101–102, January 1990.
[3] P. Grother and E. Tabassi. Performance of biometric quality measures.
IEEE Transaction on Pattern Analysis and Machine Intelligence
(PAMI), 29(4):531–543, 2007.
[4] T. Ho, J. Hull, and S. Srihari. Decision combination in multiple
classifier systems. IEEE Transaction on Pattern Analysis and Machine
Intelligence (PAMI), 16(1):66–75, 1994.
[5] A. Jain, P. Flynn, and A. Ross. Handbook of Biometrics. Springer,
2007.
[6] A. Jain, K. Nandakumar, and A. Ross. Score normalization in
multimodal biometric systems. Pattern Recognition, 38(12):2270–
2285, December 2005.
[7] D. Maltoni, D. Maio, A. Jain, and S. Prabhakar. Handbook of
Fingerprint Recognition. Springer, 2009.
[8] MITRE.
Image Quality of Fingerprint (IQF).
Available at:
http://www.mitre.org/tech/mtf/.
[9] K. Nandakumar, Y. Chen, S. C. Dass, and A. K. Jain. Quality-based
score level fusion in multibiometric systems. In Proc. International
Conference on Pattern Recognition (ICPR), volume 4, pages 473–476,
August 2006.
[10] K. Nandakumar, A. Jain, and A. Ross. Fusion in multibiometric
identification systems: What about the missing data? In Proc. of the
3rd International Conference on Biometrics ICB, Sassari, Italy, June
2009.
[11] National Institute of Standards and Technology.
NIST Biometric Scores Set - Release 1 (BSSR-1). 2004, Available at:
http://www.itl.nist.gov/iad/894.03/biometricscores.
[12] A. Ross, K. Nandakumar, and A. Jain. Handbook of Multibiometrics.
Springer, 2006.
[13] A. Saranli and M. Demirekler. On output independence and complementariness in rank-based multiple classifier decision systems. Pattern
Recognition, 34(12):2319–2330, 2001.
[14] A. Saranli and M. Demirekler. A statistical unified framework for rankbased multiple classifier decision combination. Pattern Recognition,
34(4):865–884, 2001.
[15] E. Tabassi, C. Wilson, and C. Watson. Fingerprint image quality.
Available at: http://www.itl.nist.gov/iaui/894.03/fing/fing.html.
[16] M. Wong, S.-P. Choo, and E.-H. Tan.
Travel warning with
capecitabine. Annals of Oncology, Letter to the Editor, 2009.

