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a b s t r a c t 

A smart city is engineered to be a self-sustained ecosystem driven by Internet-of-Things (IoT) devices. 

Smooth functioning of smart cities is conditioned on seamless communication between users and de- 

vices. Smart devices equipped with biometric authentication can offer security as well as personalized 

experience to the end users. Currently, a number of smart devices employ face, fingerprint, and voice 

modalities for user verification. However, the biometric data acquired by these devices can be digitally 

manipulated or tampered with, that can compromise the security of the smart environment. Further, the 

preponderance of biometric data such as face and voice in social media applications, necessitates the val- 

idation of their integrity. In this work, we review state-of-the-art digital forensic schemes for audio-visual 

biometric data that can be leveraged by applications designed for smart cities. 

© 2020 Elsevier B.V. All rights reserved. 
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1. Introduction 

The electronic age has ushered in a wide range of interactive

devices, spanning from smartphones to smart appliances, which

provide essential services to their users. These devices can also

communicate between themselves over the internet, forming a

network of internet-connected devices known as the Internet-of-

hings (Io T) [1] . By 2018, there were an estimated 22 billion IoT

devices in use around the world, and the number is projected to

reach 50 billion by 2030 [2] . The rapid growth in the IoT mar-

ket has introduced new applications and services, like smart fit-

ness tracking and home automation, which improve the quality

of life [1] . IoT-based applications and services are being deployed

across numerous smart cities around the world (see Fig. 1 ), provid-

ing their residents with community- and city-level smart services

(see Fig. 2 ), such as smart mobility [3] and smart grids [4] . 

Smart services are the cornerstone of a smart city model. While

smart services, like smart grids, tend to the community needs on

a macroscopic level, such as reducing peak electricity demand,

they are also configurable to individual needs on a microscopic

level, such as personalized billing. These smart services are usu-

ally provided through a network of smart devices, driven by a large

number of complex human (user) and machine (device) interac-
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ions [5,6] (see Fig. 3 ). For example, in smart homes outfitted with

mart meters [7] , the residents have to interact with these devices

o personalize their services. Personalized services may, however,

equire personal user data, such as name, age and gender, to func-

ion. The sensitive nature of personal data collected by these de-

ices necessitates securing them against unauthorized access while

aintaining a seamless user experience. Biometrics [8] —the use

f biological cues to recognize individuals —is a viable solution to

rovide personalized services as well as to secure personal data. 

In this work, we focus on validating the integrity of biomet-

ic data in the context of smart cities. Section 2 provides a brief

verview about the architecture and applications of smart cities.

e discuss the applications of biometrics in the context of smart

ities in Section 3 . We further discuss a variety of digital image

nd audio forensic schemes for ensuring biometric data integrity

n Sections 4 and 5 . Section 6 discusses the effect of DeepFake

echnology and corresponding counter-measures in the context of

iometrics. Section 7 outlines some ongoing challenges in digital

orensics. Section 8 summarizes the paper. 

. IoT based smart cities 

Smart cities around the world (see Fig. 1 ) are typically imple-

ented in a multi-layered architecture. While the overarching goal

f this multi-layered architecture is to provide end-to-end support

o a city’s smart services, each layer in the architecture is set to ac-

omplish a distinct objective. Firstly, the perception layer manages

https://doi.org/10.1016/j.patrec.2020.07.009
http://www.ScienceDirect.com
http://www.elsevier.com/locate/patrec
http://crossmark.crossref.org/dialog/?doi=10.1016/j.patrec.2020.07.009&domain=pdf
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Fig. 1. World’s fastest growing smart cities as reported in [9] . Different colored rings indicate different types of smart services provided by smart cities globally. 

Fig. 2. Integrating biometrics with smart devices in a smart city infrastructure. 
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services according to the shopping pattern of its residents. 
ser interaction and data acquisition in smart devices. Secondly,

he network layer implements the networking protocol for con-

ecting smart devices. Finally, the application layer provides per-

onalized services to users. 

In this work, we focus on the use of biometrics in the percep-

ion layer, where the user interacts with the device for authentica-

ion. An authorized user is then granted access to the application

ayer. The application layer in the smart cities supports a diverse

et of applications across the world (see Fig. 1 ), and can be broadly

ategorized as follows [10] : 

• Smart utilities provides an infrastructure of smart devices and

sensors for facilitating and monitoring public utilities such as

electric, water, and gas connections. 
• Smart mobility provides clean, safe, and efficient modes of mo-

bility to a city’s residents. This includes a wide range of trans-
portation modes from kick scooters and bicycles (regular, elec-

tric, foldable) to autonomous vehicles and light rail trains. 
• Smart healthcare consists of linking medical professionals, pa-

tients, and research institutions for sharing research and user

data to improve medical services for the end-user. 
• Smart governance enables the government to directly interact

with its residents through various communication channels af-

forded by the smart city infrastructure, such as web portals and

smartphone applications. These communication channels allow 

the residents to easily raise their concerns and suggestions on

matters of governance to the local authorities. 
• Smart economy enables cities to bring their workforce and

business establishments to grow and succeed together. Smart

economy allows for optimizing the business zones and delivery
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Fig. 3. Illustration of IoT devices providing smart services in a smart city. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 4. Examples of integration of biometrics and smart technology. (a) Smart home 

security using face recognition [11] . (b) Smart mobility using ECG-based biometrics 

to solve ‘drowsy driver’ problem [12] . (c) Smart economy using face recognition for 

financial transactions [13] . (d) Smart governance using fingerprints for voter verifi- 

cation [14] . 
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Fig. 5. Examples of (a) realistic fake faces synthesized using generative neural net- 

works [18] and (b) faces swapped using variational autoencoder [19] . 
3. Biometrics in smart cities 

Smart cities, as an urban organism, are driven heavily by the

data provided by its residents as well by the network of intercon-

nected smart devices and services. Therefore, it is of utmost impor-

tance to streamline and secure the flow of data from the users to

the city, and human-computer interfaces play a critical role in this.

Human-computer interfaces enable a user to interact with a de-

vice for availing its services. The interface of an automated teller

machine (ATM) can be considered as one such example, where

a user interacts with the machine to avail of banking services.

Two of the most important aspects of such interfaces are (a) pro-

viding personalized services to every individual, and (b) securing

user-sensitive data and associated services from unauthorized ac-

cess. See Fig. 2 for an overview of smart technology that is cur-

rently supported globally. Biometric-based solutions can, therefore,

be considered as an ideal choice for securing personalized services.

Biometrics refers to the science of recognizing individuals based

on their physical traits (e.g., face, fingerprint, iris, and voice) or be-

havioral attributes (e.g., keystroke dynamics and gait) [8] . In the

context of smart cities, biometric data may be available via bio-

metric sensors, IoT devices, surveillance videos, or even social me-

dia uploads [15,16] . Typically, biometric systems assume that the

biometric data is legitimate and has not been tampered with. How-

ever, with the myriad of data manipulation tools available, coupled

with the proliferation of biometric data on the Internet, such as-

sumptions may prove to be naïve. In this work, we focus on the

relatively under-explored field of digital forensics for biometrics

that can enhance the integrity, security, and privacy of digital bio-

metric data in smart cities (see Fig. 4 ). 

Biometric data is generally acquired in the form of digital im-

ages and audio. A number of attacks can undermine the integrity

and usability of this data. For example, face images may be sub-

jected to digital manipulations that can interfere with reliable bio-

metric recognition. These include (a) identity swapping (substitut-

ing face images pertaining to different individuals), (b) facial re-

touching (attribute manipulation by changing hair color, skin color,

gender, etc.), (c) expression modulation (modifying facial expres-

sions) and (d) synthetic face generation (generating faces that do

not correspond to real individuals) [17] . In the next section, we re-

view existing digital image forensic schemes. 
. Digital image forensics 

Digital image forensics in the context of biometrics has piqued

he interest of researchers [20] and government agencies (e.g.,

ARPA’s Media Forensics (MediFor) project) [21] due to two rea-

ons: (i) the increasing use of biometrics in access control appli-

ations (border control systems), legal proceedings (face images

rom surveillance videos) [22] and commercial utilities (unlock-

ng smartphone using face or fingerprint, such as Apple’s FaceID

nd TouchID), and (ii) the proliferation of image editing tools (e.g.,

dobe Photosop, FaceApp, FaceSwap) and synthetic image genera-

ors (e.g., DeepFakes). See Fig. 5 (a) for examples of ‘realistic’ faces

enerated using deep learning tools and Fig. 5 (b) for examples

f face-swapping with no apparent visual artifacts. These image

diting tools can be appropriated for nefarious purposes, such as

efamation of individuals. In some cases, synthetically generated

iometric data can be used to impersonate multiple identities (e.g.,

eepMasterPrints [23] ). Therefore, image forensic schemes are nec-

ssary to accurately detect such attacks. In our review of existing
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Fig. 6. Overview of digital image forensic techniques discussed in the literature. 
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Fig. 8. Illustration of image source attribution in digital image forensics. The peri- 

ocular or partial face image has been acquired using front camera of the Samsung 

Galaxy S4 smartphone [49] . 
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igital image forensic schemes, we do not focus on presentation

ttack detection, or PAD, where an attacker uses a physical artifact

o circumvent a biometric system [24] . Instead, we consider the

cenario where a digital biometric image is deliberately altered or

anipulated after it’s acquisition, thereby violating its integrity. 

Digital image forensics [29–32] has been used to address three

mportant questions (see Fig. 6 ): 1. What is the origin of an image

r video? 2. Has the image been doctored? 3. Can we deduce the rela-

ionship between visually similar images? Consider a mobile banking

cenario, where a user tries to access a remote banking applica-

ion using a smartphone. A two-factor authentication protocol will

nsure that an authorized user is accessing the application using

 registered device by performing both user and device authen-

ication simultaneously [33] . The user can be authenticated using

iometric recognition, while the device can be validated using sen-

or recognition. The acquired biometric image can be used for both

urposes. In order to perform sensor recognition, the first question,

.e. , the origin of the biometric image, has to be addressed. The

econd question verifies the legitimacy of the image and flags any

nput image that may have been digitally manipulated. Addition-

lly, in some other applications such as social media, a face image,

or example, can be subtly modified and re-posted several times.

n such cases, the third question will help determine the trail of

odifications, and provide some useful cues about the attacker in

he process. 

Camera identification schemes have been developed to address

he question of image source attribution viz., what camera or sensor

as been used to acquire an image? It has applications in multi-

edia security as it can be used for copyright protection (attribut-

ng an image to a camera, and then associating the camera with

ts owner) [34] . It can also be used to recover the processing his-

ory (on-board camera processing) of an image [35] . Image forgery

etection techniques address the second question, viz., is this an

riginal image or has it been doctored? This is done by detect-

ng whether any portion of an image has undergone splicing or

opy-move forgery. The third question pertains to determining the

elationship between a set of near-duplicate images, viz., what is

he sequence in which an image has been transformed to generate

ear-duplicates? An image can be repeatedly modified by making

ubtle photometric (change in image brightness or contrast) or ge-
ig. 7. Illustration of different image editing operations performed using commercial soft

ndicated in the red bounding box (we inserted the bounding box) [25] . (b) Modulating 

ethnicity” filter allowed user to adapt the image into one of the four ethnicity: ‘Caucasi

eature was withdrawn within 24 hours of its release.) (d) Face morphing [28] . (For inter

he web version of this article.) 
metric (rotation, translation or zooming) adjustments. This results

n a set of images that visually appear identical to each other. Im-

ge editing software can also be used to generate a morphed im-

ge from two face images belonging to two separate identities (see

ig. 7 (d)). This morphed face image can match with both the indi-

iduals and can be used in passports to facilitate sharing of a single

assport across two or more identities [28] . Determining the origi-

al image from a set of near-duplicates, and furthermore, deducing

he trail of evolution (e.g., the set of donor images used to gener-

te the morphed or the composite image), is known as multimedia

hylogeny [36] . It has significant relevance because of the current

roliferation of inexpensive image editing tools such as Photoshop,

napchat filters, FaceApp, etc., that can create hundreds of near-

uplicates almost instantaneously (see Fig. 7 ). 

Next, we discuss image forensic schemes employed for source

ttribution, forgery detection and multimedia phylogeny. 

.1. Image source attribution 

Image source attribution refers to the task of identifying the

amera or the imaging sensor used to acquire a digital image (see

ig. 8 ), and has been approached using different techniques. Some

f the earliest works focused on using pixel defects such as dead

ixels to retrieve the identity of the camera [37] . Lens aberrations,

articularly radial lens distortion has been used to elicit camera-

pecific information [38] . Features such as color, wavelet statistics,

tc., extracted from images have also been employed for source

amera identification [39] . Digital cameras are equipped with a

ingle CCD or a CMOS imaging sensor and have a color filter ar-

ay (CFA) serving as a mask in front of the imaging sensor. Each

FA records only one color channel value (red, green or blue) at

ach pixel. This implies that the values corresponding to the other

wo color channels have to be interpolated for every pixel. This

stimation is referred to as demosaicing. The interpolation may in-

dvertently introduce periodic correlations that can be exploited

o determine the camera used to acquire the image [40] . CFA
ware and phone filters. (a) Modifying facial features such as editing the eye region 

facial expressions and age [26] . (c) Altering ethnicity [27] . (For example, FaceApp’s 

an’, ‘Black’, ‘Asian’, ‘Indian’. However, due to concerns expressed by the public, the 

pretation of the references to colour in this figure legend, the reader is referred to 
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Fig. 9. Illustration of image forgery detection using deep learning [56] . 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 10. Illustration of multimedia phylogeny in digital image forensics. An image 

phylogeny tree (IPT) (see right) is constructed from a set of near-duplicate images 

(see left) [63] . The IPT has a root node (node ‘7’) and a set of directed links indi- 

cating immediate relationship between a parent node and a child node (bold blue 

arrows) and ancestral relationships between a node and its higher order predeces- 

sors (dashed orange arrows). (For interpretation of the references to colour in this 

figure legend, the reader is referred to the web version of this article.) 
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interpolation can distinguish between cameras belonging to dif-

ferent manufacturers, but may not be suitable to differentiate be-

tween different camera models from the same manufacturer [41] . 

Another class of source camera identification schemes use im-

perfections that appear in an imaging sensor. Sensor imperfections

arising due to anomalies during the manufacturing process result

in sensor pattern noise. Photo Response Non-Uniformity (PRNU)

is a dominant type of sensor pattern noise that manifests due to

the variation in the response of the pixels to the same light inten-

sity and exists as a multiplicative component in the image. PRNU

serves as a unique camera signature and can be utilized to deduce

the sensor identity [42] . PRNU has also been successfully used for

identifying iris sensors [43,44] , that typically have different con-

structional and operational principles compared to conventional

sensors (e.g., iris sensors operate in the near-infrared spectrum

while RGB sensors operate in the visible spectrum). Also, the im-

pact of photometric normalization schemes on PRNU-based source

camera identification has been analyzed in the context of near-

infrared ocular images in [45] . Another type of sensor imperfec-

tion arises due to a distinct pattern formed by dust particles set-

tling on the imaging sensor when the lens is changed in a digital

single lens reflex (DSLR) camera; this dust pattern can be used to

identify the camera [46] . Recently, deep convolutional neural net-

works have been shown to successfully identify smartphone cam-

eras from images [47] . However, it should be noted that there ex-

ists counter-forensic measures such as flatfielding, that can circum-

vent correct source attribution [48] . 

4.2. Image forgery detection 

Images can be doctored by manipulating the elements present

in them. An image can be forged by either performing copy-move

( i.e. , copying an object from one region in an image and past-

ing it to a different region within the same image) [50,51] or

through splicing operations ( i.e. , copying an object from one im-

age and pasting it to a different image) [52] . Image forgery de-

tection methods can be active, i.e., using digital watermarking or

passive i.e., using the image itself [53] . Passive image forgery de-

tection typically involves classifying whether an image is doctored

or not, and if the image is doctored, localizing the tampered re-

gion within the image. Earlier forgery detection schemes consid-

ered periodic correlations that appear as a result of resampling in

forged images [54] . Copy-move forgery typically involves cloning

one portion of the image to another portion within the same im-

age. Detecting such copy move-forgeries would require an effective

clustering algorithm, such as the linkage-algorithm used in [51] .

Recent works employ deep learning tools to find traces of image

tampering and provides a localization mask indicating the manip-

ulated pixels (see Fig. 9 ). They offer end-to-end solutions that are

fast and reliable [55,56] . Also, some techniques consider camera

or sensor information to detect and localize forgeries in images

and videos [35,57] . Image splicing can be detected using non-linear

camera response function that successfully distinguishes between

naturally-blurred and artificially-blurred edges [58] . 
.3. Multimedia phylogeny 

In computer vision, multimedia phylogeny refers to decipher-

ng the trail of modifications an image or video has undergone. An

mage can be subjected to subtle modifications where each modi-

cation results in a slightly different output. Numerous such mod-

fications applied repeatedly to a single image will result in a large

umber of near-duplicates that may be uploaded on the Internet.

hile research has been conducted on near-duplicate detection

nd retrieval [59] , it may be necessary to deduce the root node

original image) from this set and determine the relationships be-

ween these near-duplicates. Exploratory work has been done to

etermine these relationships using image dependencies [60] . The

ierarchical structure depicting the trail of modifications can also

e represented as a minimal spanning tree (MST). The nodes in the

ST correspond to the images while the edges are directed links

etween successively transformed images [61,62] . This tree struc-

ure is referred to as an Image Phylogeny Tree (IPT). In some cases,

ncestral links are also denoted [63] , as seen in Fig. 10 . Directed

rovenance graphs have been constructed in [64] to identify the

equence of manipulations applied to donor images to generate a

omposite query image. 

The underlying principle of these methods is to compute an

symmetric dissimilarity measure that accurately captures the re-

ationship between every pair of images in the near-duplicate set.

he asymmetric measure can be computed either as the minimum

rror obtained after registering and matching an image pair [61] ,

r by using the likelihood ratio of the parameters estimated af-

er modeling the transformations between an image pair using

asis functions [63] . The asymmetric measure is then input to a

ree spanning algorithm (Oriented Kruskal or Optimum Branching

r depth first search) to construct the IPT. Alternatively, a deep-

earning based matrix denoising algorithm has been used to con-

truct IPTs in [65] . Limited work has been done in video phylogeny

hat depicts the sequence of video frames. In [66] , the authors

sed local sensitive hashing algorithm to obtain a subset of syn-

hronised near-duplicate video frame pairs to construct the video

hylogeny tree. 

Different near-duplicate sets can be generated from multiple

oot nodes. Consider an example where two images pertain to the

ame person in the same scene, but have been acquired using two

ifferent cameras. In that case there will be two root nodes and

ach root node will span a different IPT. These two IPTs will then

esult in an image phylogeny forest (IPF). IPF construction involves

 clustering step to group all the images belonging to different

PTs, followed by the construction of each individual IPT [36,67] .

PFs generated from video data corresponding to multiple cameras
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an be used to reconstruct sequence of events in crime scene in-

estigations. 

. Digital audio forensics 

A majority of smart devices operate either through (a) contact-

ased interfaces, such as the touch-screen interface in a majority

f smartphones, or (b) contactless interfaces, such as the voice-

ctivated user interfaces (VUI) in digital voice assistants, like Ama-

on Alexa [68] and Apple Siri [69] . While a contact-based bio-

etric modality, such as fingerprint [70] , is well suited for secur-

ng contact-based user interfaces, a contactless biometric modality

uch as the human voice is better suited to secure the VUIs in dig-

tal voice assistants [68] . 

Voice-controlled interfaces are becoming ubiquitous, rang-

ng from smartphones to smart refrigerators [71] . Since voice-

ontrolled devices rely on audio data for their function, it is es-

ential to verify the integrity of the audio data being input to

uch devices to prevent their misuse. For example, the authors

n [72] developed an adversarial audio sample that can be played

o stop Amazon Alexa from being activated, thus launching a form

f denial-of-service attack (DoS attack). 

Digital audio forensics is the field of forensic science that stud-

es the acquisition, enhancement, and interpretation of audio data

o validate its data integrity. Audio forensic schemes are being

ncorporated into consumer, commercial, and government appli-

ations [73] due to the widespread availability of audio manip-

lation techniques [74,75] . It is important to protect and verify

he integrity of data before using it, especially in the context of

iometrics, to prevent misuse of the resources being secured us-

ng biometric authentication. For example, voice spoofing [76] can

e used to impersonate a target user and fraudulently gain ac-

ess to sensitive user data. Additionally, dissemination of altered

peech audios or synthetic audios in the public domain can cause

idespread panic and confusion. For example, impersonation of

nfluential public figures, like politicians or businessmen, mak-

ng controversial speeches can lead to dire political and economic

epercussions [77] . 

Digital audio forensic techniques can be broadly classified

nto (a) container-based and (b) content-based techniques [78] .

ontainer-based forensic techniques investigate the file structure

nd the associated metadata of an audio file (such as timestamp

nd file format) for verifying its authenticity. Content-based foren-

ic techniques, on the other hand, examine the data content of an

udio file (such as speaker identity and speech transcript) for ver-

fying its authenticity. In this work, we will focus only on content-

ased audio manipulation techniques and the corresponding foren-

ic detection methods, due to their direct impact on the biometric

tility of the audio data [79] . 

.1. Points of attack in audio production pipeline 

Digital audio manipulation (see Fig. 11 ) can be deployed at mul-

iple stages of audio production as follows [80] : 

• Audio recording: In this stage, audio from multiple sources are

recorded using multiple microphones, each of which leaves a

uniquely identifiable device signature in the corresponding au-

dio signal [81] . Any tampering of the recording device or the

corresponding output audio signal can directly alter the “sig-

nature” of the recording device embedded in the data. Audio

forensic techniques for source attribution can be used to detect

such cases of audio tampering [82] . These techniques are useful

in the case of voice biometric systems that use voice data cap-

tured from multiple microphones, such as circular microphone

arrays in Amazon Echo [68] , for making their decision [83,84] . 
• Audio editing: In this stage, the audio data from different

sources are individually edited to remove unnecessary audio

artifacts, such as clicks and pops, and combined with audio

effects such as delay, reverb, chorus, and saturation to selec-

tively accentuate desired audio components. However, certain

audio editing techniques such as butt splicing [85] and copy-

move forgery [86] can be applied to obfuscate, alter, or replace

certain audio characteristics, thereby, compromising audio in-

tegrity. Audio forensics techniques can use pitch-tracking to de-

tect and localize such forgeries [86] . 
• Audio mixing: In this stage, the audio from multiple sources

are mixed to form one combined audio track. While the inclu-

sion of audio (even inaudible ultrasonic audio) from an unau-

thenticated source in the mixing process can compromise the

integrity of the final combined audio track [87] , forensics tech-

niques specializing in audio source identification can be used to

detect such forgeries [82] . 
• Audio Mastering: Finally, the consolidated audio track is mas-

tered by subjecting it to a series of subtle audio processes in-

cluding equalization, compression, and limiting to produce the

final distribution-ready audio track [80] . Audio forensic tech-

niques using Modified Discrete Cosine Transform (MDCT) spec-

tral coefficients and machine learning can be used to examine

the authenticity of compressed audio samples [88] . 

.2. Audio forensic techniques 

Digital audio forensic techniques applied across different stages

f the audio production process (see Fig. 11 ), can be used for the

ollowing: 

• Establishing the authenticity of audio sample: The primary

goal of this task is to ascertain the authenticity of the source

and content of digital audio. Alterations made to the audio

in the recording and mixing stages can potentially modify the

source device signature in the output signal, thereby, compro-

mising its data integrity. Audio source attribution-based foren-

sic techniques can be used to detect these audio modifications.

Audio source attribution techniques extract recording-device

specific audio features, using a combination of time domain and

mel-cepstral domain based features [89] , from the audio data

for identifying the source recording device [81] . 
• Interpreting and documenting audio sample: This task deals

with the extraction of important information, such as speaker

identity and dialog transcripts, from the input audio. However,

digital audio is usually degraded with vast amounts of au-

dio degradations (such as background noise, acoustic reverber-

ations, and channel noise), making it extremely challenging for

speaker and speech recognition algorithms to extract valuable

information correctly from the input audios. However, speaker

recognition techniques such as in [90,91] have been specifically

developed for improving speaker and speech recognition per-

formance in noisy audios. 
• Acoustic environment analysis from audio sample: This task

aims at identifying and/or reconstructing the acoustic envi-

ronment in which input audio was recorded. The authors

in [92] proposed a statistical technique for characterizing the

acoustic properties of the recording environment based on the

amount of reverberation and background noise in the audio

recording. 

. Deepfakes and their implications for digital forensics 

In spite of the significant amount of work done in the context

f image and video forensics, current schemes are not well-suited

o detect DeepFakes, which are a major concern. DeepFakes refer
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Fig. 11. An illustration of different stages of the audio production process, and examples of audio tampering techniques and corresponding audio forensic measures. 
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to a broad category of realistic synthetic media (image, audio or

video) created or modified using deep learning-based techniques.

DeepFake face images have been detected using inconsistent head

poses [93] and face warping artifacts [94] present in such im-

ages. Some other methods leverage visual anomalies in the global

consistency, illumination and geometry of faces to expose Deep-

Fakes [95] . Deep learning techniques have also been proposed to

combat this emerging problem of DeepFakes. Latent features ex-

tracted from images by a deep learning network have been used

for DeepFake video classification [96] . Two deep networks perform

mesoscopic (combines microscopic and macroscopic) analysis for

DeepFake detection in [97] . Temporal analysis across video frames

has been conducted in [98] for detecting fake videos. These meth-

ods are effective to a certain extent, i.e. , they can detect DeepFakes

generated by some specific neural networks. However, more prag-

matic solutions are needed that can detect DeepFakes, irrespective

of the network used to generate them. 

Audio forgery, as previously discussed, can be done at any

stage of the audio production process. In addition, the rapid emer-

gence of DeepFake audio can undermine the integrity of voice-

activated systems. DeepFake audios are realistic synthetic audios

created using generative machine learning techniques trained on

a vast amount of audio data. One of the most popular applica-

tions of DeepFake audio is the mimicking of the voice of a tar-

get individual with a pre-defined text [99] . This can be used in

Speech Generating Devices (SGD) for restoring the voice to those

who have lost it to a disease or an accident. However, its poten-

tial misuse raises serious concerns. For example, fraudsters used

DeepFake technology to mimic the voice of an influential business

person to attempt a fraudulent money transfer [77] . While human

experts [100] with aid from automated techniques [101] can detect

such DeepFake audios, the rapidly increasing generative strength

of the DeepFake technology is degrading the accuracy of cur-

rent forensic measures [103,102] . Therefore, there has been a re-

cent increase in the research and development of automated au-

dio forensic measures that can efficiently and accurately detect

such DeepFake audios [104,105] . One such work evaluated the ro-

bustness of a wide variety of speech features such as the Mel-

Frequency Cepstral Coefficients (MFCCs), Linear Prediction Cep-

stral Coefficients (LPCC), and Mean Hilbert Envelope Coefficients

(MHECs) for their robustness to voice spoofing attacks [106] . The

authors noted that, across all the features, the dynamic spectral

coefficients were more robust to the spoofing attacks compared to

the static coefficients. This was attributed to the poor modeling of
 i
he dynamic spectral characteristics of human speech in DeepFake

udio. 

. Challenges in digital forensics 

Despite the progress made in digital data forensics, a number of

utstanding issues remain: (a) developing methods that can gener-

lize well across unknown and previously unseen digital attacks;

b) developing methods that can scale well to vast amounts of bio-

etric data across different demographic groups; (c) determining

he originator of an attack by deducing patterns in digitally tam-

ered data; (d) preserving the security of biometric data and mak-

ng them resilient to attacks; and (e) imparting personal privacy to

ocial media data that may otherwise divulge sensitive information

bout a person. 

. Summary 

Smart technology has become an integral part of urban soci-

ty that provides intelligent, convenient, and secure solutions for

any day-to-day activities, be it in the form of smart-economy

r smart-utilities. Smart cities have a mesh of interconnected IoT

evices that require human-machine and machine-machine inter-

ction. Human-machine interaction can be secured via biometric

uthentication, in which the device verifies the intended user by

eans of biometric data acquired from the user. Due to the use of

iometric data, caution has to be exercised, both in terms of secu-

ity and privacy preservation [107] . Smart devices and smart wear-

bles use face, fingerprint and voice biometrics to grant access to

uthorized users. However, with the advent of sophisticated ma-

hine learning tools, the biometric data can be manipulated. There-

ore, robust effective forensic measures are necessary to validate

he integrity of the biometric data. In this paper, we explored ex-

sting digital image, audio and video-based forensic schemes for

iometric data. We also discussed current challenges faced by the

orensic schemes. Specifically, DeepFake audios and videos pose

 serious challenge and require concerted effort s to combat this

roblem. 
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