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Abstract
In this work, we investigate the possibility of generating
a grayscale image of the finger vein from its binary template. This exercise would allow us to determine the invertibility of finger vein templates, and this has implications
in biometric security and privacy. While such an analysis has been undertaken in the context of face, fingerprint
and iris templates, this is the first work involving the finger
vein biometric trait. The transformation from binary features to a grayscale image is accomplished using a Pix2Pix
Convolutional Neural Network (CNN). The reversibility of
6 different types of binary features is evaluated using this
CNN. Further, a number of experiments are conducted using 7 distinct finger vein datasets. Results indicate that (a)
it is possible to reconstruct finger vein images from their binary templates; (b) the reconstructed images can be used
for biometric recognition purposes; (c) the CNN trained on
one dataset can be successfully used for reconstructing images in a different dataset (cross-dataset reconstruction);
and (d) the images reconstructed from one set of features
can be successfully used to extract a different set of features
for biometric recognition (cross-feature-set generalization).

1. Introduction
A biometric system may be viewed as a pattern recognition system consisting of a sensor module, a feature extractor module and a comparison module [14]. The sensor
module captures the biometric data; the feature extractor
computes a set of numerical features from the data; and the
comparison module inputs two feature sets and generates a
match score denoting their degree of similarity or dissimilarity. The feature set that is extracted from the biometric
data and stored in a database is often referred to as a template. Since the template is a compact and reduced repre*The first three authors are listed alphabetically by last name and contributed equally.

sentation of the input data, it is commonly assumed that the
original data (e.g., image) cannot be reconstructed from the
template. This has positive implications as far as the security and privacy of biometric templates are concerned [15].
However, in recent years, researchers have upended this
notion and demonstrated the possibility of reverse engineering templates and reconstructing the original biometric data
for the fingerprint, face and iris modalities [28]. This has
raised privacy and security concerns since the reconstructed
image may divulge information about the individual that
was not evident in the template.
In this work, we consider the problem of deducing finger vein images from their feature template. The problem
is challenging since the feature templates, in this case, are
binary in nature. Further, a number of different feature extractors have been developed resulting in different sets of
binary templates. The entropy of such binary templates are
very restricted compared to non-binary templates such as
the ones encountered in face and fingerprint recognition.
We address the following questions in this paper:
1. What is a suitable CNN architecture to reconstruct
gray-scale images from feature-rich binary images?
2. Is it possible to reconstruct gray-scale finger vein
images from binary templates pertaining to a single given
dataset (i.e., intra-dataset reconstruction)?
3. Is it possible to reconstruct gray-scale finger vein images from binary templates in a dataset that was not used
for training the CNN (i.e., inter-dataset or cross-dataset reconstruction)?
The first question deals with the selection of a suitable
CNN architecture and determining the general feasibility
of reconstructing gray-scale images with sufficient image
quality from their binary templates, i.e., the features extracted from the reconstructed image should match with the
features extracted from the original image. The remaining
two questions focus on this task for finger vein images and
their corresponding binary feature representations (training
with a set of features and reconstruction with a distinct set
of features, i.e. cross-feature-set generalization). The sec-
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ond question deals with intra-dataset reconstruction and the
third one is dedicated to a practical use case in biometrics. If
inter-dataset reconstruction turns out to be feasible, it poses
a security threat for biometric recognition systems that store
binary templates. There are several publicly available finger vein datasets. Hence, it would be easy to extract binary
features from the images in these datasets and use them to
train a CNN model. If this CNN model can ingest binary
templates from previously unseen databases (i.e., databases
or datasets that were not used in the training phase) and reconstruct the original images, it can lead to possible security
violations. For example, the regenerated digital images can
be used to extract additional information about individuals
or to attack another biometric system based on finger vein
patterns. Further, it may be possible to launch a presentation attack (PA) by generating a physical spoof artifact [31]
from the digitally reconstructed image. Such an exercise
has been undertaken for fingerprints [9].
The remainder of the paper is organized as follows: Section 2 provides an overview on related work in biometric
image reconstruction from templates. Section 3 gives a
short introduction to finger vein biometrics and describes
the utilized datasets. The proposed CNN-based reconstruction approach is explained in Section 4. Section 5 presents
the experimental protocol used and discusses the results.
Conclusions and future work are given in Section 6.

2. Related work
The intriguing possibility of deducing biometric images
from their templates has been well explored in the context of
fingerprint, iris and face modalities. Some preliminary work
has also been done in the context of hand geometry [11].
In the case of fingerprints, Ross et al. [29, 28] and Feng
and Jain [7, 8] demonstrated the viability of generating fingerprint images from just the minutiae points. Cappelli et
al. [4, 5] showed that it is possible to reconstruct fingerprint images from standard ISO fingerprint templates that
contain information beyond just minutiae points. A more
recent work by Cao and Jain [3] presents an advanced approach based on prior knowledge about the fingerprint ridge
and phase structure, which is encoded as a dictionary of orientation and phase patches. These dictionaries are then used
to reconstruct the orientation field and ridge patterns of the
fingerprint from minutiae information.
In the context of iris, Galbally et al. [10] utilized a probabilistic approach based on a genetic algorithm to perform
iris image reconstruction from binary IrisCodes. Venugopalan et al. [35] developed a scheme to generate a discriminative texture pattern from an IrisCode with the purpose of embedding this pattern in a different person’s iris
image thereby facilitating a digital spoof attack.
In the area of face recognition, Yan et al. [36] utilised
a generative model based on a variational auto-encoder to

reconstruct face images from disentangled latent representations. Their results were promising and the reconstructed
faces looked realistic. Another approach to invert face templates was presented by Mai et al. [22] who utilized a neighborly de-CNN (NbNet) to reconstruct face images from
templates created by a deep face CNN.
To the best of our knowledge, there is no existing work
on reconstructing finger vein images from their templates.
In contrast to other modalities like fingerprint and iris, the
finger vein features are extremely sparse and, hence, there is
a lot less information available in the extracted binary templates. Moreover, finger vein images usually suffer from
over/underexposed areas and uneven illumination, making
the vascular pattern barely visible and, in many cases, leading to broken vein lines and spurious vein lines as well. In
this work, we explore the invertibility of 6 different sets of
binary features on 7 different finger vein datasets, whose
images were captured using different sensors and exhibit
fundamentally different characteristics, thereby making this
a very challenging problem.

3. Finger vein recognition
Biometrics based on human vasculature, especially finger veins, deal with the patterns formed by the blood vessels
located inside the human body, i.e., it is an internal biometric trait. These vascular patterns are not visible to the
naked eye. The hemoglobin contained in the blood flowing
through the vessels has a higher light absorption coefficient
in the near-infrared (NIR) spectrum than the surrounding
tissue. Hence, these vascular patterns can appear as dark
lines in images captured with the help of NIR illumination
and NIR sensitive cameras [34].

3.1. Utilized datasets
Here, we first discuss the datasets and their characteristics, which are summarized in Table 1:
dataset name
FV-USM [1]
MMCBNU 6000 [21]
UTFVP [32]
PV-FV3 Dors [16]
PV-FV3 Palm [16]

dor/pal
palmar
palmar
palmar
dorsal
palmar

subj
123
100
60
60
60

fgs
4
6
6
6
6

imgs
5940
6000
1440
3600
3600

s
2
1
2
1
1

image size
640x480
640x480
672x380
1280x1024
1280x1024

Table 1: Finger vein dataset summary, including dataset
name, view (dorsal or palmar; dor/pal), number of subjects
(subj), number of fingers per subject (fgs), total number of
images (imgs), number of sessions (s) and image size.

FVUSM [1]: Contains 5904 palmar finger vein images,
acquired from 123 subjects in 2 sessions, 4 fingers per subject and 6 images per finger in each session. The image
resolution is 640 × 480 pixels. The custom built capturing
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device consists of 850 nm LEDs, an NIR-pass filter and a
Sony PSEye camera.
MMCBNU 6000 [21]: Contains 6000 palmar light transmission finger vein images acquired from 100 subjects, 6
fingers per subject and 10 images per finger in a single session. The images have a resolution of 640 × 480 pixels.
The capturing system is based on 850 nm LEDs and a modified webcam where the NIR blocking filter was removed
and replaced by an 850 nm NIR-pass filter.
UTFVP [32]: Contains 1440 light transmission, palmar
finger vein images, acquired from 60 subjects in a single
session, 6 fingers per subject and 4 images per finger. Image resolution: 672 × 380 pixels and a density of 126 pixels/cm, resulting in a width of 4 to 20 pixels for the visible
blood vessels. The capturing device was custom built using
850 nm LEDs, a 930 nm NIR-pass filter and a C-Cam BCi5
monochrome camera.
PLUSVein-FV3 [16]: Contains subsets of dorsal and palmar light transmission finger vein images, acquired using
two different capturing devices, resulting in total of 4 subsets (Laser Dorsal - PVLD, Laser Palmar - PVLP, LED
Dorsal - PVLEDD, LED Palmar - PVLEDP). Each contains 1800 images acquired from 60 subjects, 6 fingers per
subject and 5 images per finger in a single session. Single
finger images have a resolution of 200×750 pixels. The first
capturing device utilises NIR LEDs with a peak wavelength
of 850 nm, whereas the second one uses NIR laser modules
with a peak wavelength of 808 nm. Both devices use an IDS
UI-ML1240-NIR camera with an 850 nm NIR-pass filter.
Figure 1 shows example images from each dataset.
As can be seen, the different datasets show distinct characteristics in terms of varying vein widths, vein clarity
and contrast, and background noise (some images have a
uniform background whereas there are some artifacts of
the capturing device visible in others). These different
characteristics increase the difficulty of the reconstruction
task as there is a greater variety in the training and testing
data. For further information on the datasets and the
biometric capturing devices used, the interested reader is
referred to [17], which includes an overview and details
about many of the currently available finger vein datasets.

3.2. Recognition Process
The biometric recognition process consists of the data
acquisition part, which includes the biometric capturing device and the processing part. The latter consists of the preprocessing module, the feature extractor, the biometric template database, the comparison module and the final decision module.

3.3. Pre-processing
The acquired finger vein images contain the finger region
as well as the background. For the subsequent recognition
process, only the finger region is of interest. Thus, this region of interest (ROI) is extracted by first applying a finger
outline detector [20] followed by a rotational and vertical
alignment of the finger [12]. Afterwards, the visibility of
the vein pattern is enhanced by applying High Frequency
Emphasis Filtering (HFE) [38], Circular Gabor Filter
(CGF) [37], CLAHE (local histogram equalisation) [39]
as well as Speeded Up Adaptive Contrast Enhancement
(SUACE) [2].

3.4. Feature extraction methods
Various possibilities exist for feature extraction in vascular biometrics. We selected six different template generation methods for this work: Gabor Filter (GF [19]),
Isotropic Undecimated Wavelet Transform (IUWT [30]),
Maximum Curvature (MC [23]), Principal Curvature
(PC [6]), Repeated Line Tracking (RLT [24]), and Wide
Line Detector (WLD [12]). All the aforementioned feature extraction methods aim to separate the gray-scale vascular patterns from the background, resulting in a binary
vein template (i.e., a binary output image). Further details
regrading these methods are given in [18]. Examples of binary output images of the different feature extractors considered in this paper are shown in Fig. 1.

3.5. Comparison and final decision
All extracted features are binary representations of the
vein patterns. These features are compared using a template matching technique as suggested by Miura et al. [24].
The maximum correlation value, calculated between the input template and the x- and y-direction shifted and rotated
versions of the reference template, is used as a comparison
score. The final output decision is based on a pre-defined
threshold. If the calculated score is above the threshold it
is determined to be a genuine match, and otherwise it is
deemed to be an impostor.

4. CNN-based gray-scale image reconstruction
The reconstruction of gray-scale images from their binary templates is treated as a paired image-to-image translation using a Pix2Pix model [13]. Further, we assess whether
the reconstructed gray-scale images can be processed by a
different feature extraction method than what was used to
generate the binary templates. Therefore, during the training phase, templates extracted by five out of the six feature extractors are used. During testing, the remaining feature extractor is utilized to assess the reconstruction performance by matching the templates extracted from the reconstructed images with the ones from the original images.
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Figure 1: Examples of extracted features from all the 7 datasets considered in this study: (a) original vein image, features
extracted using the (b) GF, (c) IUWT, (d) MC, (e) PC, (f) RLT and (g) WLD methods.
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Figure 2: The architecture of the generator and discriminator networks used in the proposed Pix2Pix model for reconstructing
vein images from 5 selected binary features. The generator receives a 5-channel input and synthesizes a single-channel vein
image. The discriminator receives both features and the vein image, and computes the probability of each 16 × 16 input patch
being real or synthesized.
An obvious first attempt for reconstructing finger vein
images from their extracted features is to use autoencoders [26]. We started experimenting with convolutional
autoencoders, using the concatenated features as input and
a pixel-wise dissimilarity loss function to train them. How-

ever, the trained autoencoders failed to adequately capture
the vein structures. This behaviour is anticipated since autoencoders are trained to minimize the total sum of pixelwise dissimilarity loss, therefore, missing out on the finer
details of the vein. Furthermore, the reconstructed images
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in the test sets exhibited high frequency noise. To resolve
these issues, we hypothesized that applying a GAN-loss on
local patches would help the network capture the finer details of the veins more exactly.
The Pix2Pix model [13] was originally proposed as an
image-to-image translation where a generator receives an
image Ia from a source domain a and synthesizes an image I 0 , which is a translated version of Ia in the target domain b. The model further uses a conditional discriminator that receives a pair of input images Ia and Ib , and estimates whether each overlapping local patch of the image
Ib is real or synthesized, conditioned on the corresponding
local patch in image Ia . In the context of finger vein reconstruction, the source domain is the selected binary features
concatenated along the channel dimension, and the target
domain are the reconstructed vein images.
The architecture of the generator and the discriminator
used for reconstructing the vein images from the channelconcatenated features are shown in Figure 2. The generator
is designed based on the U-net architecture [27], with contracting and expansive components as shown in Figure 2.
The generator receives a 5-channel input feature, which is
passed through five convolutional layers. The first convolution layer uses a kernel size of 1 × 1 with a stride of
1, while the other convolutional layers are comprised of
3 × 3 kernels with a stride of 2 for down-sampling. Upsampling the feature maps is performed in the expansive
section of the generator using transposed convolution layers with 4 × 4 kernels. The feature maps obtained from
each upsampling convolutional block are concatenated with
their counterpart feature-maps in the contracting section of
the network. Batch normalization is used after the convolution and transposed convolution layers. The architecture of
the discriminator is comprised of four convolutional blocks,
each using 4 × 4 kernels. The first three convolution layers are followed by Leaky-ReLU activation and Batch normalization. The effective receptive field of this network is
16 × 16, which means that each element in the last convolution feature maps corresponds to a patch of size 16 × 16
in the input. The last layer of the discriminator has 128
channels and is followed by the Sigmoid activation function, which produces the probability of each image patch
being real or synthesized by the generator. Spatial dimension of the output of the discriminator depends on the input size. The average of these 128 channels is computed
after the loss is calculated. We denote the output of the discriminator for an input image I conditioned on feature F as
D(I|F ).

4.1. Loss function for training the model
The generator component of the proposed model uses
two loss terms, a L1 reconstruction loss and a negative loglikelihood loss computed on each patch of the generator’s

output, as follows:
LG = λR kG(F ) − Ik1 +

X

log [1 − D(G(F )|F )] , (1)

where, F is the concatenated binary features input to the
generator, and λR is the coefficient for balancing the reconstruction and cross-entropy components. The discriminator’s loss is defined with two cross-entropy terms as follows:
X
X
LD =
− log [D(I|F ))] +
− log [1 − D(G(F )|F )] ,
(2)
where, D(G(F )|F ) represents the output of the discriminator on a synthesized image by the generator, conditioned on
features F .

5. Experimental evaluation
In the following, the experimental set-up, including the
recognition process, the evaluation protocol and parameters,
as well as the obtained results are presented.

5.1. Recognition process and protocol
We utilised the publicly available PLUS OpenVein ToolKit1 . This tool-kit includes all six feature extraction methods (GF, IUWT, MC, PC, RLT and WLD) as well as the
necessary pre-processing and comparison schemes.
For training the generator, the balancing factor, λR was
set to 100. The images and features from the FVUSM, MMCBNU, and UTFVP datasets were resized to 240 × 336,
which results in discriminator output of size 128 × 15 × 21.
The images from the remaining four datasets were resized
to 144 × 368, which results in discriminator output of size
128×9×23. This means that the discriminators decompose
the input into 15 × 21 patches for the FVUSM, MMCBNU
and UTFVP datasets, and 9 × 23 patches for the remaining
four datasets. The number of epochs which was chosen for
training the models is explained in the following section.
Training and evaluation protocol: We designed two
sets of experiments to show the efficacy of the proposed
model in reconstructing vein images under different conditions. First, we considered intra-dataset experiments. For
each dataset, we used all but one feature type for training
and randomly split the images into 90% training and 10%
holdout test sets in a subject-disjoint manner. We trained
the Pix2Pix model on each training subset of the datasets
for 100 epochs. The selected features are concatenated together as input to the generator. The trained model is used
to reconstruct the finger vein images from the extracted features of the remaining feature type (cross-feature-set generalization).
In the second experiment, we performed inter-dataset or
cross-dataset evaluation, where the Pix2Pix models were
1 Publicly available at: http://www.wavelab.at/sources/
OpenVein-Toolkit
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trained on one dataset (source) and evaluated on a separate
unseen dataset (target). Again all but one feature type were
used during training and the remaining one for the reconstruction. Initial results suggested poor performance of finger vein recognition on the reconstructed samples from the
unseen dataset. Therefore, in order to improve the performance, we applied a transfer-learning technique, in which,
we first trained a model on a source dataset, followed by
fine-tuning on the target dataset (using a small subset of images from the target dataset). The purpose of fine-tuning is
to ensure that the latent characteristics of the target dataset
are captured in the reconstructed images.The target dataset
was randomly split into two partitions, 80% used for final evaluation and 20% used for fine-tuning, in a subjectdisjoint manner. After a model is trained on the source
dataset for 100 epochs, an extra fine-tuning step was applied using the fine-tuning partition of the target dataset for
an additional 20 epochs. The fine-tuning epochs alternated
between the source and target datasets.

5.2. Baseline results
The baseline recognition performance is presented in
Table 2 as assessed by the equal error rate (EER) and
FMR1000 (the lowest false non match rate (FNMR) at a
false match rate (FMR)≤ 0.1%). The baseline performance
was calculated by utilizing finger vein images as provided
by each dataset and the OpenVein Tool-kit’s default parameters for the respective dataset.
eval. method

GF

IUWT

EER
F M R1000

3.98
0.96

6.84
0.99

EER
F M R1000

5.57
0.91

2.37
0.86

EER
F M R1000

0.77
1.33

0.77
1.28

EER
F M R1000

0.44
0.05

0.24
0.01

EER
F M R1000

1.08
0.52

0.70
0.20

EER
F M R1000

0.08
0.00

0.11
0.00

EER
F M R1000
avg. EER
avg. F M R

0.39
0.97
1.76
0.68

0.70
0.72
1.68
0.58

Baseline Performance (%)
MC
PC
RLT
FVUSM
2.59
4.81
6.34
0.85
0.99
0.98
MMCBNU
0.97
0.81
5.74
0.54
0.46
0.95
UTFVP
0.36
0.56
2.10
0.51
0.92
4.05
PVLD
0.36
0.52
0.27
0.04
0.21
0.07
PVLP
2.02
1.58
1.41
0.99
0.71
0.81
PVLEDD
0.00
0.08
0.42
0.00
0.00
0.13
PVLEDP
0.28
0.44
0.47
0.60
0.14
0.95
0.94
1.26
2.39
0.50
0.49
1.13

The MC method results in the best performance values
in four of seven datasets, while the PC, WLD and IUWT
methods performed best once each. Recognition performance is the best on the PLUSVein-FV3 subsets (PVLD,
PVLEDD, PVLEDP) followed by UTFVP, PVLP, MMCBNU and FVUSM datasets. We provide all results, including ROC and DET plots on our website 2 .

5.3. Results of reconstructed finger veins
As mentioned in Section 5.1, two different training and
evaluation protocols were considered in this work: intradataset and inter-dataset. The first case is probably the easier one since training and testing of the proposed reconstruction model was done on each of the 7 datasets independently. This allows us to show that the designed CNN model
is capable of generating meaningful images containing sufficient vascular pattern information that can be successfully
used for biometric recognition. The evaluation (i.e., measuring recognition performance) in the intra-dataset case is
conducted on a small subset of each dataset, since the remaining images in that dataset were used for training. For
the inter-dataset experiments, the evaluation is conducted
on the entire reconstructed dataset since the training was
done on the other datasets. For presenting the inter-dataset
experimental results, the PVLD (as best representative) and
FVUSM (as worst representative) datasets were selected.
eval. method

GF

WLD

avg.

EER
F M R1000

9.42
24.07

4.62
0.99

4.86
0.96

EER
F M R1000

8.58
22.57

1.65
0.76

2.90
0.75

EER
F M R1000

24.81
96.87

0.72
1.28

0.88
1.56

EER
F M R1000

2.66
35.56

0.11
0.00

0.32
0.06

EER
F M R1000

2.76
8.22

1.97
0.99

1.46
0.70

EER
F M R1000

0.24
3.33

0.05
0.00

0.12
0.02

0.36
0.00
1.35
0.57

0.44
0.56
1.56
0.66

EER
F M R1000
avg. EER
avg. F M R

2.08
4.67
7.22
27.90

Table 2: Baseline recognition performance results given in
percent. The best result for each feature extraction method
per dataset is highlighted in bold numbers. The overall best
recognition performance is achieved on PVLEDD. The last
column and row represent the average values per dataset and
feature type, respectively.

intra-dataset Performance (%)
IUWT MC
PC
RLT
WLD
FVUSM
7.29
5.58
6.31
7.81
5.30
28.89 11.48 13.52 26.40 13.22
MMCBNU
4.16
3.56
1.74
5.59
6.06
10.67
8.68
3.40
15.35 17.78
UTFVP
32.94 32.60 43.19 20.67 31.39
94.27 98.43 99.65 89.58 93.06
PVLD
1.44
0.00
0.58
2.12
0.58
34.44
0.00
18.89
9.89
1.33
PVLP
2.08
0.91
2.70
4.10
3.23
4.33
1.11
4.44
11.11
3.67
PVLEDD
1.55
0.00
0.09
2.46
0.00
3.00
0.00
0.11
5.44
0.00
PVLEDP
2.36
0.67
1.01
2.76
1.35
10.44
1.00
1.33
6.22
1.78
7.40
6.18
7.95
6.50
6.84
26.58 17.24 20.19 23.43 18.69

avg.
6.95
19.60
4.95
13.08
30.93
95.31
1.23
16.69
2.63
5.48
0.72
1.98
1.71
4.24
7.02
22.34

Table 3: Intra-dataset recognition performance results given
in percentage. The best result for each feature extraction
method per dataset is highlighted in bold. The CNN model
shows very good reconstruction performance in all datasets,
except for UTFVP. The last column and row represent the
average values per dataset and feature type, respectively.
2 http://www.wavelab.at/sources/Kauba20a/
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Figure 3: Examples of reconstructed vein images and the corresponding binary templates computed using the PC feature
extractor (so training was done using the remaining 5 feature sets). The inter-dataset reconstruction in the first 6 rows were
obtained by pre-training the CNN model on the PVLEDP dataset, while the reconstruction in the last row was based by
pre-training on the FVUSM dataset.
Intra-dataset evaluation: In Table 3, the corresponding
intra-dataset recognition performance results are presented.
The results indicate that it is possible to reconstruct grayscale finger vein images from binary templates for a single, given dataset. Furthermore, it also confirms that the
CNN architecture proposed in Section 4 is indeed capable
of performing the reconstruction for an unseen feature type
(cross-feature-set generalization). The results in Table 3
show that it is possible to achieve a recognition performance
similar to the baseline (given in Table 2 ) for most datasets.
Interestingly, for the PVLD and PVLEDD datasets, a performance enhancement can be seen in the intra-dataset evaluation, while for the PVLP and PVLEDP datasets only a
slight degradation is observed. On the downside, the results
on the FVUSM and MMCBNU datasets show a noticeable
performance degradation, and for the UTFVP dataset the
recognition performance on the reconstructed data is considerably lower (higher EER and FMR1000) compared to
the baseline. One possible explanation is that images in
these datasets, viz., FVUSM, MMCBNU and especially
UTFVP, have a higher variance of contrast or noise. A more
detailed analysis regarding this is presented in Section 5.4.

Inter-dataset evaluation: As there are a number of different combinations, we decided to show only the best
(PVLD, see Fig. 5) and worst (FVUSM, see Fig. 4) results

Figure 4: Inter-dataset performance based on EER. Here,
the proposed CNN model is trained only on the FVUSM
dataset and tested on the other datasets, representing the
overall worst performance obtained in the inter-dataset setting. Reconstruction on the UTFVP dataset is by far worst.
of our inter-dataset recognition performance.
In general, there is hardly any difference between the overall recognition performance trend observed on the intradataset evaluation and the inter-dataset experiments. Note
that a comprehensive set of experiments have been conducted using all combinations of training sets and evaluation sets3 . Both figures clearly highlight that the EER on
the UTFVP dataset is higher (poorer) compared to the other
datasets. Furthermore, compared to the baseline (cf. 5.2, a
relative performance difference is observed for all datasets.
3 Complete set of results is available on our website: http://www.
wavelab.at/sources/Kauba20a/
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Figure 5: Inter-dataset performance (EER). This time the
CNN model is trained only on the PVLEDD dataset and
tested on the other datasets, representing the overall best
performance obtained in the inter-dataset setting. Again,
reconstruction on the UTFVP dataset is by far worst.

5.4. Post-analysis
We also performed a further analysis to understand the
reason for the poor performance on the UTFVP dataset. Our
hypothesis is that the poor performance of this dataset is due
to the low contrast in the images of the UTFVP dataset. The
extracted features (binary templates) for gray-scale images
with higher contrast are more accurate, which makes it easier to reconstruct the finger vein images. In Figure 1 it can
be seen that the reconstructed images for the UTFVP dataset
are visually more noisy and have lower contrast compared
to the other images.
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proposed model to distinguish between image background,
finger tissue background and vein structures.

0.33

Table 4: HFM results presenting differences in image contrast between the 7 datasets. The UTFVP result is lower
compared to the others, indicating an overall lower contrast
for images in UTFVP.
Besides evaluating the skewness of gray-scale pixel intensities, we also analyzed the contrast in images of each
dataset using the Histogram Flatness Measure (HFM) [33].
This HFM resulted in some valuable information as presented in Table 4. The authors of [33] stated that low contrast images (i.e., narrow and peaky histogram) have low
value of HFM in comparison with high contrast images (i.e.,
approaching a flat histogram). As we know from the skewness analysis, the histograms for UTFVP are more ‘spiky’
compared to others. According to Table 4, the HFM value
for UTFVP is 0.09, which is much lower than the rest of the
datasets. This indicates an overall lower contrast for images
in UTFVP.

6. Summary and Future Work

Figure 6: Box-plots showing the distribution of the image
histograms’ skewness values for all datasets. A clear difference between UTFVP and other datasets can be seen, as the
outliers in the former are located in a much closer range.
This indicates a higher number of pixels close to zero for
UTFVP (i.e., the number of black pixels is constantly high).

In this work, we used a neural network to reconstruct gray-scale finger vein images from their binary templates. The proposed approach was evaluated on 7 different
datasets using 6 different types of binary templates. Experiments confirmed (a) the feasibility of reverse engineering
a binary template and (b) the generalizability of the proposed approach across multiple datasets and feature sets.
This suggests that the security and privacy of even binary
templates can be compromised and that improved security
constructs are needed [15, 25]. Future work will explore
two distinct questions: (a) Can a non-invertible binary template be generated from finger vein images without degrading recognition performance? (b) Can other types of CNN
architectures be used to improve the quality of images generated by the reconstruction process?
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