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Abstract—The field of digital image forensics concerns itself
with the task of validating the authenticity of an image or
determining the device that produced the image. Device or
sensor identification can be accomplished by estimating sensorspecific pixel artifacts, such as Photo Response Non Uniformity
(PRNU), that leave an imprint in the resulting image. Research
in this field has predominantly focused on images obtained
using sensors operating in the visible spectrum. Iris recognition
systems, on the other hand, utilize sensors operating in the
near-infrared (NIR) spectrum. In this work, we evaluate the
applicability of different PRNU estimation schemes in accurately
deducing sensor information from NIR iris images. We also
analyze the impact of a photometric transformation on the
estimation process. Experiments involving 12 sensors and 9511
images convey that the Basic and Enhanced Sensor Pattern Noise
(SPN) schemes outperform the Maximum Likelihood and Phasebased SPN methods. Experiments also convey the need to explore
alternate methods for performing digital image forensics on NIR
iris images.

I. I NTRODUCTION
Biometrics is the science of recognizing an individual based
on the physical (face, fingerprint, iris, voice, etc.) or behavioral
(gait, keystroke dynamics, signature analysis, etc.) attributes of
the individual [1]. A typical biometric system has three main
modules: a sensor module that acquires the raw biometric data
of an individual (e.g., obtaining the ocular image of a person
using a near-infrared iris camera); a feature extraction module
that processes the raw data and distills it to a salient feature
set (e.g., extracting a binary IrisCode from the segmented iris
region); and a matching module that compares two feature sets
and generates a match score indicating the degree of similarity
or dissimilarity between them (e.g., computing the normalized
hamming distance between two IrisCodes).
In this work, we focus on the sensor module of an iris
recognition system. Most iris recognition systems acquire a
near infrared (NIR) image of the iris1 region (Figure 1). Recent
work, based on digital image forensics, has established the
possibility of deducing sensor information from the iris image
alone [2]–[6]. Determining sensor information (e.g., brand
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must be noted that a typical iris sensor captures the ocular region
extending beyond the iris. Although the term iris image is used in this paper,
it actually refers to the ocular image captured by the sensor.
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(c)

Fig. 1: Examples of NIR iris images captured using (a) Aoptix
Insight, (b) LG iCAM4000 and (c) IrisCam V2 sensors.2
name of sensor) from the iris image has several benefits,
especially in the context of digital image forensics.
Validating Metadata: Iris datasets usually have some metadata associated with them such as the date and time when the
images were taken or modified, details of the camera used
for image acquisition, data collection protocol employed, etc.
However, this metadata may be inadvertently or deliberately
corrupted. Image forensics can be used to verify if the images
in a dataset did indeed originate from the claimed source.
Sensor-specific Processing: Some sensors may perform incamera processing of the acquired iris image. Knowledge of
the sensor may then be used to recover the pre-processing history of an iris image. In some cases, sensor information can be
used to photometrically or geometrically adjust an iris image.
This can also be used to facilitate sensor-interoperability.
Device Validation: In biometric applications such as banking, it may be necessary to authenticate both the subject and
the device itself. In such cases, deducing device information
from the biometric image will be useful [5].
Forensic Applications: Linking multiple iris images to a
particular sensor source may be required in forensic applications in order to validate the source of the iris images and to
secure the chain of custody.
Tampered Images: Sensor identification schemes can be
used to detect iris images that have been tampered with. For
example, if the pixel artifacts observed in an image are not
consistent with the sensor from which it was claimed to be
obtained, then there is a possibility that it has been modified
after acquisition.
In this work, we evaluate multiple techniques for deducing sensor information from iris images. All the techniques
2 http://biometrics.idealtest.org/dbDetailForUser.do?id=4
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considered in this work are based on estimating the Photo
Response Non Uniformity (PRNU) of the sensor from the
image. The rest of the paper is organized as follows: Section
II provides a brief literature review. Section III describes the
PRNU estimation methods considered in this work. Section
IV describes the datasets and experimental protocols used, and
presents the results. Section V concludes the paper.
II. L ITERATURE R EVIEW

The literature on image forensics, which includes deducing
sensor information from digital images, is rapidly developing [7]. Early work focused on extracting information about
dead pixels [8] and color filter array interpolation artifacts [9]
of a sensor from its images. Recent work has shown that
Sensor Pattern Noise (SPN) extracted from images can be
used to recognize the acquisition device [10], [11]. SPN refers
to the intrinsic noise associated with each sensor, arising as
a consequence of manufacturing defects in the silicon wafer
used in the construction of the sensor. The fundamental deterministic component of SPN is PRNU that will be discussed in
the next section. Extensive work has been done in this regard
to reliably estimate SPN using PRNU based methods [12]–
[16]. But these methods have been developed specifically for
sensors operating in the visible (VIS) spectrum.
Iris sensors, on the other hand, primarily operate in the NIR
spectrum. This poses a new challenge to traditional image
forensics. For example, NIR focal plane arrays have larger
pixel size compared to the CCD arrays employed by VIS
cameras [17]. Further, in some cases, the materials used for
manufacturing NIR detectors can be different from those used
in VIS cameras [18]. These factors can impact the PRNU
estimation process. Therefore, it is necessary to determine if
PRNU estimation schemes developed for VIS cameras can be
appropriated to NIR sensors.
There has been some work on sensor identification in the
context of NIR iris images by Uhl and Höller [19], Kalka
et al. [3], and Debiasi and Uhl [6]. Our work differs from
existing literature in the following ways: (a) a larger number
of sensors are considered (12 sensors); (b) multiple PRNU
estimation methods are compared (4 methods); (c) effect of
a photometric transformation is investigated; and (d) datasetspecific artifacts are discovered.
III. S ENSOR I DENTIFICATION M ETHODS
The general framework for sensor identification from an
input iris image is summarized in Figure 2. The crux of
the framework lies in estimating the sensor reference pattern
from a set of training images emerging from the sensor. This
reference pattern is then correlated with the noise residual
pattern extracted from an input iris image in order to compute
a correlation score. Given multiple reference patterns corresponding to different sensors, the test iris image is assigned to
that sensor class whose reference pattern results in the highest
correlation score.
The two primary sources of noise in the image acquisition
stage are shot noise and pattern noise [10]. Shot noise, also

Fig. 2: General framework for sensor identification from an
iris image.
known as photonic noise, is a random component. Pattern
noise, on the other hand, is deterministic in nature and remains
in every image that has been captured by a given sensor and
can, therefore, be used to identify the sensor model. The two
primary components of pattern noise are Fixed Pattern Noise
(FPN) and PRNU [10]. FPN is generated by dark currents. It is
an additive component and can be suppressed by flat fielding
where a dark frame is subtracted from every image taken by
the camera. On the other hand, PRNU is the more dominant
multiplicative term arising as a consequence of minor defects
in the sensor manufacturing process. PRNU is due to variation
in sensitivity of individual pixels to the same light intensity.
In this section, we briefly discuss 4 methods based on PRNU
to generate the reference pattern of a sensor and the noise
residual of an input iris image.
Basic SPN: Lukas et al. [10] proposed extraction of the
SPN by denoising the original image using 8-tap Daubechies
Quadrature Mirror filter. The camera reference pattern K,
which is a matrix of same dimensions as the sensor, is
constructed using the average of N noise residuals, Wi ,
i = 1 . . . N , corresponding to N training images. The noise
residual corresponding to ith training image Ii is calculated
as WiP= Ii − F(Ii ) and the reference pattern is computed as
N
Wi
. Here, F represents the wavelet based denoising
K = i=1
N
function as used in [10].
MLE SPN: Chen et al. [12] used Maximum Likelihood Estimation (MLE) to obtain a more accurate estimate of PRNU.
The authors also employed zero-mean operation and Wiener
filtering to reduce the interpolation artifacts. The interpolation
artifacts stem from the Bayer pattern and should, therefore,
not impact NIR images because infrared sensors do not use
color filter arrays (CFA).
PN The MLE camera reference pattern
W i Ii
is computed as K = Pi=1
. The MLE noise residual for
N
i=1 Ii Ii
a given test image Y is computed as tY = KY .
Enhanced SPN: Li [15] proposed an enhancement scheme
to attenuate the scene details, which can contaminate the
noise residual obtained using Basic SPN. The author proposed
five enhancement models to subdue the scene influences by
modulating the magnitude of the noise components in the
wavelet domain (Figure 3). Only the test noise residuals are
enhanced, because a single noise residual is more likely to
be influenced by the scene compared to the reference pattern
which is constructed by averaging multiple images. Since iris
images exhibit a rich texture, the enhanced SPN scheme can
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Fig. 3: The enhancement models proposed by Li [15]. x- axis represents the pre-enhanced noise residual values in the wavelet
domain and the y-axis represents the post-enhanced noise residual values.

suppress iris-specific structures from the noise residuals.
Phase SPN: The SPN can be modeled as a white Gaussian
noise, and so Kang et al. [13] hypothesized that whitening in
the frequency domain can further attenuate the scene details.
The noise residual, Wi , is first whitened in the frequency
domain, followed by extraction of the phase component using
discrete Fourier transform (DFT), i.e., Wi = DF T (Wi ) and
Wi
. Here, |Wi | denotes the Fourier magnitude of
Wφi = |W
i|
Wi . The spatial component of Wφi is recovered using the
inverse DFT (IDFT). The camera reference pattern is finally
constructed by averaging thereal partof
the recovered
spatial

PN
i=1 Wφi
.
noise residual as, K = real IDF T
N
IV. E XPERIMENTS AND R ESULTS
Below we provide a description of the datasets and experimental protocol used in this work. Then we summarize the
results obtained.
A. Datasets
In this work, we use 12 iris datasets that contain images
corresponding to 12 different sensors. The details pertaining
to the sensors and the datasets are summarized in Table I.
The number of images used for reference pattern generation
(i.e., the training set) is maintained at 55 per sensor, while
for testing, the number of images varied from 100 to 1940.
Subjects in the training and test sets were mutually exclusive.
Only 55 images were used for reference pattern generation
because of the limited number of subjects available in some
datasets. For example, the CASIAv2 Device2 dataset contains
only 60 subjects; therefore, one iris image from each of 55
subjects was assigned to the training set, and images from the
remaining 5 subjects were assigned to the test set.
B. Experimental Methodology
In the first set of experiments, the four PRNU estimation
methods were applied on all 12 datasets (details of the implementation are mentioned later in the section). We observed that
the performance of all the PRNU estimation methods was poor
on BioCOP2009 Set III (Crossmatch) compared to the other
datasets. We investigated the histogram of pixel intensities of
images in the individual datasets to discern whether sensor
recognition was being unduly impacted by inherent image
characteristics. We observed that the histogram of Crossmatch
images exhibited a bimodal distribution with a compressed
range of pixel values, that is typically associated with contrast
adjustment (see Figure 4). This prompted us to use the box-cox

transformation, which is a series of power transformations, to
force the images to conform to an approximate normal distribution. The equation governing the box-cox transformation is
as follows:
(
inputλ −1
,
if λ 6= 0;
λ
output(λ) =
loge (input), if λ = 0.
The value of λ is estimated using maximum log-likelihood
function, such that, the distribution of the transformed output
closely approximates the normal distribution. In our experiments, λ was predominantly found to be in the interval [1, 5]. This transformation also aids in studying the effect of
photometric processing on PRNU estimation. The individual
accuracies of the sensors, as well as the overall accuracies obtained with and without box-cox transformation, are presented
in Table II (for the sake of brevity we have reported the results
for Basic SPN alone). The third column in Table II reports the
results obtained after applying the box-cox transformation to
the images in the datasets. The last column presents the results
after applying the box-cox transformation only to images
captured using the Crossmatch sensor. The latter was done for
investigative purposes only, and not for evaluation purposes.
The second set of experiments omitted two datasets - the
BioCOP2009 Set III and ND CrossSensor Iris 2013 Set II (the
reason for removing the two datasets will be discussed later).
In our implementation of Enhanced SPN, the Basic SPN is first
extracted and normalized using L2 -norm as described in [6]
followed by the application of the enhancement model to the
wavelet coefficients. Enhancement Model III (see Figure 4(c))
was used in our work as it was observed to be more robust
to the variations in α [15]. The enhancement equations are as
follows:


1 − e−n(i,j) ,
if 0 ≤ n(i, j) ≤ α;



−α
α−n(i,j)


),
if n(i, j) > α;
(1 − e )(e
ne (i, j) = −1 + en(i,j) ,
if − α ≤ n(i, j);



& n(i, j) < 0;



(−1 + e−α )(eα+n(i,j) ), if n(i, j) < −α.
Here, n(i, j) and ne (i, j) indicate the original and enhanced
noise residual values, respectively (i and j are the indices
of the noise residual in the wavelet domain). α = 6 in our
work. While we did not use L2 normalization in the first set
of experiments, we employed the same enhancement model
and same α value in both sets of experiments. The reference
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TABLE I: Summary of datasets and sensors used in this work.

Name of Dataset
BioCOP2009 Set I
CASIAv3 Intervala
CASIAv3 Lampa
CASIAv4 Thousanda
CASIAv2 Device2a
IITDb
BioCOP2009 Set II
BioCOP2009 Set III
ND Cosmetic Contact Lens 2013c
ND CrossSensor Iris 2013 Set Ic
ND CrossSensor Iris 2013 Set IIc
WVU Off-Axisd

Name of Sensor
Aoptix Insight
Proprietary - not known
OKI IrisPass-h
IrisKing IKEMB100
IrisCam V2
JIRIS JPC1000
LG iCAM 4000
Crossmatch I SCAN2
IrisGuard AD100
LG2200
LG4000
EverFocus Monochrome CCD

Abbreviation
Aop
Int
OKI
IK
IC
JPC
LG i40
ISCAN
AD
LG22
LG40
Mon

Image Resolution
640x480
320x280
640x480
640x480
640x480
320x240
640x480
480x480
640x480
640x480
640x480
640x480

# of Subjects
274
249
411
998
60
224
274
272
69
99
99
73

# of Images
547
395
818
1995
155
1745
1094
543
890
595
319
415

a http://biometrics.idealtest.org/dbDetailForUser.do?id=4
b http://www4.comp.polyu.edu.hk/∼csajaykr/IITD/Database Iris.html
c https://sites.google.com/a/nd.edu/public-cvrl/data-sets
d http://www.clarkson.edu/citer/research/collections/wvu offaxis release1.html.

(a) Aop

(b) LG i40

(c) ISCAN

(d) LG40

Fig. 4: Average pixel-intensity histograms of four sensors.
TABLE II: Accuracies before and after applying box-cox transformation.
Name of Sensor
(Abbreviation)
Aop
Int
OKI
IK
IC
JPC
LG i40
ISCAN
AD
LG22
LG40
Mon
Overall Accuracy

Before box-cox
(Basic SPN)
100%
75.29%
100%
99.38%
100%
100%
60.83%
23.16%
76.17%
97.59%
88.64%
97.78%
87.26%

pattern is identical to the one used for Basic SPN scheme. For
Phase SPN, we did not perform whitening in the frequency
domain. This is because all the images used in our experiments
are iris images, and spurious frequency responses arising due
to variations in scene details is not a critical issue.
In both experiments, SPN was extracted without subjecting
the images (training and test) to any geometric transformation
(cropping, resizing, etc.). However, we resized the test noise
residuals to the size of the reference pattern for normalized
cross-correlation (NCC) computation.
C. Results and Discussion
Analysis of results on the first set of experiments: The results reported in Table II show two notable characteristics.
Firstly, the accuracy on BioCOP2009 Set III (Crossmatch
I SCAN2) improves by 26% after applying box-cox trans-

After box-cox
(Basic SPN)
91.06%
68.24%
91.22%
99.64%
100%
99.11%
80.08%
49.80%
94.13%
70.19%
70.08%
82.50%
88.19%

After box-cox
on Crossmatch images
only (Basic SPN)
100%
74.71%
100%
99.38%
100%
100%
60.92%
53.07%
76.41%
97.59%
88.26%
97.78%
88.91%

formation, while it decreases on most of the other datasets.
Secondly, BioCOP2009 Set II (LG iCAM4000) witnessed an
improvement in performance, while the accuracies on the ND
CrossSensor 2013 Sets I and II (LG 2200 and LG 4000)
observed a decrease in performance. Therefore, the box-cox
transformation improves the performance on the LG iCAM
4000 sensor but at the expense of the other two sensors
(LG 2200 and LG 4000). Further investigation indicates that
most of the confusion occurred between images from the
LG iCAM 4000 and LG 4000 cameras. The failure of Basic
SPN, which is known to be effective in distinguishing between
sensors from the same vendor and model [3], cannot be easily
explained in this case. We believe that even though PRNU
derived methods try to approximate the SPN via wavelet
coefficients, the image histogram also influences the sensor
noise in some fashion. The improvement in accuracy of the
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Crossmatch sensor after the box-cox transformation leads
us to believe that the images in BioCOP2009 Set III have
perhaps undergone some form of illumination normalization.
Moreover, the histogram of images from LG iCAM 4000
and LG4000 reveal that the latter has more saturated pixels
making it prone to failure as discussed in [12]. Due to an
incomplete understanding about the extent to which the SPN
is impacted by NIR image characteristics and unavailability
of pre-processing information, we decided to continue our
second set of experiments without the two ambiguous datasets
(BioCOP2009 Set III and ND CrossSensor Iris 2013 Set II).
Analysis of results on the second set of experiments: The
reference patterns generated using different PRNU estimation
schemes are illustrated in Figure 5. The effect of enhancing
the noise residual is visualized in Figure 6. The structure of
the eye is evident in the noise residual extracted using Basic
SPN which is subdued, but not completely removed, using
Enhanced SPN.

(a) Basic SPN

(b) MLE SPN

(c) Phase SPN

Fig. 5: Reference patterns for the CASIAv3 Interval dataset
estimated using different PRNU estimation schemes.

(a)

(b)

Fig. 6: Noise residual from an image captured using the
Aoptix Insight sensor. (a) Before enhancement. (b) After
enhancement.
The rank-1 confusion matrices obtained for each of the
PRNU estimation schemes is reported in Tables III and IV.
In Table III, the values to the left of the slash denote the
results obtained using Basic SPN and the values to the right
indicate the results obtained using MLE SPN. In Table IV, the
values before the slash correspond to the Enhanced SPN and
values after the slash correspond to the Phase SPN.

Figure 7 illustrates the overall performance of each of the
PRNU extraction schemes using Cumulative Match Characteristics (CMC) and Receiver Operating Characteristics (ROC)
curves. The following observations can be made:
• Enhanced SPN results in the best performance with a
rank-1 accuracy of 97.17%.
• MLE SPN performs the worst (with a rank-1 accuracy
of 83.03%). We believe that the zero mean operation in
conjunction with Wiener filtering that is used in MLE SPN,
over-smoothens the images to the extent that the wavelet
coefficients fail to effectively capture the SPN. Iris sensors
operating in NIR spectrum do not use CFAs, and therefore,
the use of Wiener filtering and zero-mean processing is not
necessary in our opinion. The Basic SPN, Enhanced SPN and
Phase SPN do not apply these pre-processing operations and
exhibit higher accuracies, thereby validating our supposition.
• Phase SPN performs moderately well. Phase SPN performs on par with Basic SPN at Rank-3 (where the correlation
score with the correct reference pattern occurs among the top
3 values).
• The poor performance of all the SPN methods on the
CASIAv3 Interval dataset may be due to the use of more than
one sensor for assembling this dataset as also speculated by
the authors of [6].
• The misclassification of images from LG iCAM 4000 (see
Tables III and IV) could be due to pixel padding in the former
that might have negatively impacted PRNU estimation.
• Application of the box-cox transformation showed a
significant increase in performance on the AD100 sensor
which had lower performance when using the Basic, Phase and
MLE SPN schemes. Upon closer investigation, this may be due
to the digital watermark embedded in the images as shown in
Figure 8. Both the box-cox transformation and Enhanced SPN
suppress this artifact thereby leading to improved accuracy.

Fig. 8: Digital watermark present in the reference pattern of
AD100 sensor. (The logarithmic transformation has been used
here for better visualization).
V. C ONCLUSION AND F UTURE W ORK
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Fig. 7: Comparison of overall accuracy of different PRNU
extraction schemes using CMC and ROC curves.

This work investigated the use of PRNU estimation schemes
for determining sensor information from NIR iris images.
Experiments involving 12 sensors and 4 PRNU estimation
schemes showed that device identification can be successfully
performed on a majority of the sensors. Modification of the
image histograms using box-cox transformation resulted in
improved accuracy on some of the sensors but negatively
impacted the accuracy of other sensors. Experimental results
revealed that Basic SPN and Enhanced SPN performed favorably across most of the sensors and outperformed MLE
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TABLE III: Rank-1 Confusion Matrix for Basic SPN / MLE SPN based PRNU extraction scheme.

XXX

XXPredicted
Aop
Int
OKI
IK
XX
XXX
Actual
Aop
492/492
0/0
0/0
0/0
Int
7/5
262/210 6/16
21/16
OKI
0/0
0/10
763/727
0/8
IK
0/0
0/0
1/0
1928/1940
IC
0/0
0/0
0/0
0/0
JPC
0/0
0/0
0/0
0/0
LG i40
6/42
40/176
17/48
3/49
AD
13/30
33/108
30/24
12/42
LG22
0/0
0/0
0/0
0/0
Mon
0/0
0/0
0/0
0/0

IC

JPC

0/0
0/0
13/15
8/39
0/6
0/8
0/0
0/0
100/100
0/0
0/0
1690/1690
4/53
60/174
11/44
60/153
0/0
0/0
0/0
0/0

LG i40

AD

LG22

Mon

0/0
0/0
0/0
0/0
12/8
1/10
3/9
7/12
0/2
0/0
0/2
0/0
0/0
11/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0
878/365 6/44
14/43
11/45
8/70
642/301 12/32
14/31
0/0
2/0
527/540 11/0
0/0
8/0
0/0
352/360

TABLE IV: Rank-1 Confusion Matrix for Enhanced SPN / Phase SPN based PRNU extraction scheme.
XX
XXXPredicted
Aop
Int
OKI
IK
XXX
Actual
XX
Aop
487/492
0/0
0/0
0/0
Int
7/2
259/224 4/11
27/20
OKI
0/0
0/9
763/743
0/1
IK
0/0
0/0
0/0
1934/1940
IC
0/0
0/0
0/0
0/0
JPC
0/0
0/0
1/0
0/0
LG i40
2/6
9/83
11/11
1/14
AD
3/14
2/104
2/19
1/17
LG22
0/0
0/0
0/0
0/0
Mon
0/0
0/0
0/0
0/0

SPN and Phase SPN by a significant margin. Enhanced SPN
performed better than Basic SPN.
Future work would involve modifying existing PRNU techniques to account for NIR-specific pixel properties. Further, it
may be necessary to apply a different enhancement model on
the noise residuals to suppress image-specific charactersitics
due to the iris texture. It may also be necessary to isolate
dataset-specific properties from sensor-specific artifacts in
order to improve the PRNU estimation process [20]. Finally,
in most iris images, the central portion contains the darkcolored pupil and is, therefore, likely to be devoid of any
PRNU information [10]. Discarding the central portion of the
image may be necessary for improving accuracy.
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