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Abstract—In this paper, we propose a practical anti-iamming knowledge of jamming signals. Therefore, the existing MIMO
solution for wireless MIMO networks to enable their legitimate pased anti-jamming solutions are not amenable to practical

communications in the presence ofmultiple high-power and PR ; "
Il . implementation in real-world wireless systems, especill
broadband radio jamming attacks, and evaluate the proposed P o . y pec
multi-jammer environments.

solution using real-world implementations in a WiFi network. " . o ) .
We first develop a blind jamming mitigation (BJM) algorithm, In this paper, we propose a practical anti-jamming solution
which can cancel jamming signals frommultiple unknown radio  to salvage legitimate communications in wireless networks
jammers and, at the same time, equalize channel to recover éh with multiple high-power and broadband radio jammers by
signals from the legitimate sender. Unlike the existing jarming leveraging the recent advances in MIMO techniques at the
mitigation algorithms, the BJM algorithm does not need any . .
channel information for jamming mitigation and signal recovery. PHY layer, a_nd_ evaluate the proposed 50'9“0” Or_] a wireless
Based on the BJM a|gorithm’ we deve|op a jamming_resistant testbed ConS|St|ng of USRP2 and GNURadio. We first deVelOp
receiver (termed JrRx) and a holistic anti-jamming scheme a blind jamming mitigation (BJM) algorithm, which can cahce
to salvage legitimate communications in the face of jamming the jamming signals from unknown jammers and recover the
attacks. We have built a prototype of JiRx and evaluated its gggjraq signals from the legitimate sender. Unlike thetiexjs

performance in a WiFi network. Experimental results show that, . . s . L
as long as JrRx has more antennas than the jammers, it can jamming mitigation algorithms that rely on the availalyilaf

successfully decode the signals from the sender, even if thedccurate jamming channel ratio (see, e.g., [11], [12],)[13]
jamming signals are 20 dB stronger than the signals of interest. the BJM algorithm does not need any channel information for

jamming mitigation and signal recovery.

Based on the BJM algorithm, we develop a jamming-

As an important topic of network security, radio jammingesistant receiver (termed JrRx) to decode data packets fro
attacks in wireless networks have received a large amountlegitimate sender in the presence of interfering signals
of research efforts in the past decades and have produé®an multiple unknown jammers. JrRx has two key modules:
many insightful results regarding the attack destructasn jamming-resilient synchronization and BJM. The core ofteac
and defense mechanisms (see, e.g., [1], [2]). Traditiont a module is a linear spatial filter. JrRx has a low complexity
jamming approaches include frequency hopping spread spéitear operations without iterative decoding) and therefis
trum (FHSS) (see, e.g., [1], [3], [4], [5], [6], [7]) and dee suited for practical use. Based on JrRx, we design a holistic
sequence spread spectrum (DSSS) (see, e.g., [8], [9],. [1@ti-jamming scheme to enable legitimate communicatians i
However, these two approaches are not capable of tacklMbFi networks when attacked by multiple jammers.
powerful broadband jamming attacks and also result in anWe have built a prototype of JrRx using GNURadio-USRP2
inefficient spectrum utilization. and evaluated its performance in a WiFi network with mugtipl

With the proliferation of wireless devices with multiplejammers. Unlike prior works that use packet delivery rate
antennas, multiple-input and multiple-output (MIMO) hagss the performance metric (e.g., [11], [12], [13]), we use
been adopted by the mainstream anti-jamming solutions ttee post signal-to-jamming-plus-noise ratio (pSIJNR) o th
salvage legitimate communications in jamming environmmendecoded signal symbols to evaluate the performance of JrRx.
through spatial jamming mitigation at the authorized userSince pSIJNR determines the raw bit error rate (raw BER,
For example, [11] developed interference cancellationtsmi  BER without channel code), it is more accurate to qualify the
to enable WiFi communications in the presence of jammijgmming mitigation capability of our solution. Experimaht
signals from home devices such as microwave oven arebults show that (i) JrRx is robust to various jamming signa
baby monitor. [12] developed a counter-jamming solutiofe.g., full-spectrum jamming, half-spectrum jamming,géin
by combining mechanical antenna reconfiguration and digitaequency jamming, and rectangular-waveform jamminggt an
signal processing. [13] proposed an anti-jamming mechanigii) as long as JrRx has more antennas than the jammers, it
to defend against reactive jammer attacks in WiFi commuaan successfully decode the signals from the sender, even in
nications. However, the existing MIMO-based anti-jamminthe scenarios where the jamming signals 20edB stronger
solutions highly hinge upon the availability of accuratenja than the desired signals.
ming channel information (e.g., channel ratio), which ischa Our anti-jamming solution advances the state-of-the+art i
to estimate in real-world wireless systems due to the lack thfe following aspects: (i) Unlike the prior solutions thatuire

I. INTRODUCTION
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Fig. 1: Jamming attacks in WiFi networks. N . : o
domly emitting jamming signals), or reactive jammer
(intermittently emitting jamming signals).

jamming channel ratio, our solution does not requangy In addition to the above assumptions for the jamming
channel informationmaking it suitable for practical use. (i) attacks, we also make the following assumptions for the WiFi
Our solution can be used in both jamming and non-jammirtgvices. We assume that the number of antennas at each
scenarios, thereby eliminating the requirement of jammiﬁyiFi device is greater than the total number of antennas at
detection. (i) Our solution is @olistic solution, which in- all jamming devices. Note that, nowadays, multiple antenna
cludes not only jamming mitigation but also jamming-resiti  are widely available at WiFi devices on the market. For
synchronization and carrier sensing components. (iv) Ogxample, Linksys AC5400 WiFi router has eight antennas.
solution can tacklenultiple high-power broadband jamming Commercial off-the-shelf network interface card (NIC) s

attacks in real-world systems. To the best of our knowledg@tel WiFi chip 6300 and Qualcomm WiFi chip AR9590 have
this is the first practical anti-jamming solution that caokia three antennas. Considering the advances of MIMO technique

multiple high-power broadband jamming attackers. in semiconductor industry and the emergence of “massive
MIMQ”, we believe this is a mild assumption in wireless
1. JAMMING ATTACK MODEL networks.

We consider a WiFi network as shown in Fig. 1, whictiRoadmap of Our Solution Development.We first present a
has a WiFi access point (AP) and a group of WiFi userBJM algorithm and then develop a jamming-resistant receive
The data transmission uses OFDM modulation at the PHYrRx). After that, we show that JrRx can enable legitimate
layer, which is the case in most of WiFi networks (e.ggommunicationsin the presence of multiple jammers as shown
802.11 a/g/n/ac/ad/ax/ay). Each WiFi device is equippdt win Fig. 1. Finally, we prototype the JrRx using GNURadio-
multiple antennas. Carrier sense multiple access (CSMA) UERP2 and evaluate its performance using experimental re-
its variation is used as the MAC protocol to control the medisults.
access among the users.

In the network, there exists one or more radio jamming
devices. The jammers intentionally emit radio jamming aign

into the air with the aim of disrupting the |eg|t|mate commu- Consider a S|mp||f|ed jamming model as shown in F|g 2.1t
nications in the WiFi network. In our study, we make th@onsists ofl single-antenna sender, odé-antenna receiver,
following assumptions on the jamming attacks. and K single-antenna jammers. We denote this network as
« The WIiFi devices have no knowledge of the jammingV/(1, K, M). In this network, we assume the number of
devices and jamming signals, including the number @intennas on the receiver is greater than the total number of
jamming devices, the bandwidth and power of jammingntennas on the jammers, i.84 > K. In what follows, we
signals, and the waveform of jamming signals. first develop a BJM algorithm in a narrow-band network and
« The bandwidth of jamming signals can be larger thathen apply it to an OFDM-based broadband network.
equal to, or less than the bandwidth of legitimate signals.
The_ spectrum of _jamming signals can _gither fL_JIIy Oh BJM in Narrow-Band Network
partially overlap with the spectrum of legitimate signals.
» The jamming signals can be any waveform (e.g., OFDM DenoteH; as the channel coefficient between the sender’s
signals, single-frequency signals, rectangular-waveforantenna and the receivergh antenna. Denoté& ), as the
signals, and noise-like signals). The waveform of janthannel coefficient between tli¢h jammer’s antenna and the

I1l. ABLIND JAMMING MITIGATION ALGORITHM

ming signals may vary over time. receiver’sjth antenna. Denot& as the original signal at the
« The power of jamming signal can be much larger thasender. Denot&. as the jamming signal at thigh jammer. At
the power of legitimate signal (e.@0 dB stronger). the receiver, denoty = [Y1,Ys,---, Y7 as the received

» Each jamming emitter can be a constant jammer (cosignal vector, withY; being the signal from itgth antenna;
stantly emitting jamming signals), random jammer (rardenoteW = [Wy, W, .-, Wy]T as the noise vector, with



W; being the noise from itgth antenna. Then, we have _
% 3007 —=—SNR=0dB
K 2 S —e—SNR=10dB
. 1S ——SNR=20dB|' "~
Y, =H X+ GuZe+W;, 1<j<M. (1) £% ——SNR=304B
k=1 $20
At the receiver, we employ a linear spatial filter to decode % 15
the signal from its sender in the face of jamming signalseiier D 10 '“*\\
the linear spatial filter refers to a set of complex weights th % 5 .
are used to combine the signal streams from different aatenn g
at the receiver. Denot® as the linear spatial filter (& x 3 °
1 complex vector) andX as the decoded (estimated) signal. I e A T
Then we have ) JSR (dB)
=PHY (2)
’ (a) Performance of BJM algorithm iv'(1, 1, 2).
where () operator represents the conjugate transpose. il ——
Based on the above definition, the mean squared error 9 30 &\.\ TR
(MSE) can be written as: £ 55 T L SNR-20a8TT
R =) RN —v—SNR=30dB
MSE=E[|X-X|?] =E[ P Y-X )| =PPE[YY"]P S20 .
(0]
+EXX"]-EPPYXT]-E[XY"P], (3) =15 .
m
whereE(-) represents the statistical expectation operator. 3 10 TS
This equation is actually a quadratic function Bf To z B
minimize MSE, we can take the gradient with respecPto ﬁ 0 \1_“___
The optimal filterP can be obtained by setting the gradient 5
to zero, which we show as follows: -60 40 -20 JOSR (deB) 40 60 80 100
OMSE
—p 2E[YYH]P - 2E[YX"]. 4) (b) Performance of BJM algorithm iV (1,2, 3).
By setting 2MSE aMSE to zero, we can obtain the optimal filter™19- 3: Performanc_e of BJM algon.thm in two networks. JSR
by represents thiamming-to-signal raticdbefore BJM and SINR
p— E[YYH] TIE[YXH} ®) represents thsignal-to-jamming-plus-noise ratio after BJM

where (-)T operator represents pseudo-inverse.

Eq. (5) is the optimal design dP. To estimateE[YY 7] We now summarize the BJM algorithm as follows:
andE[YX"] in (5), we exploit the pilot signals (preamble Algorithm 1 (BJM): The BJM algorithm consists of two
or reference symbols) that are widely available in wirelesgeps: (i) the receiver computes complex vedousing (8);
communication systems. Denofe as the number of pilot and (ii) the receiver employs the resulting complex ved&or
signals in the system. Denof&((1), X(2), ---, X(L)] as to decode the desired signals using (2).
the pilot signals at the sender. Dendf¥(1), Y(2), ---, It is worth pointing out that the spatial filteP has two
Y (L)] as the received pilot signals at the receiver, which al$onctionalities:jamming mitigationand channel equalization
includes jamming signals. Then, we can approach the #tatisthat is, the filterP not only mitigates the jamming signals,
expectation using the average operation over a set of pilmtt it also equalizes the channel to recover the desiredakign
signals. Specifically, we estimal{YY*] andE[YX*] as from the sender.

follows: Performance of BJM Algorithm. Filter P in (8) is the core of
H L the BJM algorithm. As we can see from (8), the BJM algorithm
E YY = Z 6) requires no knowledge of the jamming signals and devices.
Specifically, it does not need to know the jamming channel
L

informationG ;;; it does not need to know the jamming signals
(7 Z; and it does not need to know the signal channel informa-

tion H;. It only needs to know the pilot signals at the sender
where := operator represents value estimation. It should B& (1), X(2), ---, X(L)]. Due to these special properties, the
noted thafY (/) includes both the pilot signals from the sendeBJM algorithm is particularly suited for jamming mitigatio
and the jamming signals from the jammers. Based on (6) aimda blind manner.

><z

E[YXH]:= Z

h |

(7), the filterP can be written as From the derivation oP, we can see that the BJM algorithm
I I guarantees to yield the minimum MSE between the estimated
P .- [ZY(Z)Y(Z)HT{Z?(Z)X(Z)H] (8) and original signals. Suppose that the sender has sufficient

pilot signals. Then we have the following lemmas regarding



the performance of the BJM algorithm. Tx El _— E, Rx

Lemma 1: In noise-negligible scenarios, the BJM algorithm |
can: (i) completely cancel jamming signals; and (ii) petfgc /%[/
recover the desired signal.

Proof. Consider the network in Fig. 2. Denolé as the PR R 5 O <
compound channel matrix between the transmitters and the Jammer 1 Jammer 2 Jammer K
receiver, which is a\/ x (1 + K) complex matrix. The first
column ofH is the channel vector between the sender and the
receiver and thék + 1)th column ofH is the channel vector

between thekth jammer and the receiver (fdr< k£ < K). Y_, -
DenoteX as the compound transmit signals at all transmittenE front

Fig. 4: A jamming model in a MIMO network.

Y(n) Sync module Y(Lk X(l,k)
. Frame splitter & :| FFT |3 BIM _ | Decoded

(sender and jammers), Ie}{ _ [X, Zl, ZQ, o ,ZK]T. end ""'l offset correction - signal
Then, the received signal vector at the receiver can beenritt [JA filterg_|»[Conventional sync alg) P(0)

asY = HX + W W HX, where (a) follows from our t

assumption that the noise is negligible. Fig. 5: Architecture of JrRx.

When the sender has enough pilot signals, (8) is equivalent

to (5). Based on (5), we have

where each sender/jammer has a single antenna. Now the
P = E[YYHTE[YXH} - [HRXHH]T[HDX}’ ©) question is if the BJM algorithm can be used in a MIMO
whereRx is X’s autocorrelation matrix anB) x = [0%, 0, 0 network where the sender and jammer have multiple antennas
-+, 0] with o% being X's variance. as shown in Fig. 4. The answer is yes and we elaborate it
Based on (2) and (9), we have as follows. Consider the case where the sender has multiple
N H H 1t H antennas. It can use its multiple antennas for spatial sityer

X=P"Y=P"HX = ([HRxH ] [HDX]) HX and send one data stream to the receiver. This diversity mode
I mt H is supported by all WiFi standards. In this mode, a sender
= (H [HRxH"| [HDXD X=[10--0X=X with multiple antennas can be viewed as a sender with one

Recall thatX are the estimated signal at the receiver ahés combined antenna according to the MIMO theory [14, Ch. 7].
Therefore, the BJM algorithm can be used in the network

the original signal at the sender. The above equation itelca

that the jamming signals can be completely cancelled and mgere the sendgr has multiple ar.“e”hm’ now consider the
desired signal can be perfectly recovered. case where the jammer has multiple antennas. In the corftext o

Lemma 1 shows the superior performance of the BJI(Hind jammin_g mitigation, a_jammer WitIN_antennas can be
algorithm in noise-negligible scenarios. In the scenanbere tLeated ag\lf |nqlipendentbsmgIe;jarjtenhna Jammekrs. 'rl;hereforeh,
the noise is not negligible, it is hard to analytically gbali the BJM algorithm can be used in the network where eac

the performance of the BJM algorithm. Hence, we resd@Mmer has multiplelz antennaﬁ. ber of o
to simulation. Fig. 3 shows the performance of the BIJM _Tc_) sum up, as fong as the number of antennas at the
algorithm in two networks\(1, 1,2) and A'(1, 2, 3). In the WIF! device is greater_ than the total number of antenngs at
figures, ther-axis is the jamming-to-signal ratio (JSR) beforéhe Jammers,_the receiver can succes_sfully decpde t_hels'gna
BJM and they-axis is the signal-to-amming-plus-noise ratid’rom t_he multl-antepna serjder. We will show this point using
(SINR) after BJM. We can see that, in all noise scenarios (SIgRPETIment results in Section VL.

0 dB, 10 dB, 20 dB, or 30 dB), when the JSR increases froﬁ{oadband Communications.In a broadband MIMO-OFDM

60 dB to 100 dB, the SINR degradation is less tHadB in network as shown in Fig. 4, in order to support high-rate
N(1,1,2) and less thaff dB in A’(1, 2, 3). This indicates that data transmission, the broadband channel is divided intoyma
the BIM algorithm is very effective in jamming mitigation innarrow-band channels using OFDM modulation. Each OFDM

low-, mid-, and high-SNR scenarios. sub(?arrier_ correspond_s to a narrow-band channel. To handle
Complexity of BJM Algorithm. From Alg. 1 we can see the jamming at?acks in a broadband network, we appl_y the
that the BJM algorithm involves matrix multiplication an M _a_lgorlthm In Alg. 1 to each of '_[he_ QFDM subca_rrlers.
pseudo-inverse manipulations. All these manipulations apPecifically, for the signals on each individual subcarnies
linear operations. The dimension of the matrix is the numbgf€ (8) to compute its BIM filter and then use (2) to decode
of antennas at the receiver, which is typically small (I¢gnt 1t desired signal at the receiver.

or equal to eight in 802.11ac). Hence, the complexity of this IV. JIRx: A JAMMING -RESISTANT RECEIVER
algorithm is very low and acceptable in real-world wireless

systems.
B. BJM in OFDM-MIMO broadband Network
INote that, even if the sender uses its multiple antennaspiatias multi-

Multiple Antennas at Trans_mittgr_s. T_he B‘?M algorithm W?-S plexing and sends multiple data streams to the receiverBii algorithm
developed based on the simplified jamming model in Fig. 2an still work as long as the receiver has enough antennas.

In this section, we design a jamming-resistant receiver
(JrRx) that decodes its desired signals in the presence of



Signal from jammer 1 _ Algorithmus 2 Design of JA filterg for synchronization.

Signal from jammer [ 1: if A frame was found in a given amount of tintleen

i ! ! ! 2: DenoteP (k) as subcarriek’s BJM filter in that frame;
Signal from sender {L J, | U, \_l/\'l/' | !lle U, J, 3: g:P(O),
U@ PO) UG PO) PO) Ui UG PO) 4 else
Fig. 6: Jamming signals and WiFi signal patterns. 5: Compute the left unitary matriXJ using (10);
6: for ¢ from 1 to M do
jamming signals. Fig. 5 shows JrRx’s architecture, which,. Compute the maximum correlation value of signal
includes a RF front-end module, a sync module, a FFT mod- streamU (i)2y(n), which we denote as; ;

ule, and a BJM module. Compared to a conventional multig. end for

antenna receiver, JrRx does not need any hardware changg; ;= argmaxi<i<p{c;};
it only needs baseband signal processing algorithm upgradg. g = U(in); T

As shown in Fig. 5, JrRx has two new components: the syng. end if

module and the BJM module. In what follows, we first present
the design of JrRx, with emphasis on these two modules, and
then discuss the applications of JrRx.

although the channels are not frequency-flat, the frequency
A. Synchronization responses of neighboring OFDM subcarriers are highly cor-
gelated. Therefore, filteP?(0) can significantly alleviate the
jamming signals in the time domain at the receiver.

se Il: Using Left-Singular Vector as JA Filter. Again,
t?I,‘gerring to Fig. 6, if a frame was not found in a given amount
étime, then we use a left-singular vector of the signals as

JA filter to alleviate the jamming signals. Specificallyg

The sync module in a receiver has two functionalitie
timing synchronization and frequency synchronizatioming
synchronization is to search for the start of each frame
exploiting auto or cross correlation of the signal stream
the time domain. Frequency synchronization is to estima

and correct the frequency offset between the sender and . S
conduct the singular value decomposition (SVD) as follows:

receiver.

Synchronization is a main challenge in JrRx, as it must N,
be done in the presence of jamming signals. As shown in U X V]= Svd(Zy(n)y(n)H), (20)
Fig. 5, our synchronization approach consists of threesstep n=1

(i) design a spatial jamming-alleviation (JA) filter, deedtas \yherey(n) is the time-domain signal vector at the receiver
g, to alleviate the jamming signals for the time-domain sign@See Fig. 5),Ns is the number of signal samplel] is the
streams; (ii) employ conventional methods (e.g., [15].])16jeft complex unitary matrix {7 x M). DenoteU(:) as the

to estimate the time and frequency offset over the jamming, column of matrixU, which is also know as théh left-
alleviated signal stream; and (iii) split the signal streamto  singylar vector. For each of thef left-singular vectors iflJ,
individual frames and compensate for their frequency @ffS§ye measure the auto/cross correlation of the resultingasign
In this approach, JA filteg, which is ai x 1 complex vector, U(i)Hy(t) for 1 < i < M, and choose the one that results in
is the key component. This filter combines the signal streagps largest correlation value as the JA filter

from different JrRx’s antennas with the aim of alleviating gqr this JA filter, we have the following lemma:

jamming signals by exploiting the spatial degrees of freedo | mma 3: If the channels between sender/jammer and re-
provided by the multiple antennas. In what follows, we préseceaiver are frequency-flat and the noise is negligible, then

our defsign of the JA filter in two cases. _ _ there is at least one column &f that can completely cancel
Case I: Use BJM Filter as JA Filter. Referring to Fig. 6, if a jamming signals.

frame was previously found in a given amount of tiF:rwe US€ " The argument and interpretation of Lemma 3 are similar to
the BJM filter as the JA filter to alleviate the jamming signal§y,ose of Lemma 2. We therefore omit it.

Specifically, we design the JA filter by letting = P(0), symmary of JA Filter Design. Alg. 2 summarizes our
whereP(0) is subcarrief’s BIM filter in the previous frame. algorithm of the JA filter design, where lines 2—3 correspand
Note that subcarried is the central subcarrier in their OFDM~24a | and lines 5-10 correspond to Case II. The worst-case

spectrum. Regardlng the performance of this filter, we ha\é%mputational complexity of this synchronization algjonit
the following lemma: is M times that of conventional synchronization algorithm.

Lemma 2: If the channels between senderjammer and {g- o5 .world systems, Case | is dominant and, therefore,
ceiver are frequency-flat and the noise is negligible, than Jhe complexity of sync module is similar to that of the
filter g = P(0) can completely cancel jamming signals. conventional sync algorithm.

The argument of this lemma is straightforward based on
Lemma 1 and therefore we omit it. Lemma 2 shows th®. Jamming Mitigation and Channel Equalization

efficacy of our JA filter design in an ideal scenario. In pregti As shown in Fig. 5, once a radio frame has been found and

2The amount of time varies depending upon channel coheneet gind it the freqqency offset has been Cor_reCted' the S'gnal St_reams
can be empirically set. are fed into the FFT module, which converts each signal
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Fig. 8: Experimental setup and test scenario.
Fig. 7: A WiFi frame structure. The legacy short trainingdiel

(L-STF) has two OFDM symbols and the legacy long training

field (L-LTF) has two identical OFDM symbols, which arepperations constitute an anti-lamming scheme that enables
used for synchronization and channel estimation. jamming-resistant communications in a network environtmen
Jamming Mitigation at WiFi Receiver. Although the WiFi
stream from the time domain to the frequency domain. Foetwork has many devices (AP and users), only one of
each subcarrier of the resulting frequency-domain sigweds them is actively transmitting signals at one moment due to
employ the BJM algorithm to mitigate jamming signals anthe media access control. Hence, the communication in the
equalize the channel distortion. Specifically, for subieart, WiFi network under jamming attacks can be modeled as the
we use (8) to compute its BIM filteP (k) and use (2) to jamming problem in Fig. 4. Recall that we assumed that each
decode its desired signag[(k)_ WiFi device has more antennas than the jammers. Based on
As shown in (8), the design of the BJM filter needs pilothe results in Section IV, we know that JrRx can successfully
signals. The more pilot signals are available, the better tHecode the signals from the sender in the presence of jamming
BJM filter performs. Now the question is: for each subcayriegignals.
which pilot signals in the preamble field can be used for isarrier Sensing at WiFi Transmitter. In a WiFi network,
BJM filter design? For this question, as illustrated in Fig. ©SMA mechanism is used for media access control. Specif-
for the design of subcarrige’s BJM filter, we use the pilot ically, if a device wants to transmit, it first conducts carri
signals not only on that subcarrier but also on its neiglmgpri sense to assess whether the channel is idle. If the channel
subcarriers. This is because the channels on the neiglgboifidle, the device will defer and wait for a random amount
subcarriers are highly correlated in real-world networks. ~ of time; otherwise, the device will use the channel for data
DenoteP;, as the set of pilot signals that are used for subcdfansmission.
rier k's BIM filter design. Based on WiFi’s frame structure in Now the question is how a WiFi device conducts carrier
Fig. 7, we haveP, = {(I,k) : 1 <1< 4;k—2 <K < k+2}, sense in the presence of jamming signals. Considering the
where1l < | < 4 means the pilot OFDM symbols in L- robustness of auto/cross correlation of WiFi preamble & th
STF and L-LTF fields, and — 2 < k¥’ < k + 2 means the presence of jamming [15], we employ the preamble detection
neighboring two subcarriefsThen, based on (8), subcarriemmethod for carrier sense at each WiFi device. Specifically,
k's BJM filter P(k) can be written as: each WiFi device acts as a receiver before transmitting, and
; uses the information from the synchronization algorithm in
P(k) :[ S Y E)Y(, k’)H} [ZY(Z, k’)X(l,k’)H}, Section IV-A to assess whether there is a WiFi signal in the
(Lk")EPs (k") EPs channel. If a WiFi frame was found by the time synchroniza-

. . tion algorithm in a given amount of time, then the channel
where X (I, k"), (I,k") € Py, represents the pilot signals at ! - oo .
the sender and’ (1, k'), (I, k') € Py, represents the received® considered busy and the WiFi device defers and waits for

sianal vector at the receiver. which includes both pilotsi a random amount of time before its next attempt. Otherwise,
gne . . ' P 9 the channel is considered idle and the WiFi device uses it for
and jamming signals.

After computing the BJM filtelP(k), we use (2) to decode data transmission.

the desired signals on each subcarrier of all the OFDM VI. | MPLEMENTATION
symbols in the frame. We have built a prototype of JrRx using USRP N210
V. AN ANTI-JAMMING SCHEME devices [17], OctoClock-G CDA-2990 [17], Gigabit-Switch,

and GNURadio software package [18], as shown in Fig. 8a.
o . - . e have also built a prototype of one sender using one
munications in a WIF MIMQ n(_atwork with one or muIt|pI_e SRP N210 device and GNURadio. The sender and JrRx
jamming emitters as shown in F|g._1. In \_/vhat follows, we flrsun a simplified PHY layer of 802.11n in legacy mode, using
present the_ operations at_the WiFi receivers and _then pres 1L frame structure in Fig. 7. Each OFDM symbol Has
the operations at the WiFi transmitters. Collectively, sthe subcarriers, with52 of them being used for payloads. QPSK
3The number of neighboring subcarriers should be determimmh the Modulation is used for data transmission. Due to the harelwar
channel correlation in the network, which can be empirjcatt. limitations, each USRP N210 at the sender and JrRx is
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configured to span & MHz channel by setting the decimation 5s..

rate t020. The carrier frequency is configured 20t GHz. o T e o me o e
We have built a prototype of three jammers using three _

USRP N210 devices and GNURadio. The waveform, spec-gg) 10dBm, no JAF. (e) 10dBm, JAFU(Z)'(f?UlodBm’ JAFP(0).

trum, and power of each jammer’s radio signal can be configé

ured as needed. The sender and the three jammers are shog/if

in Fig. 8b. ©o2
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VIl. PERFORMANCEEVALUATION
A. Experimental Setup

We evaluate the performance of JrRx in three cases as sh
in Fig. 9. In each case, the sender and jammers are place
location A and the receiver (JrRx) is placed at location B ity
Fig. 8c. Fig. 8b shows the physical placement of the sender
and the jammers at location B. We place the jammers closelyo]
to the sender because this setting leads to one of the most)
destructive jamming attacks. '

The sender’s transmit power is fixed ©odBm and each oo
jammer’s power can be adjusted frandBm to 20 dBm. The
spectrum of jamming signals fully covers that of the legétm
signals, unless stated otherwise.

) in the sync algorithm when the jammer’s transmit power
dBm, 10 dBm, and 20 dBm.
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B. Performance Metric

We use the post signal-to-jamming-plus-noise ratio (0SINR, ]
as the performance metric to assess the performance of JrRx.
Mathematically,pSINR = 10log;o(E(| X [2)/E(|X — X[?)),  °
where X is the original signal at the sender add is the ]
estimated signal at JrRx. Once we have measured the pSINR
at JrRx, the Raw-BER (BER without channel code) of QPSK"’]
data transmission can be inferred by Raw-BERQ(,/7) — 10|
Q*(v/7), whereQ(-) is Q-function andy is the linear value v 5 o .
of pSINR (i.e.y = 10pS‘]NR10) [19, Ch. 4]. In real-world (c) Jammer’s power: 10dBm  (d) Jammer's power: 20dBm
wireless systems (e.g., WiFi and LTE), Raw-BER 2, which
corresponds to pSINR2 dB according to the above formula,
is sufficient for the receiver to successfully decode thaaig
Therefore, pSINR.2 dB will be used as the pSINR threshold
of successful data reception at JrRx.

0.5

°
pSJINR=13.9 dB; RawBER=73E-7 - 0.04
°

-0.5

Fig. 11: Constellation diagram of the decoded symbols at JrR
when the jammer uses different transmit powers.

evaluate their impacts on the cross-correlation of theivede

C. A Case Study signals, respectively. In our experiments, the crossetation

As a case study, we explore the performance of JrRx in tresults are obtained by correlating WiFi's L-LTF signal fwit
network as shown in Fig. 9a, where the sender and jamn@etocal L-LTF signal.
have one antenna and JrRx has two antennas. The senderSg. 10 presents the impacts of the two JAFs on the cross-
transmit power is fixed t® dBm and the jammer’s transmitcorrelation results of the received signals at JrRx, whare (
power is set tof0, 10, 20} dBm, respectively. c) presents the cross-correlation results when the jansmer
Performance of Sync Algorithm. We first evaluate the per- transmit power i9) dBm, (d—f) presents the cross-correlation
formance of our proposed sync algorithm in JrRx. Recall thegsults when the jammer’s transmit power 18 dBm, and
the core of our sync algorithm is two jamming-alleviatiorfg—i) presents the cross-correlation results when the jarism
filters (JAF): BIM filterP(0) and left-singular vecto®J(i). We  transmit power i20 dBm. Let's first look at the first row of
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Fig. 12: Impact of jamming signal waveforms on the perfoiFig. 13: Impact of Jamming power on the performance of JrRx
mance of JrRx. when the network has one jammer.

Fig. 10 (i.e., when the jammer’s transmit power0isiBm). We can see that the pSINR at JrRx is greater hawB and
Comparing (a) and (b) we can see that using left-singuldrus JrRx can successfully decode the desired signal uhéer t
vectorU(¢) as JAF can significantly improve the performanctur jamming attacks.

of the sync algorithm. Comparing (a) and (c) we can seeFrom the figure we have another observation. That is,
that using BJM filterP(0) as JAF can significantly improve the single-frequency jamming attack is the most destrectiv
the performance of the sync algorithm as well. The sanome among the four jamming attacks. We analyzed the raw
phenomenon can be observed in the second and third rexperimental data and found that the destructiveness glesin

of Fig. 10 (i.e., when the jammer’s transmit power 18 frequency jamming attack is attributed to its adverse ¢&fbec
and 20 dBm). Based on the above observations, we conclutte frequency synchronization (i.e., estimating the feeony
that the proposed sync algorithm is competent to achievioffset at JrRx). When the jamming signal is a strong cosine
synchronization in the presence of jamming attacks. waveform, JrRx has difficulty to accurately estimate the fre
Performance of BJM Algorithm. We now evaluate the quency offset and, as a result, the pSINR degrades acclyrding
performance of the BJM algorithm in JrRx. Fig. 11 presents _

the constellation diagram of the decoded symbols at JrRx. !mpact of Jamming Power

Fig. 11a presents the constellation diagram when there is ndVe now study the performance of JrRx under different
jamming attack. In this case, the pSINR1s3 dB, which jamming powers in the three cases as shown in Fig. 9.
corresponds to Raw-BER 5.8E-9. Fig. 11b presents the cémre-Jammer CaseFig. 13 presents the experimental results
stellation diagram when jammer’s transmit poweisiBm. that were measured in the network with one jammer (see
In this case, the pSINR 4.5 dB, which corresponds to Fig. 9a). In this figure, “-Inf” onz-axis means that the network
Raw-BER 1.1E-7. Fig. 11c presents the constellation dragrdhas no jamming signal. From the experimental results we can
when jammer’s transmit power i) dBm. In this case, the see that, when JrRx has two or more antennas, it successfully
pSINR is13.9 dB, which corresponds to Raw-BER 7.3E-7decodes the desired signal from the sender (i.e., pSINR

Fig. 11d presents the constellation diagram when jamme#B). When we increase the jamming power from -Inf to 20
transmit power i20 dBm. In this case, the pSINR18.7 dB, dBm, the pSINR degradation at JrRx is less thaitB. This
which corresponds to Raw-BER 1.6E-5. Comparing Fig. 11adicates the robustness of the BJM algorithm in JrRx.

to Fig. 11a we can see that the pSINR degradation is |g¥#0-Jammer Case.Fig. 14 presents the experimental results
than3 dB when the jamming signal 20 dB stronger than the that were measured in the network with two jammers (see
desired signal. This indicates the robustness of the peapo$ig. 9b). Since there are two jammers in the network, the

BJM algorithm. total jamming power is the sum of the signal power from the
) two jammers. We can see that, when JrRx has three or more
D. Impact of Jamming Waveforms antennas, it successfully decodes the desired signal fnem t

We study the destructiveness of different jamming waveender (i.e., pSINR 8.2 dB), even if the jamming signal is
forms in the network as shown in Fig. 9a. In this experimer) dB stronger than the desired signal.
we consider four jamming attacks: (i) full-spectrum jamgjin Three-Jammer Case.Fig. 15 presents the experimental re-
(ii) half-spectrum jamming, (iii) single-frequency jammg sults that were measured in the network with three jammers
(i.e., cosine jamming signal), (iv) rectangular-wavefgam- (see Fig. 9¢c). We can see that, when JrRx has four antennas, it
ming (i.e., sinc-shaped jamming spectrum). Fig. 12 prasemsuccessfully decodes the desired signal from the sendagery (i.
the performance of JrRx under these four jamming attackgSJINR > 8.2 dB), even if the jamming signal from each
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Fig. 14: Impact of Jamming power on the performance of JrR>[<1]

when the network has two jammers.
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ming, single-frequency jamming, and rectangular-wavefor
jamming); and (ii) as long as JrRx has more antennas than
the jammers, it can successfully decode the signals from the
sender, even in the scenarios where the jamming signals are
20 dB stronger than the desired signals.
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stronger than the desired signals.

VIIl. CONCLUSIONS
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attackers in wireless MIMO networks. The core of our solutio
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sync algorithm and a BJM algorithm. The BJM algorithm can

mitigate jamming signals without the need of any channel
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