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Abstract.  Connectors and connector wrappers explicitly specify the
proto col of interaction among components and a ord the reusable appli-
cation of extra-functional behaviors, such as reliabilit y policies. Ideally,
thesespeci cations can be usedfor more than just modeling and analysis.
We are investigating how to usethem in the design and implementation
of the middleware substrate of a distributed system. This paper reports
our experience elaborating connectors and connector wrappers as in-
stantiations of a feature-oriented middleware framework called Theseus
which supports the design of asynchronous distributed applications. The
results of this casestudy indicate that the relationship between speci -
cation features and implementation-lev el features is not one-to-one and
that some speci cation features have complex, often subtle, manifesta-
tions in Theseus'design. This work reports the lessonslearned designing
these strategies and suggeststechniques for designing middleware frame-
works and composition tools that more explicitly reify and expose the
features speci ed by connectors and connector wrappers.
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1 Intro duction

Increasingly, distributed computing systems are deployed in volatile environ-
mernts in which network connectivity is sporadic and unreliable. In response,a
variety of reliability policies have beendevisedto shield usersfrom the e ects
of this volatilit y. For example, automatic retry detects when a service request
fails and automatically resendsthat requestrather than propagating the excep-
tion to the client program. More sophisticated policies, suc as failover, exploit
redundant seners: When a requestto one sener fails that requestis automati-
cally forwarded to another rather than propagating the exception to the client
program. In ead case,an unreliable serviceis promoted to one that is reliable
without altering the implementation of the unreliable service.Consequetly, suc
policies tend to be incorporated into the middleware layer by wrapping an un-
reliable middleware implementation with code that intercepts service requests
and performs the extra functionality.

To understand how to usewrappersto apply and composereliabilit y policies,
Spitznagel and Garlan [1] developed a technique basedon a formal behavioral
model of architectural connection [2]. These connector wrappers imposepolicies



on an existing connector speci cation by extending and/or restricting its observ-
able behaviors. Moreover, ead connector wrapper hasan implementation coun-
terpart that canbe applied to incorporate the policy into an existing middleware
implemenrtation. Theseimplementation wrappers composewith the exibilit y of
their speci cation counterparts by treating the underlying middleware asa black
box. Unfortunately, the resulting implementations may incur redundanciesand
ine ciencies that are unacceptableon the resource-constraineddevicesthat are
most often exposedto volatile environments.

This paper describes an alternativ e implementation of connector wrappers
as reusablere nements rather than black-box wrappers. Reusablere nements
appeal to an algebraic model of software composition called AHEAD [3] and are
similar to ML functors [4] and mixin layersin C++ [5]. Re nements compose
functionally, just like wrappers; however re nement composition is more ne
grain and thus a ords a tighter integration that enablesthe reuseand extension
of existing abstractions. Designersmay thus customize a basemiddleware with
reliabilit y strategies by applying re nements in a manner analogousto the ap-
plication of connectorwrappers,and the resulting con gurations will not exhibit
the redundancy and ine ciency introduced by implemertation wrappers.

Our results exploit the fact that reliabilit y strategies often employ the same
design abstractions that are usedto implement basic middleware services.For
instance, many middleware systemsusethe asynchionous completion token pat-
tern [6] to demultiplex asyndronousoperation requestsand responses.This pat-
tern is also usedto implemen a strategy for warm failover [7] whereby clients
copy outgoing requeststo a redundant badkup server, which silertly servesead
requestin parallel with the primary. Were such a strategy implemented using
a wrapper, the wrapper would require logic for demultiplexing requestsand re-
sponseswith the backup serner even though such logic exists in the underlying
middleware. Further, some reliability strategies may needto suppressbehav-
iors, such as suppressingthe responsessert by a serwer that is intended to play
the role of a silent backup. Wrappers suppressbehavior by masking the observ-
able e ects rather than forestalling the behavior itself. Using re nements, both
duplication of functionality and masking of behaviors can be avoided.

We believe that implementing reliability strategies as re nements will en-
able system architects to easily construct e cien t middleware solutions subject
to a variety of reliability policies. To validate this claim, we implemented and
applied a set of reliability re nements to Theseus, which is an asyncronous
middleware implementation that we designedusingthe AHEAD model. In prior
work, we described three reliabilit y re nements and showved that these exhibit
the compositional properties astheir speci cation courterparts [8]. We havesince
implemerted other re nements, including one for warm failover that is useful for
comparing our approach with black-box wrappers.In the sequel,we describe the
designof Theseusand how re nements composeto producenew middleware that
incorporates various reliabilit y policies. We then compare our re nement-based
implementation of warm failover to the wrapper-baseddesign of [9].



2 Background

By way of badkground, we rst introduce the use of wrappersto enhancerelia-
bility in distributed systemsand the connector-wrapper formalism, which mod-
els the behavior of these wrappers. Wrappers and connector wrappers exhibit
a useful structural correspondencebetween implementation and speci cation;

however wrappers also incur redundanciesand ine ciencies that are unaccept-
able to resource-constraineddevices.We contend that reliabilit y enhancemets
can be implemented so as to exhibit the same correspondencewith connector
wrappers but without incurring the redundanciesand ine ciencies of wrapper-
basedimplementations. The key is to implement the enhancemets as reusable
re nements under the AHEAD model of composition, which supports the def-
inition of modules whoseimplementation abstractions are left open for further

re nement by other modules under composition. This section concludeswith a
brief introduction to the AHEAD model.

2.1 Reliabilit y-enhancing Wrapp ers

Software architects often wish to augmert communication among the compo-
nens in a distributed systemto incorporate extra functionality, such aslogging,
encryption, and even strategies for enhancingreliability in the face of network
failures. Augmentation is accomplishedby intercepting messageshat crossthe
boundary between client componerts and the communication or middleware
layer. Once intercepted, these messagesare then either dropped, transformed
and then forwarded to their original destination, or routed to another destina-
tion. Interception has proved useful for adding reliabilit y to a variety of system
calls (C.f., [10,11]). The technique is now supported directly in modern middle-
ware systems(C.f., CORBA's portable interceptor interface [12,13]).

This paper is concernedwith reliabilit y enhancemets that are implemented
using wrappers, which serve to both mediate client accesgo a serviceaswell as
augmernt that servicewith extra-functionality, aswith interception. To presene
the original interface, thesewrappers are implemented basedon the proxy pat-
tern [15F. As an example, considerthe addition of logging and data encryption
to messagesert by client componerts to a remote server componert. Suppose
the classMiddlewareStub represerns the type of the client-side stub object, such
as might be generatedfrom an IDL speci cation of the server componert. The
additional functionality is implemerted by a hierarchy of wrapper objects that
conform to the classmodel in Figure 1. Commensuratewith the wrapper pat-
tern, ead classimplements a common interface, which in this exampleis called

L A powerful model of interception is captured by the composition- lters object model,
which allows designersto deploy lIters that intercept and drop, modify, or reroute
messagesamong arbitrary objects in a system [14].

2 Readersfamiliar with GoF design patterns will notice wrapper is a synonym for the
adapter and not the proxy pattern; we use the term wrapper for consistency with
Spitznagel's wrappers, which also implement the proxy pattern[9].



MiddlewareStublf ace, and the two wrappersimplemernt their methods by del-
egation. Software architects typically usewrappersto augmert middleware with

<<interface>>
MiddlewareStublface

f

<<wrapper>> <<wrapper>>
LoggingTransformation EncryptionTransformation MiddlewareStub

Fig. 1. Adding functionalit y using wrappers.

new functionality, to suppressexisting behaviors, or to mask faults.

While easyto implement, wrappers (and interception techniques generally)
su er from two problems. First, componerts of the original system (that being
wrapped) may be \orphaned" when their behaviors are suppressedin favor of
behaviors intro ducedvia interception and wrapping. Such orphans, even though
no longer actively cortributing to the behavior of the system, remain in place
and continue to consumeresourcespoth computational and spatial. Second,the
extra functionality may incur redundanciesand ine ciencies that are unaccept-
able on the resource-constraineddevicesthat are most often exposedto volatile
ernvironments. In the caseof wrappers, theseredundanciesowe to the treatment
of the servicebeing wrapped as a black box whoseinternal resources(i.e., those
that might be reasonably reusedby the extra functionality) are not accessible
to the wrapper. Interception-basedtechniquessu er a similar problem.

To overcomethis obstacle requires the ability to recon gure a basesystem
when augmerting it with extra functionality. The earliest work in this regard
usesstatic recomposition basedon object-oriented frameworks, the most notable
of thesebeing Scmidt's ACE framework [16]. More recert work hasinvestigated
the dewelopmert of software modulesthat, when composedwith a basesystem,
are able to recon gure that system. Such compositions must be able to re ne
existing componerts, including those hidden behind an opaqueAPI, to support
extra-functional behaviors or replace them with componerts that do support
the desired behaviors. More recert work (C.f., [17,18]) applies dynamic recom-
position to introduce reliabilit y enhancemets. In these cases,re ection and/or
meta-object protocolsare usedto recon gure the original application to usethe
componerts that best t the ervironment at hand. Further still, such techniques
have alsobeencombined with classloading technologies,in particular the JBoss
extensible middleware platform, to completely add and/or remove componerts
from a running system[19].

2.2 Connector Wrapp ers

The term connector refersto a medanism for composing architectural compo-
nents [20]. Connectorsabstract communication medanismsand protocols, such



asprocedurecalls, remote procedurecalls, pipesin a pipe-and- Iter system,and
many of the communication servicesthat are generally referred to as\middle-
ware". More abstractly, a connector represents a pattern of interaction among
a set of componerts, called the roles of the connector. Allen and Garlan de-
veloped a formal model of connectors as stylized CSP speci cations, thereby
enabling an architect to rigorously specify an architecture asthe composition of
componerts and connectorsand use formal analysis tools to reasonabout the
resulting behavior [2].

To facilitate reasoningin the presenceof wrappers, Spitznagel and Garlan
dewveloped a theory of connector wrappers, which are stylized CSP speci cations
designedto composewith a connector speci cation to yield a new connector,
whose behaviors are an extension or restriction of the original [1]. Connector
wrappers are useful for specifying di erent strategiesfor implementing reliabil-
ity policies, such asretry and failover, in isolation without regardto the details of
a particular connector. The basicidea s to introduce (via parallel composition)
additional processeshat synchronizewith messageat the componert{connector
interface to precisely model the behavior of the aforemenioned wrapper mod-
ules. Becauseconnectorwrappers faithfully model the structure and behavior of
wrappers, an architect may specify a new connector as the composition of one
or more connector wrappers with some connector and then semi-automatically
generatea conforming implementation. Spitznagel's system provides generation
tools that implement this capability.

Unfortunately, connector wrappers cannot yet utilize recon guration-based
medanisms,which generallydo not adhereto an algebraicmodel of composition.
The next section describes a model of composition that is algebraic in nature
and that supports ne-grained recomposition of the base system, allowing for
both reuseof abstractions and the avoidance of orphaned componerts.

2.3 AHEAD

AHEAD is an algebraicmodel of software composition in which complex, feature-
rich programs are synthesized from baseprograms by applying reusablere ne-
merts [21]. Here, a baseprogram is a collection of classesand a re nement is a
collection of classesand/or classfragments which can be applied to extend an
existing program with new functionality by using and/or re ning the classede-
ned by that program. AHEAD treats baseprogramsand re nements aslayers.
A baseprogram is a stand-alone layer or constant (i.e., the layer contains no
classfragmerts) and a re nement is a parameterizedlayer (i.e., layer that must
\plug in" to another, subordinate layer).

The composition of AHEAD re nements and simple programs is depicted
visually using diagrams such as Figure 2(a). This gure illustrates the re ne-
ment of a baseprogram (cons). Here, the inner-most boxes are classesor class
fragments. The solid rectangles demarcate re nements. The dotted lines from
one classto another indicate the re nement of a classwith the code and data
in a classfragment; for example, beonst is re ned by by;. Becauseconstis the
bottom-most layer, it contains only classesand not classfragmerts.
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Fig. 2. Layered re nement in AHEAD.

Moving up onelevel, f1 is a re nement whoseconstituents re ne two classes,
and that adds a new class e which uses classesfrom the subordinate layer.
Composingthis re nement with conste ectiv ely synthesizesa new collaboration
that implemerts that of constaugmerted by the feature implemented by f1 and
results in a new, composite layer we will referto ascompl This composition is
speci ed textually via the type equation compl= flhconsi. Moving up another
level, f2 comprisestwo classre nements, which collaborate to implemert another
new feature. In this example, f2 re nes compl, thus creating a new layer that
implemerts the functionality of const augmerted with the features of both f1
and f2. The resultant type equation is comp2= f2hf1hconsii .

Figure 2 appliesone nal re nement, 11, which contains complete classesand
no fragments. While 11 may appearto beaconstan, it isare nement in the sense
that it adds new abstractions (gi; and h;;) that use classesin the subordinate
layer. For this type of re nement, we will will often simply say layer |1 uses
comp2 The uppermost layer (comp3 in bold) illustrates the nal composition
that implements this collaboration. Notice that the classesin this uppermost
layer are the most re ned of ead subordinate layer, as indicated by the grey
boxes.

AHEAD also employs a type system for reasoning about, classifying, and
caodifying the relationships betweenlayers. In this type system, layersthat share
a common interface are elemerns of a realm, and that common interface can be
thought of as the realm type. For example, the layers of Figure 2(a) and their
relationships are expressedin Figure 2(b). In this gure, constis a constart of
realm X whoseclassesimplemert the interfacesthat comprise the type of this
realm, namely the classinterfacesa, b, ¢, and d. As we saw earlier, f1 and 2
re ne the layers below them; here, this is formalized by the presenceof a realm
parameter that corveysthat theselayersaugmern layers of type X.

Basedon this small set of layers, many di erent compositions may be instan-
tiated, e.g.,flhconst, f2H1hconsii , and I1Hf2hconsii . Each of theseinstantiations
synthesizesa set of classeswhoseinstancescollaborate to implemernt all the fea-
tures of the baseprogram and ead of the re nements. We call such a collection



of collaborating objects a con gur ation. Notice that sometype equationsdenote
new re nements rather than whole programs. For example, the type equation
cfl = f1h2i denotesa valid composition, but becausethe classre nements of f2
depend on classesprovided by its realm parameter, cfl is simply a composite
re nement; it cannot be instantiated as speci ed to produce a con guration of
collaborating objects. When a composition may not denote a complete program,
we may opt to usethe more general functional composition operator ( ). For
example, we could rewrite the de nition of cfl ascfl= f1 f2.

As noted in the Section 1, reliabilit y strategiesdo not always map to a single
layer; rather, they are often implemented by a collection of layer re nements
that collaborate to implement a complete reliabilit y strategy. For instance, con-
sider a reliability strategy that is implemented by the collaboration of 11 and
f1. In AHEAD, such collaborations may also be represerted by fI1;flg, which
is a collective (set of layers) that represerts the collaboration implemented by
this composite re nement. Under AHEAD, a model is a set of constarts and
re nements (each of which may themseles be collectives) whose constituents
are the building blocks of a product line[21].

In our example, such a product line would comprise con gurations repre-
serted by, e.g., const flhconst, |1hH2hconsi, and soon. A model of this product
line is

M = ff consy; fflg;fl1;f2g;f11;flg:: g (1)

Here, M comprisesa constart (f consg) and a set of re nements (the remaining
collectives). A member of this product line is instantiated by

rs= fl1;flg fconsg (2)
= fI1;f1 consg 3)
=11 fl1 const 4)
= |1hflhconsti (5)

Using collectives, we can represert a reliability strategy as a single unit that
can be applied to a base program even when that unit comprisesmultiple re-
nements. We use such a model and its constituent collectivesto mirror the
application of connector wrappers, ead of which corresponds to a collective
that implemerts a reliabilit y strategy, to connectors,i.e., base middleware im-
plemenrtations. This model of reliable middleware is preseried in Section 4.

3 Theseus

One of the goalsof our approach is to augmen middleware serviceswith relia-
bility by re ning the abstractions usedin the implementation of these services
rather than by treating the servicesasa black box and wrapping them with extra
functionality. To accomplish this goal requires a middleware framework whose
design exposesthese major abstractions and makes them available for further



re nement. We dewveloped a middleware framework called Theseusthat is or-
ganized accordingto an AHEAD model. This section describesthis model and
shows how it is usedto synthesizecustom asyncronousmiddleware servicesthat

support a variety of dierent reliability policies. The Theseusmodel comprises
two realms: MSGS\C, whoselayersimplemernt a variety of di erent messageser-
vices, and ACTOBJ, whoselayers implemert variants of the distributed active
object pattern. Most of the layers in these realmsimplement dierent reliabil-

ity strategies (or low-level servicesthat support di erent reliability strategies).
Using Theseus, an architect can easily customize middleware servicesto sup-
port speci ¢ reliability policies without the duplication and e ciency burdens
inherent in the use of wrappers.

3.1 Message Service

In Theseus,the messageserviceprovides queue-like communication abstractions
that implemert a simple, reliable* message-orieted middleware. A client of the
messageservicesendsdata by enqueuinga messagén a peer'sinbox (which typ-
ically residesin a separateaddressspaceon a remote machine) and receivesdata
by retrieving message$rom its inbox. The sendingend of the messageserviceis a
peer messengewhoseinterface is speci ed by PeerMessengerlfa ce; the receiv-
ing end is a messaganbox whoseinterface is speci ed by MessagelnboxIfac e
(Figure 3). An inbox is bound to a universalresourceidenti er (URI) and listens

public interface MessagelnboxIface f

public Serializable retrieveNextMessage ();
public LinkedList retrieveAllMessages ();
public boolean hasMessages();

public int numQueued);

g

public interface PeerMessengerlface f
public void sendMessage( Serializable msg);
public void setURI ( String URI);
public Resourceldentifierlface getURI ();
public void connect ();

g

Fig. 3. Interfacesin the messageservice.

for, receives, and queuesmessagesen to that URI. These details are hidden
by MessagelnboxIfa ce, through which the inbox client treats the network like
a queue, receiving messageswith calls such as retrieveAllMessag es. A peer

% in the sensethat it is built atop a connection-oriented transport such as TCP.



messengeconnectsto an inbox, givenits URI, and sendsmessagegin our case,
any serializable object) by invoking sendMessage

Figure 4 depicts the MSGS\C realm, whose layers de ne and re ne these
abstractions. The constart in this realm is rmi*, which comprisesclassesthat

MSGS\C = f rmi, idemRail[MSGS\C], bndRetry[MSGS\C],
indefRetry[MSGS\C], cmr[MSGS\C], dupReq[MSGS\] g

Fig. 4. Messageservice realm layers.

implement the most basic form of these abstractions. The remaining layers
are reliabilit y-enhancing re nements, which we will describe as the needarises.
One such re nement is bndRetry (bounded retry), which augmerts an existing
PeerMessenger to, in the evert of a communication failure, suppressthe com-
munication exception(s) and retry some number of times (maxRetries > 0)
before giving up and throwing the exception.

Figure 5 shavsthe layeredrepreseration of an assenbly that appliesbndRetry
to the basic messageservice rmi. In Figure 5, bndRetry re nes classesof the

bndRetry<rmi> ‘PeerMessenger ‘ ‘Messagelnbox

bndRetry PeerMessenger

rmi ‘PeerMessenger ‘ ‘Messagelnbox ‘ 3

Fig. 5. Visual strati cation of bndRetrytrmii.

rmi layer, namely, PeerMessenger. In the remainder of our diagrams, the grey
classesare the most re ned, and the layer in bold represerts the client's view
of the assenbly. Clients always use the most re ned implemertation of an in-
terface (indicated by the arrows); in the caseof the PeerMessengerlfa ce, the
most re ned implementation is that of bndRetry Becausethe bndRetry layer
did not re ne Messagelnbox, the rmi implementation remains the most re ned
implementation of MessagelnboxIfac e.

4 For convenience, we built our messageservice atop RMI; the messageservice ab-
stractions are general and may also be implemented atop object streams, TCP, or
any other connection-oriented transport.

5 An implementation of PeerMessengerlface; our classesfollow the convertion that
interfaces are su xed by \Iface " and the corresponding implementation is not.
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3.2 Activ e Objects

Theseus'secondrealm is called ACTOBJ becauseits layers de ne classesand
classre nements that implement dierent variations of the distributed active
object pattern [6]. An active object is an object that hasits own thread of con-
trol (the exeution thread), listening for operation requestsand executing the
corresponding operations when the requestsarrive. A complete operation ex-
ecution in this model has three phases:invocation and queueing, dispatching

and execution, and returning results. In the rst phase,a proxy (in the sense
of [15]) marshals the invocation into an operation request (referred to simply

as a request and queuesit on an activation list. The execution phaseis initi-

ated by the schealuler, which is a loop (running in the execution thread) that

dequeuesrequestsfrom the activation list to be executed.In the simplest case,
the scheduler dequeueghesein FIF O order. Once dequeued requestsare passed
to the dispatcher to be invoked on the servant, which is an object that actually

implemerts the behavior modeled by the active object [6]. When the senant

completesthis invocation, the results are returned to the client.

The distributed active object pattern follows the same basic architecture,
exceptthat the operationsinvoked by a client are executedin an object that lives
in a separateaddressspace.Middleware stubs and skeletonsinsulate the client
from the details of communication with the remote active object [6]. The stub
behaveslik e the proxy, exceptrather than queuingthe requestson an activation
list, they are sernt via someform of inter-processcommunication (IPC) to the
skeleton, which residesin the sameaddressspaceas the senant. This skeleton
comprisesa scheduler that schedulesrequeststo be executedin the execution
thread. Once a request has been dequeued, unmarshaled, and executed, the
results are then sert bad to the client via IPC.

The ACTOBJ realm type comprisesinterfaces,such as Schedulerlface and
Dispatcherlface , whose instances collaborate to implement distributed ac-
tive objects. The layers that implement and re ne these are shaowvn in Figure
6. Notice this realm contains no constarts. The core layer is parameterized by

ACTOBJ = f core[MSGS\C], respCache[£TOBJ], eeh[ACTOBJ], ackResp[ACTOBJ] g

Fig. 6. Activ e object realm layers.

the MSGS\C realm. Among others, core cortains two classesStaticDispatche r
and FIFOScheduler, which implement the Dispatcherlface and Schedulerlface
interfacesrespectively, and which are designedto use subordinate servicesthat
are de ned in the MSGS\C realm type. Nothing in the implementation of class
FIFOScheduler (respectively StaticDispatche r) dependson the particular im-
plemertation of the MessagelnboxIfac e (respectively PeerMessengerlfac €) in-
terface. Thus, core is \parameterized by" the MSGS\C realm.
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3.3 Synthesizing Middlew are Services

To create a set of middleware services,we instantiate objects from the classes
de ned in the assenbly coretrmii, which is our most basic middleware assenbly
and the onethat is re ned to createall of the other variants. Here, the message
serviceis re ned to include care's abstractions for building active objects, asis
depicted in Figure 7. Notice that none of the classesin core re ne any of those

core<rmi> |‘ StaticDispatcher ‘ ‘FIFOScheduIer ‘ R ‘ PeerMessenger ‘ ‘ Messagelnbox ‘|

‘ StaticDispatcher ‘ ‘ FIFOScheduler ‘ R ‘

core |

mi | “ PeerMessenger ‘ ‘Messagelnbox “

Fig. 7. Layers of a simple middleware.

in the rmi layer. Rather, core usesrmi's concrete classesin the samesensethat
FIFOScheduler usesMessagelnboxiface . Notice also that the rmi classesare
still visible in the assenbly and are thus available for further re nement, as
are the classesin core. That the classesde ned in a subordinate layer remain
visible to superior layersallows the functionality de ned in thesesuperior layers
to tap into and reusethe basic abstractions usedto implement the subordinate
functionalit y.

Toillustrate how this visibilit y accommalatesre nement, considerabounded
retry policy that prescribes (1) suppressingerrors, (2) performing a bounded
number of retries, and (3) throwing an exceptionif theseretries fail. Our basic
middleware, speci ed by coretrmii, comprisesclassesthat implement the min-
imum functionality necessaryto implement active objects; accourting for any
type of exceptional conditions is not part of that minimal functionality. Now
consider how this basic middleware assenbly must be modi ed to implement a
boundedretry strategy: The rst two requiremerts are met by the boundedretry
augmenation of the messageservice. To meet the third requiremert, we must
augmern the stub, which does not accourt for exceptions, to properly trans-
form internal exceptionsthrown by the messageserviceinto those declared to
be thrown by the active-object interface. To this end, we re ne the pertinent
classesn the active object layer.

The stub is implemented by an instance of the active object's interface that
performsthe rst phaseof invocation marshaling. To create such an instance of
an arbitrary active object interface, we generatetheseinstancesusing Java's Dy-
namic Proxy Framework [22]. Such an instanceis referredto asa dynamic proxy
and is generatedby a static factory method that is parameterizedby a metaob-
ject represenation of the interface ® and an instance of the InvocationHandle r

8 i.e., an instance of classClass in Java usedto generatethe dynamic proxy itself
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interface, which will be usedby the dynamic proxy to processoperationsinvoked
on the proxy. The dynamic proxy itself is an object that marshals invocations
of its operations into two objects: an instance of class Method that represens
the operation invoked and an array of Object sthat are the parameters of this
invocation, which it immediately passesto its instance of InvocationHandle r
for processing.

The core layer de nes a classTheseusinvocati onHandle r that is responsible
for completing invocation marshaling. This classimplemerts the InvocationHandler
interface; thus its instances can be passedto the static factory method that
generatesthe dynamic proxy. At run-time, these instancesuse an instance of
classPeerMessengerlfac e to sendthe resultant requestto the skeleton of the
active object. In the minimal assenbly, i.e., corelrmii, the invocation handler
doesnot accourt for exceptions.In the more realistic case,the underlying net-
work may fail or the server on which the active object resides may crash;
in either event, the peer messengerthat is used by the invocation handler
will throw an IPCException ’. To accommalate this possibility, we re ne the
Theseuslnvocatio nHandler to transform these exceptionsinto the exceptions
that the active object's interface declaresin its throws clause.

The re nement that performs this transformation is eeh(exposedexception
handler) and is depicted in Figure 6. A minimal middleware augmerted by eeh
is expressedby eehtcoretrmiii . Adding bounded retry to the messageservice
completesthe functionality speci ed by the boundedretry policy; the con gu-
ration then becomeseehcoretbndRetryrmiiii . The layers that implement this
con guration are shown in Figure 8.

eeh < core < bndRetry < rmi >> >

|‘ StaticDispatcher ‘ ‘TheseuslnvocationHandler ‘ ‘PeerMessenger ‘ ‘Messagelnbox ‘|

eeh ‘ ‘ TheseusInvocationHandler ‘ ‘

core ‘ ‘ StaticDispatcher ‘ ‘ TheseuslinvocationHandler ‘ ‘
bndRetry ‘ PeerMessenger ‘

rmi ‘ ‘ PeerMessenger ‘ ‘ Messagelnbox ‘ ‘

Fig. 8. Layered implementation of the bounded retry strategy.

" The astute reader will notice that PeerMessengerlface doesnot declare any excep-
tions; IPCException is an uncheded runtime exception that neednot be declared in
a throws clause. To avoid polluting the interfaces of realm typeswith throws decla-
rations for chedked exceptions they may or may not have to handle, we encapsulate
all chedked exceptionsin runtime exceptions, placing the responsibility for managing
such exceptions on the developer.
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3.4 Eciency Impro vements in Bounded Retry

To seehow our designforestalls the duplication that ariseswhen implementing
reliabilit y strategiesvia wrappers, considera wrapper-basedimplementation of
the bounded retry policy. The wrapper would have to be applied to the sener
stub, i.e., the object returned by RMI's Naming.lookup call. Upon communica-
tion failure, a remote exceptionis propagated from the underlying transport up
to the wrapper, whereit is caught and respondedto by invoking the operation
on the basestub again. Notice that in this scenario,ead retry subsequehto the
initial failure must perform the ertire client side invocation process,including
the re-marshaling of the sameinvocation.

In Theseus, by contrast, the class of the object that is used to send the
marshaled invocation, i.e., the classthat implements the PeerMessengerlfac e
interface, is available for further re nement. And indeed, the bndRetry layer
re nes this classwith the retry logic, thereby placing the retry logic \b eneath"
the marshaling logic. Consequetly, this implementation avoids the cost of re-
marshaling for ead retry. The composite (bold) layer in Figure 8 depicts the
synthetic collaboration whoseparticipants include the eehaugmerted invocation
handler and the bndRetryaugmerted peer messengerinstancesof thesere ned
classescollaborate to implement our boundedretry strategy. In the next section,
we describe a model that facilitates applying such collaborating re nements to
a middleware as a single unit.

4 An AHEAD Mo del of Reliable Middlew are

In the previous section we implemerted a strategy for bounded retry in two
phases.The rst phasere ned the messageserviceto suppressexceptionsand
retry somebounded number of times beforegiving up. The secondphasere ned
the active object layer to transform internal exceptionsinto those declared by
the active object interface, i.e. those a client of the stub would expect basedon
the active object's interface. Consequetly, the functionality assaiated with the
bounded-retry connector wrapper manifests not as a single layer, but rather as
a collective that comprisestwo layers. In fact, most of the connector wrappers
speci ed in Spitznagel'sthesis cannot be implemented as a single layer without
some degree of duplication. Howewer, all of them can be implemented using
collectivesthat comprise multiple layers.

We now show how to represert this product line asan AHEAD model whose
elemers are collectives. The resulting model contains one constart, the most-
basic assenbly coretrmii, and one collective for ead reliability strategy. As we
describe our model and how it is used,we alsofocus on how we useour AHEAD
model to group the structural changesa ected by re nements sudc that they
correspond to reliabilit y connectorwrappers. As we will see,a basemiddleware,
such as corelrmii, correspondsto a middleware connector speci cation and col-
lectivesthat implement a reliabilit y strategy correspond to reliabilit y connector
wrappers. As we describe our model, we will make these correlations explicit.
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4.1 A Reliable Middlew are Mo del
Our model THESEUS is
THESEUS= fBM;RS; RS ;RS0 (6)

where BM is a collective that represerns the base middleware and eadh RS
(0 i n)isacollectivethat represerts somereliabilit y strategy. Our basemid-
dleware (BM) is fcore,, rmimsg, Which is equivalent to fcoreso; rmimsg® where
the subscripts ao and ms indicate layersin the active object and messageser-
vice realms, respectively. Similarly, ead strategy RS is a collective of the form
f re nement.i,o; re nement.insg, wherere nement.i,, appliesto (re nes) an active-
object layer and re nement.i,s appliesto a messages-servickyer.

Elemerts of this product line are synthesizedby choosing a set of reliabilit y
strategiesand then applying thesein sequencedo the base-middlevare assenbly.
An example application of the rst two strategies,RS and RS, is

rm= RS RS BM @)
= fref_ 1y, ref_1nsg fref Oh0; ref Omsg f corese; rmimsg (8)
= fref_lyo; ref_1nsg fref.0;0 Corey; ref_ Ons  rmimsg 9)
= fref.ly, ref0y corey; reflps refOms rmimsg (20)

There are three important properties of this composition. First, re nements nat-
urally apply to layersin the realm that they re ne. In Equation 9, the active-
object re nement ref_0,, composeswith coreyo, and the message-servicee ne-
mernt ref_Op,s composeswith rmiys. Second,the order of re nement is presened.
Namely, Equation 7 indicatesthe re nements should be applied right to left: RS,
then RS. In Equation 10 this ordering has beenpresened in the re nement of
both the active-object and message-servictayers.

The third property is this structural represeration’'s high-level mapping to
connectorsand connector wrappers. Here, BM implemernts the basemiddleware
and corresponds to a connector that speci es the behavior of communication
among componerts that use this base middleware. The collectives RS and
RS correspond to reliability connector wrappers that augmert BM. The col-
lectivesthat implement reliabilit y strategiesdecomposefurther into reusablere-
nements, much like Spitznagel's connector wrappers decomposeinto connector
transforms, but do not exhibit a strict one-to-onecorrespondence.

4.2 Reliable Middlew are Examples

We now illustrate three applications of synthesis using the THESEUSmodel.

8 Recall usesrelationship described in Section 2.3; coreso USeSrmims, as illustrated in
Figure 7.
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Boundeal Retry As noted earlier, our boundedretry strategy is implemented by
the boundedretry (bndRetry,s) re nement of the message-serviceealm and the
exposedexception handler (eehy,) re nement of active-object realm. Under our
model, this strategy is implemented as the collective

BR = feehy,; bndRetry,sg (12)

A model of a boundedretry augmerted middleware bri is thus

bri= BR BM 12)
= feehy; bndRetry,sg f cores; rMimsg (13)
= feehy coreybndRetrys rmMimsg (14)

The visual strati cation of the layers, as speci ed by Equations 12 and 13 is
shown in Figure 9. In this gure, the bottom two layersimplement the middle-

‘SlalicDispatcher ‘ ‘TheseuslnvocaliunHandler ‘ ‘ ‘ ‘ M

I ;
eeh ‘ TheseuslnvocationHandler ‘ |
| reliability
; strategy
bndRetry PeerMessenger H
core ‘ StaticDispatcher ‘ ‘ TheseusInvocationHandler “
; i €
mi ‘ PeerMessenger ‘ ‘ Messagelnbox ‘ ‘

Fig. 9. Grouping bounded-retry layersinto a collective.

ware and the top two are the re nements that implement the bounded retry
strategy. This visual strati cation is expressedby Equation 14, whoselayersare
the sameas in Figure 8. Becauseead re nement in this model is local to a
speci ¢ realm (either messageserviceor active object) the re nements may be
applied in arbitrary order; however re enements are not, in general, commuta-
tive.

Figures 8 and 9 visually depict the tighter binding of AHEAD re nements
that is shown equationally in Equations 12-14.Figure 9, and the corresponding
Equation 12, appear much aswe would expect under connectorwrapper compo-
sition, applying BR, which implements the bounded retry reliability connector
wrapper, to BM, which implements an existing connector.

Idempotent Failover The idempotent failover policy speci es that, in the event
of a communication failure, the client should connectto a known badkup. In the
simple version of failover, operations are assumedto be idempotent and there-
fore the original (primary) server and backup need not be syncironized with
one another. Upon failure of the primary, a failover re nement will suppress
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the exception and silently switch over to the badkup. Further, this policy as-
sumesa perfect backup that never fails; thus, oncefailover occurs, no additional
communication exceptionswill arise.

Our implementation of this strategy is very similar to that of the bounded
retry re nement of the messageservice.In this case,instead of initiating a retry
loop on a communication exception, the classre nement simply resetsthe URI
of the peer messengern(via setURI, Figure 3) to that of the badkup, connects
(via connect, Figure 3) to the corresponding inbox, and proceedsas normal.
Under our model, the strategy is

FO = fidemRailnsg (15)
and an application is
foi= FO BM (16)
= fidemRailmsg f coreso; rMimsg a7
= fcorey; idemRailyms  rmimsg (18)

In this example, FO comprisesonly a re nement of the messageservice.Because
failover is \p erfect", no exceptionspropagate up to the client. As sud, there is
no needto re ne the active object with exception transformation logic such as
exposedexception handler.

Bounded Retry and Idempotent Failover As a nal illustration of the model, con-
sider the application of both the bounded retry and idempotent failover strate-
gies. The idea behind this composite reliabilit y strategy is to retry the primary
some nite number of times beforefailing over to the backup. As sud, we apply
boundedretry rst, then failover; the application of this composite strategy is

fobri= FO BR BM (29)
= fidemRailnsg feehy; bndRetrynsg f coreso; rmimsg (20)
= fidemRailnsg feehy, coreyobndRetry,s rminsg (22)
= feeh, coeyidemRailys bndRetry,s rminsg (22)

Attending to the re nements of the messageservice, bounded retry is applied
rst, then failover, asintended. Under thesere nements,

1. A communication exceptionthrown by rmins will be suppressedy bndRetry;s,
which will attempt to reconnect and resend the marshaled request some
bounded number of times.

2. If the bndRetrydoesnot successfullyreconnect,it will throw the communi-
cation exception.

3. idemFail will suppressthis exception, connectto the badkup, and resendthe
marshaledrequest.

In Spitznagel's connector-wrapper speci cation of ead strategy, exceptionsare
modeled by the action erra [1]. In thesespeci cations, the error action is inter-
cepted and triggers recovery; in this case, rst a bounded retry, then failover.
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Here, we see AHEAD collectives also compose, both structurally and behav-
iorally, in the samemanner as connector wrappers.
Now considerif the order were changedto

fobri= BR FO BM (23)

idemFail would immediately switch over to the backup on failure, occluding any
communication exception from reaching bndRetry and would be functionally
equivalent to Equation 16. This is also the casein the corresponding connec-
tor speci cation; the juxtap osition nds the error action immediately triggering
failover behavior, just asthe exception doesin our implementation.

This alsoillustrates how a semartic con ict, namely the overlapping of the
recovery strategiesused, may causeone re nement to occlude another. Because
a failover augmerted middleware will never throw a communication exception,
the eehy, is not neededand adds unnecessaryprocessing.Under AHEAD, this
is a problem of composition optimization. While it is possibleto inspect such
an equation and remove exposed exception handler, this optimization is not
\automatic" and requires someform of higher reasoningabout the sematriics of
composite re nements.

5 Contrasting Implemen tation Strategies

We believe that our AHEAD-st yle implementation of reliabilit y strategieso ers
a useful alternativ e to wrapperswithout sacri cing the exibilit y of composition
and reasoning provided by the connector-wrapper formalism. In previous sec-
tions we brie y illustrated a simple e ciency improvemert in a messageservice
implementation of boundedretry (Section 3.4). We now describe the implemen-
tation of a more complex reliability policy, warm failover, and identify where
our approach eliminates both redundancy and the needfor additional logic for
suppressingbehavior.

5.1 Warm Failover

Warm failover is a reliabilit y policy that usesa badkup sener providing reliabilit y
via redundancyin a client-server architecture. This policy is a variation of process
pairs and takeover in transaction systems[23].The original serwer is referred to
asthe primary. The backup is \warm" in the sensethat it is kept in sync with
the primary via somestrategy dependent mechanism. Under this policy, if the
primary fails, the client usesthe backup to recover lost responses.The client then
promotesthe badkup to the role of primary, which meansthe client sendsrequests
to and expects responsesfrom the badkup and the badup, correspondingly,
acceptsrequestsfrom and sendsresponsesto the client. This policy assumesa
\p erfect” badkup that will not fail, and, assucd, doesnot accourt for the failure
of the badckup.

The strategy we employ to implement warm failover is referred to as silent
badkup. Under this strategy, the client sendsead requestto both the primary
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and the backup. The primary processeghese requestsand sendsthe responses
to the client. The backup also processegequests(and is thus in sync with the
primary) but, rather than sendthe responsesto the client, the backup cades
thesein an outstanding responsecace, which is keyed on the response'sunique
id (an asyncronous completion token). This cadhe is intended to store only the
responsesthat the client has yet to receive from the primary. To maintain the
cache as sudh, the client is obligated to send acknowledgemerts (that comprise
a responseid) to the backup when it receives a response from the primary,
indicating that responsemay be removed from the cache. Upon failure of the
primary, the client sendsa control messageo the backup indicating this failure
and promotesthe badkup to the role of primary. When the badkup receivessuch
amessageit sendsany outstanding responsego the client and, henceforth, upon
processinga request, sendsthe responseto the client rather than caching it.

5.2 Theseus Re nemen ts

To implement silent badkup, we must augmert the client and create a backup
that ful lls the responsibilities outlined above. The primary remainsunchanged.

Client Renemen ts To implement the client's responsibilities, we send each
requestto both the primary and the badcup, activate the badkup in casethe
primary fails, and send acknowledgemerns to the backup as the primary's re-
sponsesarrive suc that the backup may purge these from the responsecade.
The following describesthe re nements that fulll theseresponsibilities.

Duplicate Request(dupReq re nes PeerMessengerto connectto and sendre-
queststo both the primary and the badkup. In the event that the primary fails,
the peer messengersendsa special activate messageto the badkup, which in-
dicates the badkup should assumethe role of the primary. Once the activate
messagehas beensert, the peer messengeisendsrequestsonly to the badkup.

Acknowledge Respnse(ackResp re nes the active object layer to sendadknowl-
edgemerts indicating a responsehas beenreceived. In Theseus,a variant of the
dispatcher (DynamicDispatcher ) is usedto dispatch responsesto threads ded-
icated to processingresponsesand making them available to the client. Here,
this type of dispatcher is re ned to sendacknowledgemerts to the backup asit
dispatchestheseresponses.

The client side of silent badkup is implemerted by the collective SBC

SBC= fackResp,; dupReghsg (24)
The warm failover client wfc is instantiated by
wfc= SBC BM (25)
= fackResp,, dupReghsg fcorey; rmimsg (26)
= fackResp, corey;dupReGhs rMimsg 27)

(28)
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The visual depiction of theselayersis shown in Figure 10.

|‘ DynamicDispatcher ‘ ‘TheseuslnvocationHandIer ‘ ‘PeerMessenger ‘ ‘Messagelnbox ‘|

ackResp ‘ DynamicDispatcher ‘

core ‘ ‘ DynamicDispatcher ‘ ‘ TheseuslnvocationHandler ‘ ‘
dupReq ‘ PeerMessenger ‘
rmi “ PeerMessenger ‘ ‘ Messagelnbox “

Fig. 10. Silent backup client con guration.

Backup Server Re nemen ts The badkup serwer should have all the func-
tionalit y of the original server, modulo features for handling control messages,
caching responsesand switching from the role of silent badkup to that of primary.
To this end, we re ne our minimal middleware (coretrmii) with the following re-
nements:

Control MessageRouter (cmrys) is a re nement of the messageservice that
accommadates specially formed control messagegacknowledgemen and acti-
vate messages}hat have the sameexpedited properties as TCP's out-of-band
data [24] using existing operations of the PeerMessengerlf ace and MessagelnboxIfac e.
Control messagesre serializableobjects that implement ControlMessagelf ace,
which provides getters for retrieving both the command type (such as\A CK"
and\A CTIVATE") and the data payload of the messagdsuch asthe id of the re-
sponsebeing acknowledged). When such an object is passedto PeerMessengers
sendMessageoperation, it deliversthat object to the corresponding inbox asnor-
mal. The control messageouter layer re nes the inbox to Iter control messages
so they are handled immediately (expedited) and not mistakenly passedalong
as servicerequests.On the inbox side of communication, listeners implement a
ControlMessagelLi ste nerlf ace and register themselesas listeners, indicating
which commandtype they are interestedin being noti ed of. When a command
of that type arrives, the inbox invokes the postControlMessa ge operation of
the interested listeners.

Resmnse Cache (respCachg) augmerts the active object layer to cade re-
sponses.In a Theseus skeleton, the stub logic that marshals requests (Sec-
tion 3.3) is usedto marshal responses.We re ne the invocation handler that
participates in marshaling responsesto store these in the cade rather than
send them to the client. Further, the re ned invocation handler implements
ControlMessageli ste nerlf aceand is registeredwith the cortrol messageouter
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to listen for both acknowledgemen and activate messagesUpon adcknowledge-
mernt of a response,the invocation handler remavesthat responsefrom the cade.
Upon activate, the backup starts delegating requeststo a live invocation han-
dler (onethat sendsresponsesto the client rather than storing them), e ectiv ely
switching to a con guration that is equivalent to that of the primary.

Our implementation of the server half of the silent backup strategy, SBS is

SBS= frespCachg; cmrnsg (29)

When instantiated, the corresponding con guration, sb, is

sb= SBS BM (30)
sb= frespCachg; CMimsg ~ f COrea,; Minsg (31)
sb= frespCachg COr€so; CMins; Mimsg (32)

The visual depiction of theselayersis shown in Figure 11.

|‘ StaticDispatcher ‘ ‘ TheseusInvocationHandler ‘ ‘ PeerMessenger ‘ ‘ Messagelnbox ‘|
respCache ‘ ‘ TheseusInvocationHandler ‘ ‘
core ‘ ‘ StaticDispatcher ‘ ‘ TheseuslInvocationHandler ‘ ‘
cmr ‘ Messagelnbox ‘
rmi ‘ ‘ PeerMessenger ‘ ‘ Messagelnbox ‘ ‘ :

Fig. 11. Backup server con guration.

5.3 Implemen ting Silent Failover with Middlew are Wrapp ers

We now cortrast our implementation of silent failover with a wrapper imple-
mentation constructed using Spitznagel's wrapper transformations.

Duplicating Requests To duplicate requestssert by the client, the add obsener
wrapper is applied. This wrapper createsa duplicate middleware stub for com-
municating with the badkup server. Each time an operation is invoked, the cor-
responding requestis sert to both the primary and the badkup. As sud, the
marshaling due to the secondinvocation is both functionally and structurally
equivalent to the rst, introducing redundant processingin redundant compo-
nents. Becauseour approac re nes the peer messengeto sendthe marshaled
requestto both the primary and the backup in the messageservice, we avoid
the processingredundancy inherent in marshaling the sameinvocation twice.
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Managing the Respnse Cache Acknowledging responsesand maintaining a re-
sponsecacde requiresthe introduction of unique identi ers (asynchronous com-
pletion tokens)to both the request and the response and the introduction of
an out-of-band messageservice comparableto our cortrol messageservice. The
easierof the two is the application of a data translation wrapper that intro duces
unique identi ers such that they are available for use by middleware wrappers.
Upon client invocation, a data-translation wrapper cannot modify the marshaled
request, but it can add a unique identi er to the invocation parameters.On the
badkup, a dual data translation wrapper wraps the senant and remaoves this
identi er. Also on the badkup, this wrapper must apply the unique identi er
to the return data (the response)and store that responsein a responsecace.
While thesewrappers work, the introduction of unique identi ers is redundant
with the corresponding middleware identi ers usedto coordinate requestsand
responses(such as CORBA's object id[25] and RMI's UID[26]). In Theseus,re-
nements such as ackRespand respCachehave accessto the existing identi er
marshaledinto a request. As sud, they non-destructively re-usetheseidenti ers
to maintain the responsecade.

An auxiliary concernthat ariseswhentreating the middleware asa black box
is how to \silence" the backup serwer. Silencing the badkup requires somehav,
non-invasively orphaning the componerts that sendresponses.Under black box
wrapping, on the sener side, wrappers are applied to the senant that is regis-
tered with the middleware. When a requestis received by that middleware, it
invokesthe corresponding invocation on the senant and expectsthat senant to
return somedata that is to be sert back to the client. As such, one must a ect
suppressionof the reply, cading it instead, when the senant returns. In some
middleware systems,interceptor techniques (such as CORBA's interceptors[12,
13]) can be usedto suppressrepliesby intercepting, cacing, and then discarding
ead without sendingthem. However, not all systemssupport such facilities and
would have to sendsomeform of responseto the client. As sud, the client must
suppressthis behavior by discarding responsessert by the badkup. In the latter
case,the badkup can not be made silent and will create additional trac that
silent backup was intended to avoid. In contrast, we silencethe badkup by ap-
plying a re nement (respCachgthat replacesthe invocation wrapper that sends
the responseswith one that cadesthem, e ectiv ely removing this componert
rather than orphaning it.

The more di cult part of managing the responsecadie is sendingthe expe-
dited control messagesieededto acknowledgeresponsesand activate the badkup
sener. Becausecorvertional middleware, by its nature, hides the underlying
communication primitiv es, expedited control messagesand the corresponding
out-of-band data channel must be implemented completely independerly of the
stub and skeletoninfrastructure. To this end, client wrappersmust contain hooks
for communication with objects that instantiate and maintain an additional
communication channel betweenthe client and the backup for such expedited
messagesCorrespondingly, the wrapper on the badkup must maintain similar
hooksto objects that implement a server that listens for such messagesnd han-
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dlesthe connectionsbetweenitself and its clients. This solution intro ducesboth
complexity and a duplicate communication channel, further increasing system
resourceusage.Using re nements, the developer of silent backup may re ne the
existing messageserviceto lter out control messagesand post them to their
listeners immediately, preserving the expedited nature of the out-of-band mes-
sagesMoreover, this re nement re-usesthe existing channel and avoids the need
for an auxiliary messageserviceto manageout-of-band channels.

Recovery from Failure As per silent backup, in the event of an error, the client
activates the badkup, the badckup sendsoutstanding responsesto the client, and
then the backup assumeshe role of the primary. Implementing thesewith wrap-
persrequiresadding fairly extensiverecovery logic that usesthe out-of-band data
channel to resendresponses.This logic is added to both the client and badkup
sener. On the backup, when the activate messagas received, the responsesare
sert over the out-of-band data channel (becausethe middleware occludes ac-
cessto the underlying communication channel), to the client. After sendingthe
activate messagethe client waits to receive theseresponsesand deliversthe cor-
responding results to the client via hooksinto the stub wrappers. Depending on
the type of middleware being wrapped, the delivery mechanismswill dier. For
instance, if the wrapper augmerts a message-orieted middleware, the wrapper
simply needsto add the responseto a queueand invoke a noti cation method
that indicates a new messagehas arrived. In the caseof a synchronous middle-
ware stub, the client is blocked on a synchronous call to the stub wrapper and
is awaiting its return; delivery logic must use a setter method that allows it to
set the return value of that wrapper and then notify it such that it will return
that value to the client.

In our re nement-based implementation, by virtue of our ability to re-use
existing abstractions, recovery is drastically simpli ed. Becausethe re ned in-
vocation handler cachesthe responsesasit receivesthem, the recovery initiated
by the activate messagemay simply iterate through theseresponses,replaying
them to a live invocation handler (one whose con guration is identical to that
of the primary's invocation handler) that will sendthem to the client via a peer
messengerFrom the perspective of the client, becausetheseare sert by an invo-
cation handleridentical (in con guration) to that of the primary, theseresponses
are sert directly to the client's inbox, wherethey will be retrieved and delivered
exactly asif they had beensert by the primary.

Promoting the Backup to Primary To complete the transition from badkup to
primary requirestransitioning the badkup from silent to active. This returns us
to the concernof how to silencethe backup. If this waspossiblevia a medanism
such as portable interceptors, the logic for processingactivate messageought to
reversethis augmertation such that the badkup sendsresponsesto the client. If
the backup is already sendingresponses.the client's promotion of the backup to
the primary should causethe client to begin accepting responsesfrom the client
rather than discarding them as before.
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Using re nements, the implementation of this transition is also drastically
simpli ed. Recall that the backup was made silent by replacing the live invo-
cation handler with onethat cadesresponses.Reversingthe processis just as
simple: the caching invocation handler is replacedwith a live invocation handler,
cached responsesare replayed, and subsequeh responsesare sert to the client
by the now live invocation handler.

5.4 Discussion

Both wrappersand AHEAD collectivesan be usedto augmert middleware with
reliabilit y. Wrappersare more reusablein that they do not require the underlying
middleware to have beendesignedaccordingto an AHEAD model. Consequetly,
legacy systemsmay benet from wrapper basedreliabilit y, transparent to both
the original communication system and the applications that use these. How-
ever, with this reusability comesthe potential for redundancy and ine ciency .
Moreover, additional complexity may be intro ducedif existing componerts must
be orphaned by an augmertation.

By cortrast, we sacri ce reusability acrossmultiple middleware implementa-
tions for amedhanismthat accommalates ne-grain composition and re nement.
As sudh, we avoid the complexity of suppressing,bypassing,or accommalating
behaviors of a former middleware incarnation in favor of those behaviors ex-
pressedby newer strategies. Further, our type expressionsmake the structural
composition of these systemsclear.

The skeptical reader may question the redundancy and e ciency gains af-
forded by the seeminglyminor improvemerts, such asremoving duplicate stubs.
These \minor" ine ciencies may snowball in a systemin which thousands, or
even millions, of stubs and skeletonsare managingthe sessionf an equal num-
ber of client-server interactions. At this scale,the cumulativ e gain is substartial.
Theseimprovemerts are especially important in systemswith tight resourcecon-
straints, such as small devices,real-time systems,and high-availabilit y systems.
In such cases,computational and storageresourcesare at a premium.

6 Conclusions and Future Work

In her work implemerting connector wrappers, Spitznagelidenti ed a covering
set of transforms that can be usedto implement a variety of reliabilit y strategies
and may be applied to many di erent middleware implementations. Because
these wrappers treat middleware as a black box, this portabilit y comesat the
cost of redundancy and increasedresource consumption, neither of which are
acceptablefor small, mobile devicesthat are most in want of reliabilit y.

This paper descites an alternativ e implementation that capitalizes on the
compositional properties of systemsbuilt under the AHEAD-mo del. Under this
model, a system is enhancedby augmerting the base middleware with re ne-
mernts that are relevant to the reliability policy at hand and recomposing the
system. These re nements may then reuse resourcesthat implement common
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middleware abstractions, allowing the re nement itself to implement only the
essenceof the policy at hand.

To validate our alternativ e, we illustrate how a minimal middleware may be
augmerted by re nements to implement various reliability policies. Moreover,
we provide a model that groups the re nements that collaborate to implement
reliabilit y strategiesinto collectivesthat may be applied as a single, composite
re nement, analogousto how connector wrappers are applied to connectors.
Finally, our evaluation of silent backup illustrates that our re nements do indeed
avoid redundancy when comparedwith a wrapper-basedapproach.

Our future work intends to extend Theseuswith the ability to incorporate
reliabilit y enhancemets at run-time, using dynamic-recon guration techniques,
such as [27,28]. We expect this work to leverage dynamic recomposition repre-
serations, suc as Dynamic WRIGHT[29], to support a designtool that allows
dewvelopersto designmultiple con gurations and then evaluate the possibletran-
sitions betweenthem.
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