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ABSTRACT
Wepresenttheuniversemodel,anew approachtoconcurrency man-
agementthat isolatesconcurrency concernsandrepresentsthemin
themodularinterfaceof acomponent.Thisapproachimprovespro-
gramcomprehension,modulecomposition,andreliability for con-
currentsystems.Themodelis foundedondesigner-specifiedinvari-
antproperties,whichdeclarea component’sdependencieson other
concurrentcomponents.Processschedulingis thenautomatically
derived from theseinvariants.We illustratetheadvantagesof this
approachby applyingit to a real-world example.

Categoriesand SubjectDescriptors
D.1.3 [Programming Techniques]: Concurrent Program-
ming—parallel programming; D.2.2 [Software Engineering]:
Tools and Techniques—modulesand interfaces; D.2.4 [Software
Engineering]: ProgramVerification—assertioncheckers,reliabil-
ity; D.3.3 [Programming Languages]: LanguageConstructsand
Features—concurrentprogrammingstructures.

GeneralTerms
Design,Languages,Reliability

Keywords
DistributedandParallelSystems,Reliability,SoftwareArchitecture,
Component-basedSoftwareEngineering

1. INTRODUCTION
Parallelanddistributedsystemsarebecomingincreasinglyimpor-
tant. Unfortunately, the increasedexpressive power afforded by
the useof concurrency comesat the cost of increasedcomplexi-
ty. Whereasmany sequentialprogramminglanguagesnow provide
mechanismsfor detectingcommonprogrammingerrors,suchas
danglingpointersand indexing problems,analogousmechanisms
for frequenterrorsin concurrentsystems—suchasabsenceof mu-

 

tual exclusionor temporalorderingproblems—areoftennot avail-
able,not scalable,or too difficult for the averageprogrammerto
usecorrectly. In this paper, we presenta novel concurrency-man-
agementmechanismthat is easyandsimpleto use,thatscaleswell
even for multi-layeredapplicationswith a complex structure,and
thatprovidesastrongguaranteeof reportingerrorsthatexist implic-
itly or explicitly in eitherthecodeor thespecificationof concurrent
problems.

Our approach,calledtheuniversemodel, addressesa fundamental
deficiency in many existingconcurrentsystems,namelythatconcur-
rency managementtendsto behiddendeepinsideproceduralcode.
Whilecertainsynchronizationaspectsmaybeexposedaspartof the
modularinterface(suchasdeclaringthat a procedurehasmonitor
semantics),safetyconstraintson theuseof sequencesof suchser-
vicesofteneithercannotbeexpressedin theinterfaceor resultin an
interfacedescriptionthatexposestoomany implementationdetails.
Asaresult,theimplementationof concurrency managementisheav-
ily delocalized.Modulesdonotcomposecleanlyor symmetrically,
andtheirusagetendstorelyonad-hoc,resource-orientedtechniques,
makingit hardto analyzethemfor errors.

Thebasicideaof our alternative approachis to describethe inter-
actionsandresourcerequirementsof anapplicationon a per-class
basisusinga simplespecificationlanguagebasedon propositional
logic,andsimilar in conceptto theaxiomsof anabstractdatatype.
Thesystemthenautomaticallyderivesschedulinginformationand
access-protectionlogic from this specification.By inferring con-
currentbehavior from correctnessconditions,mismatchesbetween
specifiedandactualbehavior canbeautomaticallyrecognizedand
reported.

Our declarativeapproachaimsto achieve threeseparateobjectives.
First, simplify the taskof programcomprehensionfor concurrent
programsby separatingandabstractingconcurrency concerns.Sec-
ond,enablemodularreasoningandcompositionin thepresenceof
concurrency. Third, usetheredundancy of specifyingconcurrency
explicitly in additionto theimplicit behavior presentin thecodeto
detecterrorsmorereliably.

Our approachis groundedon two coreprinciples: partitioninga
program’sdataspaceinto a setof disjoint subspaces,andrequiring
sequentialexecutionwithin any suchsubspace.While theseprinci-
plesaresimilarin concepttothecharacteristicsof amessage-passing
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system,weassumeprocedurecall semanticsand,moreimportantly,
let ourspecificationlanguagedefinehow thesesubspacesinteract.

2. CONCURRENCY MAN AGEMENT
Thecommonthemeamongall concurrency-managementapproach-
esis to sequentializepartsof theprogram.Monitors,for instance,
allow only oneprocesstoexecutewithin themonitor;messagepass-
ingsystemsassumeanumberof interoperatingsequentialprocesses,
which block on synchronizingstatementsuntil all participantsare
ready. Unfortunately, in all theseapproaches,complexity increas-
esdramaticallyasthesizeof a programandtheamountof concur-
rency scaleup. This sectiondiscussesthreesourcesof complexi-
ty, which our modeladdresses.First,existingmechanismsprovide
primitivesthatmake it difficult to separatethemanagementof con-
currency from theunderlyingcomputation.Consequently, concur-
rentprogramsareoftendifficult to understand(2.1).Second,in ad-
dition to complicatingprogramcomprehension,theinterleaving of
theseprimitives into computationcodehasdeleteriouseffectson
thereusabilityof moduleswhoseimplementationsuseconcurrency
(Section2.2).Finally, thisproblemis particularlyacutein modules
thatprovideservicesrequiringmultiplesteps(Section2.3).

2.1 Interleaving Concurrencyand
Computation

Interleavingexpressesthemergingof two or moredistinctprogram
planswithin somecontiguoustextualareaof a program[18, 17]. In
thisdefinition,a programplanrefersto a descriptionor representa-
tion of a computationalstructurethathasbeenproposedto achieve
somepurposeor goal in a program[12, 16]. We view themanage-
ment of concurrency asoneof many plansthat contribute to the
designof a concurrentsystem. Viewed in this light, existing ap-
proachesto concurrency managementdo not supportthedirectex-
positionof suchplans.Consequently, theconcurrencymanagement
plan tendsto be interleavedwith othercomputationalplansin the
system.

To illustratethis,webeginbydiscussingaclassicalconcurrentprob-
lem: the Dining Philosophers.Textbook solutions[20, 3] usually
involve tricky resourcemanipulationsto ensuretheatomicacquisi-
tion of bothforkswhile avoidingstarvation,whereasthebasiccon-
currency plan is straightforward: Whenever a philosophereats,he
requiresaccessto boththefork onhisleft-handsideandthefork on
hisright-handside. In asemi-formalnotation,wemightexpressthis
planasfollows:

eating⇒ left_fork ∧ right_fork

Figure1(from[3]) illustratesamonitor-basedsolution1of thedining
philosophersproblem[20]. Observe thatour well-intentionedcon-
currency planhasbeeninterleavedwith theunderlyingcomputation
in awaythatseverelyreducesthereadabilityof thiscode.

1Thisshouldnot obscurethefact thatmoresophisticatedsolutions
exist [1]; however, we believe that theproblemsdiscussedhereare
symptomaticof many approachesthat—inwhateverguise—relyon
critical sectionsof code. In particular, it appearsto behardto sepa-
rateconcurrency controlfrom computationin imperativelanguages
withoutcausinginterleaving or delocalizationproblems.

monitor Fork_Monitor
  Fork: array(0..4) of Integer range 0..2:=(others=>2);
  OK_to_eat: array(0..4) of Condition;

  procedure Take_Fork(I: Integer) is
  begin
    if (Fork(i) /= 2 then Wait(OK_to_Eat(I)); end if;
    Fork((I+1) mod 5) := Fork((I+1) mod 5)-1;
    Fork((I-1) mod 5) := Fork((I-1) mod 5)-1;
  end Take_Fork;

  procedure Release_Fork(I:Integer) is
  begin
    Fork(I+1) mod 5) := Fork((I+1) mod 5)+1;
    Fork(I-1) mod 5) := Fork((I-1) mod 5)+1;
    if Fork((I+1) mod 5)=2 then
      Signal(Ok_to_Eat((I+1) mod 5);
    end if;
    if Fork((I-1) mod 5)=2 then
      Signal(Ok_to_Eat((I-1) mod 5);
    end if;
  end Release_Fork;
end Fork_Monitor;

Figure1:   Dining PhilosophersusingMonitors

Theoperationsthat implementpicking up andreleasinga fork are
placedinsidea monitor, which guaranteesthatonly oneprocessat
a time can executethe code. Unfortunately, becausethe concur-
rency plan requirestwo objectsto beacquired,we mustinterleave
knowledgeof theobjecttopology—namely, thecircularorganiza-
tion of philosophersandforks—inorderto correctlyimplementthe
plan. Suchaninterleaving fails to capturetheessenceof theprob-
lem. Moreover, the concurrency managementdetailshave been
mergedwith theprogramcodein a way thatmakesit closeto im-
possibletoidentifyconcurrentinteraction.It wouldbeverydifficult,
for example,for someoneunfamiliarwith theproblemto derivethe
simpledeclarativespecificationof theconcurrency planby reading
thecode.Insteadof abstractingandseparatingthisinformation,the
monitor-basedsolutiondelocalizesit.

A sideeffect of this interleaving is a lossof reliability. Codesuch
asthat in Figure1 is hardto verify, andtheeffect of changesis not
alwaysapparent.Thesolutionin Figure1hasnomechanismto in-
dicatewhetherornottheprogramachievespropermutualexclusion.
In fact,moving theproceduresto takeforksandto releaseforksout-
sidethismonitormayappeartowork justaswell. Theproblemwill
gounnoticeduntil a raceconditionoccurs.

2.2 Effect on Modularity
The interleaving of concurrency andcomputationplansalsohasa
deleteriouseffect on the composabilityof moduleswhoseimple-
mentationsuseconcurrency primitives. We cannotjust plug mod-
ulestogetherandassumethatconcurrentinteractionwill work cor-
rectly. Thiscompositionproblemis particularlyacutein hierarchi-
cal systems,wheretheneedto specifyprocessinteractioncaneasi-
ly compromisethedataabstractionof amodule’sinterface.For in-
stance,supposetwo processesP1 andP2 (Figure2) accessa com-
mon databaseD throughseparatefrontendsA andB. To make the
databasevisiblein theinterfacesof AandBwouldviolatetheprinci-
pleof informationhiding: TheirinterfacetomoduleD shouldnotbe
visibleto theimplementationsof P1andP2.But if thedatabaseisn’t
madevisible,non-atomictransactionsby P1 andP2 couldinterfere
with oneanother.
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Figure2:   A Modularity Problem

2.3 Multi-Step Transactions
A multi-steptransactionis a sequenceof serviceinvocationsby
andamongmultipleobjectsto performsometask. Weusetheword
transactionto suggestthat thesequenceshouldeitherrun to com-
pletion or not at all; that is, we want to remove from concernany
sequencethat is interruptedor interleavedby servicerequestsfrom
otherconcurrentprocesses.

Many languagesguardtransactionswith a mechanismfor synchro-
nizingaccessto anobjectfor thedurationof sucha transaction.To
understandhow this works, considerthe following fragmentof
pseudocode:

synchronizedobdo
if ob.querythen

ob.action
end

end

The synchronized statementdirectsthe run-time systemto ex-
ecutetheentireblock of statementsatomicallywith respectto ob.
Consequently, the processmay perform a multi-step transaction
withoutconcernfor interleavedinvocationsfrom other(concurrent)
processes.

Unfortunately, theproperuseof sucha featurecannotbechecked
by a compilerandso requiresdesignerdisciplineto usecorrectly.
Consider, for example,thattheprogrammerforgottoencapsulatethe
blockof statementsinsidethesynchronized ob do … end con-
struct. Theprogramwouldcompilewithouterror, andtheomission
might go undetectedfor many runsuntil someunfortunatetiming
sequenceleadstoanundesiredschedulingof processes.A compiler
cannotdeterminetheneedfor synchronized blocksbecausethe
modularinterfaceto ob doesnot containinformationfrom which
transactionsequences(i.e., sequentialnecessity)can be derived.
With atraditionalmodularinterface,thespecificationof transaction
necessityishiddeninsidetheproceduralimplementation,ratherthan
beingpartof a publicallyavailableinterface.Moreover, theuseof
featureslike synchronized violatesthe principleof information
hiding: Informationaboutthe implementationof ob must be ex-
posedin orderfor clientsto useit correctly.

Featuressuchassynchronized aresymptomaticof the general-

ly poor supportthat modernmainstreamprogramminglanguages
providefor informationhidingin thepresenceof concurrency. The
moduleinterfaceof ob lists a setof serviceswith no hint of con-
straintsonthesequenceof invocationof theseservices.Becausein-
terfacesusuallydonot representsequencingconstraints,thereis no
wayfor acompilertodetecttheabsenceof asynchronizedstatement
or to enforcethepropersequencingat run time. However, to avoid
anerror,aprogrammermustknow toguardasequenceof ob-service
invocations,suchasthatshown in thestatementblock, from inter-
leavedob callsby otherconcurrentprocesses.

3. UNIVERSE MODEL
Our universemodeladdresseseachof the problemsraisedin sec-
tion 2. In this model,concurrentprocessesrun in isolationanddo
not engagein inter-processsynchronization.Instead,eachprocess
is dynamicallyassembledfrom single-threadedobjectsets,called
universes. In lieu of inter-processsynchronization,an underlying
run-timeschedulermigratesuniversesamongdifferentprocessesac-
cordingto designerconstraints.Thisprocessof dynamicassembly
allowsthecreationof composableconcurrentsystems.

3.1 Objects,Universes,Processes,and Realms
A universeis a setof objects.Every objectin thesystembelongs
toexactlyoneuniverse.Conceptually,universespartitiontheglobal
dataspaceinto a set of local dataspaces.Eachuniversehostsa
process,andnouniversemayhostmorethanoneprocessat a time.
A processthat is hostedby a universeis saidto own theuniverse1.
In our model,it is illegal for codethat is runningin a processP to
accessanobjectin auniversethatisnotownedby P.Suchanaccess
resultsin a run-timeexception.

Therealmof aprocessis thesetof universesthattheprocessowns.
Realmsmaygrow or shrinkduringthelifetime of theprocess.The
allocationof universesto processes—thatis, the manipulationof
processrealms—ismanagedby an underlyingrun-time scheduler,
whichmigratesuniversesamongprocessesin orderto satisfyrealm
constraints. Briefly, realmconstraintsimplicitly specifythe setof
universesthataprocessmustown in ordertocontinueexecution.If
therealmconstraintof processP includesa universethat is partof
anotherprocess’realm,thenP blocksuntil the universebecomes
available. Deadlockoccursif thereis a cycle of processes,each
blocked andwaiting for the next processin the cycle to releasea
universe.Realmconstraintsarecomputeddynamicallyfrom speci-
ficationsthataredefinedby thedesignerfor eachuniverse(SeeSec-
tion 3.2).

It is importanttonotethatthereisadifferencebetweenaprocessac-
cessingauniverse(say, througha functioncall),andowningit. For
a processP to legally accessa universeu, P mustown u. If P does
not own u, but codein P triesto accessu, thena runtimeexception
will beraised.Ontheotherhand,if P doesnotown u, but therealm
constraintof P includesu, thenP will blockuntil suchtimeasu can
beaddedto therealmof P. Observe thatacquiringa universenev-
er resultsin a runtimeerror (aslong asit doesn’t causedeadlock).

1For thepurposeof our definition,a processis a threadof control
operatingonsomedata.Weassumein particularthata processhas
nosub-processes.



Theseconditionsguaranteethatthedataspacesof any twoprocesses
cannotoverlap.Consequently,wethink of programsin theuniverse
modelasasetof mostlyindependentsequentialprocesses.

3.2 ConcurrencyConstraints
Realmconstraints,whichareusedby therun-timeschedulerto mi-
grateuniversesamongdifferentprocesses,arecomputeddynamical-
ly fromsimplerconstraintscalleduniverseinvariants.Eachuniverse
isaccompaniedbyaninvariantspecification,whichisaproposition-
al formulathatspecifiestheuniverse’saccessdependenciesonother
universes.Atomic propositionsin theseformulaecanbeoneof the
following:

– A booleanvariable(alsocalledaconditionvariable).

– A universevariable.
Conditionvariablesareusedby programmersto encodecertainob-
servablestatesof a computation.Designersshouldidentify condi-
tion variablesthatpreciselydescribetheconditionsunderwhichthe
universerequiresaccessto otheruniverses.

In thedining philosophersexample,we identifieda conditionvari-
ablecalledeating, which whentrue impliesanaccessdependency
ontwootheruniverses(left_forkandright_fork).Wespecifysuchan
invariantasfollows:

eating⇒ left_fork ∧ right_fork

This saysthat whenever the philosopheris eating,he requiresac-
cessto the two universesreferencedby thevariablesleft_fork and
right_fork. As long aseatingis false, the philosopherdoesnot re-
quire accessto universesleft_fork and right_fork. But assoonas
eatingbecomestrue, both left_forkandright_fork mustbetruefor
theentireformulatobetrue.Consequently, theprocessmustacquire
bothuniversesbeforeit canproceed.

Whenreferencedwithin arealmconstraint,auniversevariableeval-
uatesto trueif andonly if theuniverseisamemberof therealm.Ba-
sically, u is a shortcutfor a pseudo-expressionu.is_available. Note
thatuniverseinvariantspecificationsarenot subjectto thesameac-
cessrestrictionsasprocesses.Unlikeaprocess,auniverseinvariant
canreferencetheconditionvariablesfrom any universe.Thisis be-
cause,like garbagecollectors[11], theunderlyingsynchronization
engine,which evaluatestheseconstraints,workstransparentlyand
canassumeagloballyconsistentview.

3.3 Semantics:Scheduling= Satisfiability
We now describethesemanticinterpretationof universeinvariants
andtheconstructionof realmconstraints.Observethatin acorrect
schedule,theinvariantsof eachuniversein therealmof eachprocess
mustbesimultaneouslysatisfied.Usingthisobservation,wedevised
analgorithmfor computingtherealmof aprocessdynamically. Es-
sentially, a realmincludesa minimal setof universessuchthat the
conjunctionof all theuniverseinvariantsis true. We call this con-
junctionof universeinvariantstherealmconstraint.

Our run-timesystembasesschedulingon thesatisfactionof realm
constraints,allowing a processto proceedonly if progressdoesnot
violatecorrectness.Moreprecisely:

– If theconstraintof therealmof a processis forever unsatisfi-
able, thentheprogramisincorrect.Thisconditionresultseither

from adeadlockor aconstraintthatis inherentlyunsatisfiable.

– If theconstraintof therealmof a processis currentlysatisfi-
able, thentheprocessmayproceed.Therun-time systemwill
allow the processallocatethe requireduniversesand thento
continueexecution.

– If theconstraintof therealmof a processis currentlyunsatis-
fiable, thentheprocesscannotproceed.Therun-time system
blockstheprocessfrom runninguntil theconstraintagainbe-
comessatisfiable.

To illustrate this decisionprocessat work, considerthe familiar
producer/consumerexample.Theconsumeruniversewill have the
following invariant:

reading⇒ queue.has_data∧ queue

Here, reading and queue.has_dataare both condition variables,
queuedenotesthequeueuniverse.Theformulaenforcesthefollow-
ing behavior: While readingis false, nothingis required.However,
if readingbecomestrue, thenbothqueue.has_dataandqueuehave
tobecometruefor theprocesstoproceed.In particular, thisenforces
idlewaiting(blockinguntil thequeuecontainsdatathatcanberead)
andalsoacquiresthequeueuniverse.So,assoonastheprocesspro-
ceedsit knowsthatit hasaccessto thequeueandthatthequeuehas
datafor it to read.

Observe that with this constraintin place,the following code is
correct:

if queue.has_datathen
item:= queue.head
queue.remove

end

Becausethesystemguaranteesthe invarianceof theconstraint,as
soonastheconditionreadingis true,theabovecodeisautomatically
correct. If we madea mistake in specifyingtheuniverseinvariant,
thenwe would geta runtimeerrorassoonaswe tried to accessan
objectoutsidethecurrentrealm.

Unfortunately, unlikedeadlocks,starvationis notacorrectnesscon-
dition thatcanbebeexpressedin termsof universeconstraints.If
theschedulerwereto notconsiderthepossibility, acorrectprogram
could still exhibit starvation problems.As a result,the scheduler
needsto implementanalgorithmsuchastheonedescribedin [7] to
handletheacquisitionof multiple locksfairly.

4. CONCURRENCY AND
COMPOSABILITY

Theuniversemodelenrichesmoduleinterfaceswith constraintsthat
relatetheavailability of aserviceto thestatusof theobjectthatpro-
videsthe service. At run-time, a realmwill only containunivers-
essuchthat theconjunctionof constraintsfor eachuniversein the
realmistrue. Therun-timesystemmigratesuniversesamongrealms
in orderto satisfytheseconstraints.Consequently, theconstraints
implicitly describetheallowablesequencingof services,andthey do
soin awaythatisdynamicallyextensible.Thissectiondescribesthe
needfor the dynamicinterpretationof sequencingconstraintsand
illustrateshow theuniversemodelaccommodatesthisneed.



Dynamic derivation of module-servicesequencingconstraintsis
importantbecausethe informationmaynot be staticallyderivable
withoutviolating theprincipleof informationhiding. Consider, for
example,thefollowingcase:ob requiresexclusiveaccesstoanother
objectcache to properlycompleteboth query() andaction() .
Furthermore,thiscacheobjectis alsoaccessedby otherobjectsand
couldbechangedbetweenthecallsof query() andaction() . If
clientsof ob areunawareof this dependency, thenthereis no way
to know that cache mustbe locked for the durationof the trans-
action.

To inform clientsof sucha dependency in a traditionalmodulein-
terface,requiresexposingimplementation-dependentinformationto
clientprograms—aviolationof theprincipleof informationhiding.
Ontheotherhand,if this informationis buriedinsidethebodyof a
procedure,thenclientprogramswill beunawareof thedependency.
Theuniversemodelmakeswhatwebelieveis areasonablecompro-
misebetweentheseparationof concernaffordedby traditionalin-
formationhidingandthedesignproblemsthatariseby extendinga
module’sinterfacewith statusandservice-constraintinformationin
anad-hocway. Specifically:

1. Concurrency constraintsare analogousto class invariants:
They areminimaldescriptionsof correctbehavior of acompo-
nent;and

2. Realmcomputationis performedtransitively—asa closureof
universes—basedon the needto satisfyuniverseconstraints.
After performingthisclosure,a realmwill includeall theuni-
versesthattheprocessmustaccessfor thecurrenttransaction.

To understandhow thesefeaturesaccommodatedynamicextension
withoutcompromisingthebenefitsof separationof concerns,recall
the dining philosophersexample. The universeconstraintfor a
singlephilosophersimplystates:

eating⇒ left_fork ∧ right_fork

No mention is made about any details regarding the universes
left_fork and right_fork. The philosopheruniversedoesnot need
this informationto functionproperly. Of course,the left_fork uni-
versemayincludea referenceto adishuniverse,or others.But this
isnon-localinformation,andthephilosopheruniversedoesnotneed
to know aboutit. It will, however, still resultin dishbeingincluded
in therealmof theprocesswhennecessary.

Of course,enrichingamodularinterfacewith semanticinformation
placesconstraintson the run-time system. But concurrency con-
straintsareabstractanddeclarative, an improvementover having
concreteimplementationdetailsexposed.Furthermore,in mostcas-
esothercomponentsarenotgoingto evenrely on theseconstraints;
aswith classinvariants,theiruseismainlyinternalaswell astoguide
theschedulingalgorithm. Concurrency constraintsadda semantic
“glue” thatallowsusto connectuniversestransparently,withoutex-
posingmoreinformationthannecessary.

5. CASE STUDY
In thissection,wediscussaspecificconcurrentsystem:auniversity-
enrollmentserver for useby studentsandinstructors.While some-
whatsimplified,it is still sufficientlycomplex to illustratethevia-
bility of ourapproach.Section5.1discussesthestructureof theim-

plementation.Section5.2usestheexampleto explain theabstract
conceptsfromsection3.Finally,Section5.3showshow composition
is supportedin ourexample.

5.1 Enrollment Example
Our examplefocuseson thepart of theenrollmentsystemthat al-
lows studentsto log in and enroll in or drop a course. Univers-
esareobjectscreatedas instancesof a class,which must be de-
rived from the systemclassUNIVERSE.Our exampleusessev-
eral universeclasses:LOGIN handlesthe login process;STU-
DENT_TRANSACTIONS controlsenrollmentor dropping on a
per-studentbasis;and COURSEis an abstractclasswhosesub-
classesaccesscourse-relateddata,suchasnumberof studentsin the
course.Theexamplealsorequirestwoauxiliaryclasses:AUTHEN-
TICATION to managepasswords;andACCOUNTINGto process
billing andregistrationholds.

The universeclassLOGIN handlesthe login and authentication
process.Initially, eachprocessowns a distinct LOGIN universe
andnothingelse. Thefollowing is partof classLOGIN’sinterface
(withoutmethodsandunimportantattributes).

classLOGIN < UNIVERSEis
   student:STUDENT_TRANSACTION;
   authentication:AUTHENTICATION;
   logging_in: BOOLEAN;
concurrency
   logging_in ⇒ authentication;
   ¬logging_in ⇒ student;
end

ThisdeclaresclassLOGIN asa subclassof UNIVERSE1 By inher-
iting from UNIVERSE,webothacquiretheconcurrency toolspro-
videdasmethodsby thatclassanddeclaretheclassto beof a type
that allows instancesto be assignedto a universevariable. Login
connectsto two otheruniverses.A studentuniversethat refersto
theuniversethatholdsthedataof thestudentthat loggedin; anda
centralauthenticationuniversethatholdsall thepasswordsandother
dataneededto verify theauthenticityof thelogin.

Naturally,werequireaccessto theauthenticationuniverseonly dur-
ing thelogin process,andaccessto thestudentuniverseonly once
we’re donewith the login process.At somepoint, the following
statementwill beexecuted:

logging_in := false;

atwhichpoint,thesystemwill continueto processthestudent.

For brevity, wedonot includedetailsof theauthenticationprocess,
which is unrelatedto the topic of this paper. However, the STU-
DENT_TRANSACTION universeclassproves to be more inter-
esting:

classSTUDENT_TRANSACTION< UNIVERSEis
   added_course,dropped_course:COURSE;
   accounting:ACCOUNTING;
   swapping,dropping,adding:BOOLEAN;

1Our inheritancenotationis ahybridof Sather[15] andEiffel [14].



concurrency
   swapping∨ dropping⇒ dropped_course;
   swapping∨ adding⇒ added_course;
   swapping∨ adding∨ dropping⇒ accounting;
end

Observethatvariousconditionscanrequiretheinclusionof acourse
universe.Bothswappinganddroppingacourserequirethatwedis-
enroll the studentfrom a certaincourse;likewise,both swapping
andaddingacourserequirethatthestudentbeenrolled;furthermore,
whenswappingcourses,thisshouldall occuratomically. Theabove
conditionstakecareof this. Finally,checkingandupdatingaccount-
ing information(suchasholds)will benecessaryaspartof thesame
transaction,nomatterwhatthetransactionis.

It is importantto notethat theimplementationneedsa constructto
simultaneouslyassignvaluestoseveralvariablesatonce.Weassume
thatthelanguageprovidesamulti-assignmentfacility, suchas:

swapping, dropping, adding := true, false, false;

A multi-assignmentprimitive is necessary:Simulatingit with a se-
quenceof singleassignmentstatementswouldresultin unnecessary
callsto theschedulerandmight causedeadlock.

Next, we considerhow to accessthe course. For the purposeof
enrolling,thecourseand all of its prerequisitecoursesmustbeac-
quiredatomically. Otherwise,if thereweremorethanoneprereq-
uisite,two concurrentenrollmentoperationsmightacquireonepre-
requisiteeachanddeadlockafterwardswhile trying to acquirethe
otherprerequisite(seefigure3—course1hasacquiredprerequisite1,
course2 hasacquiredprerequisite2,but neithercanaccesstheother
one).On theotherhand,droppinga courserequiresonly thecourse
objectitself andnottheprerequisites.In ordertoaccommodateboth
of theseuses,wewill usefront-endobjectstoaccessacourseobject.
Thesefront-endclassesderivedfrom thesameabstractclassasthe
coursesthemselves,but with theadditionallogic tohandleprerequi-
sites.

Whentheuseris droppinga course,thereis no needto checkpre-
requisites.Thefront-endin thiscasewill beasimpleuniverseobject
thatdelegatesall operationsto therealcourseobject. Sucha dele-
gateis declaredasfollows:

classSTANDALONE_FRONTEND< COURSEis
   real_course:COURSE;
concurrency
   real_course;
end

For otherpurposes,suchasenrollingin acourseor swappingcours-
es,the front-endmustalsoreferencethe prerequisites.Moreover,
all of theprerequisitesmustbeacquiredin oneatomicaction,asdis-
cussedabove. Thisis accomplishedasfollows:

classENROLLMENT_FRONTEND< COURSEis
   real_course:COURSE;
   prerequisite1,prerequisite2:COURSE;
   prerequisites:INTEGER;1

1For the purposeof this paper, we keepthe notationsimple and
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1
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2

Prereq.
     1

2

Prereq.

Figure3:   A DeadlockSituation

concurrency
   real_course;
   prerequisites≥ 1 ⇒ prerequisite1;
   prerequisites≥ 2 ⇒ prerequisite2;
end

For instance,if coursecse814requiresbothcse470andmth472as
prerequisites,then the correspondingvariableswould hold refer-
encesto thesecourses,andprerequisites= 2.

5.2 SteppingThr ougha SampleTransaction
Figure 4 shows us a snapshotof the systemin progress.Two
students—Aliceand Bob—arecurrently logged in. Alice is en-
rolling in cse814, while Bobis trying to dropthesamecourse.Two
differentprocessesareoperating:Oneoriginatesin the login uni-
versefor Alice;whereastheotheroriginatesin theloginuniversefor
Bob. Thedashedlinessurroundtherealmfor eachprocess.

Consider Alice’s process. We are past authentication, so
logging_in = false. The studentvariablerefersto Alice’s student
universe.BecauseAlice is in theprocessof enrollingin cse814, we
arereferencingboth theaccountingsubsystemandtheenrollment
frontendfor thecourseitself,andaccordingto theconcurrency con-
straints,both universesareincludedin our realm. Theenrollment
frontendfor cse814, in turn,requiresthecourseandits two prereq-
uisites.

Bob’sprocessiscurrentlyblocked,waitingfor Alice’sprocessto re-
leasetheaccountinguniverseandcse814. If Bob’sprocesswereto
proceed,acallwouldbemadetoamethodoutsidethecurrentrealm,
resultingin a runtimeerror. Signalinga runtimeerroris necessary,
sinceotherwiseboth Alice’s andBob’s processwould simultane-
ouslyoperateon thecse814universe,with possiblydisastrouscon-
sequences.As soonasAlice finishesenrollingin cse814, thevari-
ableaddingin herstudentuniversewill becomefalse.Thevariables
droppingandswappingwerehithertofalseanyway. Consequent-
ly, theaccountinguniverseandcse814becomeavailable. Because
the schedulerinterceptsthe assignmentto adding, it knows to try
to scheduleBob’sprocessagain.At thispoint,boththeAccounting
Subsystemandcse814will becomepartof therealmof Bob’spro-
cess.Theprerequisitecourses,ontheotherhand,will remainavail-
ablefor otheroperations.

do not includethe forall andexistsoperatorsthatcanexpresscon-
straintsover lists of universes.As an unfortunatesideeffect, this
limits usto afinite numberof prerequisites.
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• Alice is currentlyenrolling in cse814. Bobwould like to dropcse814, but this cannotbedoneuntil Alice relinquishescontrolof the
accountingsubsystemandthecse814universe.

• Theauthenticationuniverseiscurrentlynotpartof anyrealm—wearepastthelogin phasefor all activeconnections,andthuswedon’t
accessto it.

Figure4:   Full Enrollment System

Dependingon theplannedaction,weneedaccessto eithera course
tobedropped,acoursetobeadded,or both. In particular,whenever
a studentplansto drop onecourseandenroll for anotherinstead,
thenthistransactionneedsto beatomic—otherwiseastudentmight
drop one course,be unableto enroll for the substitute,and also
unableto re-enrollfor theoriginalcourse.

The simpleassignmentswapping:= true will thenguaranteethat
the transactioncleanlytakesplace,becausethis will automatically
ensurethatboth thecourseto bedroppedandtheoneto beadded
will beacquiredsimultaneously.

Someclasses,suchasEnrollCSE814,relayconcurrency constraints.
Weanticipatethatrelayuniverseswill becomeacommonprogram-
mingidiom in thismodel.Consider, for instance,thatcoursecse814
alwaysrequiredbothcoursecse470andmth472. Thentheconcur-
rency constraintfor cse814wouldcontainthefollowing clause:

cse470∧ mth472

Noprocessnormallyoriginatesin cse814. It isusuallyonly required
whenastudentisaddingor droppingacourse,or aninstructormod-
ifying courseinformation. However, enrollmentin cse814requires
checkingthat the studenthastaken both cse470and mth742. So,
whenever universecse814is acquired,then its concurrency con-
straintmustbesatisfied,thusforcing inclusionof bothcse470and
mth472. Of course,this processis appliedtransitively for thecon-
currency constraintsof theprerequisitecoursesuntil all of themare

included.

Unfortunately, this makessomesimplifying assumptions.For in-
stance,it assumesthat theprerequisiterelationis fixed. Changing
prerequisitesrequiresrecompilingtheprogram.Similarly,dropping
doesnot requirethelockingof all dependentuniverses.Sucha sit-
uationcanstill be handled,of course,but we may needauxiliary
codeto avoid deadlock.This is why we includedspecificauxiliary
“frontend” universesto dealwith thiscase.Thegeneralideaof re-
laying inclusionrequirementsremainsthesame,of course,ascanbe
seenin eitherof thefrontenduniverses.

5.3 Compositionin the Enrollment Example
Theexampleillustrateshow wemanageconcurrency in thepresence
of complex setsof universeswith simple,obviousandcompletely
localizedconcurrency constraints.Thefrontenduniversefor cse814
illustrateshow the schedulingmechanismtranscendslayerswhile
still maintaininginformationhiding. If welook atboththeclassin-
terfaceandthediagram,wenoticethatthestudentuniversedoesn’t
haveto rely onany datarelatedto cse814; all of thatisencapsulated
in thefrontend.

While thisin itself wouldnotbeverysurprisingfor asequentialsys-
tem,maintainingthis transparency in thepresenceof concurrency
hasbeenshown tobetrickier. Observethataprogrammerusingour
modelneednot beconcernedwith locking objectsin the right or-
der. Shesimplyspecifiesrelationsbetweenrelatedobjects,andthe



schedulingmechanismwill computetheclosureof all of them,de-
rivingtheglobalpredicatethatdescribesoursetof componentsfrom
purelylocal information.

A monitor-basedsolution would be much morecomplicated.As
weobservedin section2.3,wewouldhaveto exposeanundesirable
amountof informationaboutthecomponentsinvolvedin thetrans-
action.In thisparticularexample,theSTUDENT_TRANSACTION
classwould have to beinformedaboutall theprerequisites.A way
aroundthis would beto includea multi-objectlocking mechanism
in the enrollmentfrontend—thisway we would be gettingalmost
thesameresults.Wewould thenenclosetheenrollmenttransaction
in callsthat lock andunlock this setof objects.However, this still
would not dealwith our needto acquirea lock on the accounting
systemat thesametime,andit would not accommodateadditional
layers.Theonebig advantageof theuniversemodelwith respectto
theseproblemsis thatwecandescribetheentiresetof components,
nomatterhow largeandinvolvedwith justasetof fully localpred-
icates.

6. DISCUSSIONAND RELATED WORK
We now discussour modelin relationto othersbasedon a number
of criteriafor evaluatingtheefficacy of aconcurrency mechanism.

6.1 Security
A languageis deemedsecureif common programmingerrors
arecheaplydetectableat run time andnot allowed to give rise to
machine-dependenteffects,which areinexplicablein termsof the
languageitself [9]. Thereare many imperative languagesin use
without a secureconcurrency mechanism.Java in particularhas
beencriticized [5] for the limited safetyof its native concurrency
mechanism,but someothersdonotevenhavetheluxuryof anexist-
ing implementationof concurrency (e. g.,Eiffel).

Security requiresa certain degreeof redundancy. For example,
whereastheupperboundof anarrayis not requiredto performan
indexing operation;the additional information provided by array
boundsallowsfor checkingthevalidatyof anoperationat runtime.
In somecases,errorscanbedetectedat compiletime;specifically,
most statically typed languageswill allow you to eliminatemost
typeerrorsat compiletime,dueto theadditionalinformationintro-
ducedby thetypesystem.

Themainproblemthatany concurrentimperative languagefacesis
toascertainthatmutualexclusionworksproperly. Andwhilethereis
noshortageof approachesthatreplacethebasicconcurrency mech-
anismsof old with moresophisticatedvariants,few of themintro-
ducethenecessaryredundancy thatcanaid in thediscoveryof shar-
ing violations. Oneapproachis theSCOOPmechanismdescribed
in [14], whichrequiresthatanobjectbelongingtoadifferentprocess
belockedbeforeit canbeaccessed.However, thisrequirementonly
worksfor transactionscontainedwithin a singlemethod;it fails for
hierarchicalsystemsandcompositetransactionsthat arenot local-
izedwithin a singlemethod.Synchronizers[8] allow theprogram-
mertoattachconstraintstomethods,but thereisnoguaranteefor the
constraintsto beexhaustive. While not aseasilyfoiled astradition-
al monitors,it is still fairly easyfor undesiredprocessinteractionto
occur.

Theuniversemodelis fairly uniquein that it providesanunprece-
dentedamountof redundancy. Conceptually, it isverysimilarto the
checkingof arraybounds.The concurrency constraintsindirectly
describethesetof universes(andthusobjects)a processis allowed
to access,just asarrayboundsdescribethesetof memorycellsthat
theindexing operationmayaccess.Any accessbeyondthebounds
of thissetcanthenbetrappedandturnedinto a runtimeerror. This
usuallyhappensfor oneof two reasons.Eithertheprocessaccesses
anobjectthat it doesnot require. In this case,thecodeitself is at
fault. Or theprocessaccessesanobjectthat it needs,but whichac-
cordingto theconcurrency constraintis not available. In this case,
thespecificationis wrong.

6.2 Separationof Concurrencyand
Computation

It is desirable—especiallyfor thedesignof largesystems—tosepa-
ratethepurecomputationalpartsof asystemfromthepartsthatcon-
trol concurrentinteraction,ideallyin awaythatdoesnothinderpow-
erorexpressiveness[1].Computationandconcurrencyspecifications
shouldbeexpressiblein theirownnotations,andthey shouldbeeas-
ily composed.Weview thisasaclassicmulti-paradigmspecification
problem[21]. In thisview, partialspecificationscanbecomposedif
thereissomesharedvocabulary(usuallyasetof commonvariables)
usingwhichonepartialspecificationmayinfluenceor beinfluenced
by another[22]. In theuniversemodel,thissharedvocabularyis the
setof conditionvariablesof all of theuniversesin asystem.In other
approaches,mostnotablycoordinationlanguages,thesharedvocab-
ulary is implementedby othermeans.Webelieve thattheuniverse
modelfaresbetterwith regardtotheinterleavingof computationand
concurrency thandotheseotherapproaches.

Oneof theolderandmorepopularapproachesto modelingconcur-
rentinteraction(especiallyin distributed,heterogeneoussystems)is
theLinda model[6]. Linda primitivescanbeaddedeasilyto most
existing languages.However, we also observe somedrawbacks.
Considerthefollowing implementation1of theDiningPhilosophers
problem:

void philosopher(int i)

{

  for (;;)

  {

    think();

    in_and(("fork", i), ("fork", (i+1)%5);

    eat();

    out("fork", i);

    out("fork", (i+1)%5);

  }

}

This is superficiallysimilar to an equivalentdesignusingthe uni-
versemodel:

1Traditionally,Lindadoesn’t haveaprimitivelikein_andtodescribe
the atomicacquisitionof multiple tuples. We useit to make the
examplemorecompactandmoreeasilyunderstandable.



loop
think;
eating:= true;
eat;
eating:= false;

end

concurrency
eating⇒ left_fork ∧ right_fork

However, therearealsoa few critical differences.In particular, the
abstract,descriptiveassignmentsto eatingbecomeexplicit concur-
rency controlstatementsin Linda,andmoreimportantly, they refer
to implementationdetailsregardingthetopologyof forksratherthan
theabstractstatusof thecomputation(i.e.,thinkingvs. eating).This
resultsin an interleaving of computationandconcurrency control
statementswhichappearsto befairly typicalof approachesthatop-
eratevia a sharedblackboardor tuplespace.An obvious concern
is that this interleaving—driving the computationby changesto a
centraldatastructure—mightresultin maintenanceproblemsinso-
far aschangesto thecomputationalpartmight requireconcomitant
changesin the part that controlsconcurrentinteraction,and vice
versa.

By contrast,conditionvariablesdo not refer to a universe’s imple-
mentationdetails,but insteadrefer to the abstractstateof a uni-
verse’scomputation,whichis oftenpartof theuniverse’sfunctional
specification.Here,we distinguishtheconcretestateof a universe
from theabstract state, which is a moreconciserepresentationthat
conveys the computationstatusin order for an external agentto
properlycoordinateexecutionwith otheruniverses.By usingcondi-
tion variablesto encodetheabstractstate,assignmentsto condition
variablesannouncechangesin theconcurrency statusof a compu-
tationusingasharedvocabularywith theconcurrency specification.
Whilepossiblyunnecessaryfor theactualcomputation,theveryfact
that conditionvariablesshoulddescribetheabstractstatemakesit
easyto addthemto existing code. By andlarge,we canevenaug-
mentcodein thiswaywithoutbeingawareof how concurrency con-
straintsdealwith them. Conversely, concurrency constraintsrely
solelyon theabstractstateencodedin conditionvariableswithout
requiringdetailsof theimplementation.Theabstractstatetherefore
functionsasaninsulatinglayerthatseparatescomputationandcon-
currency control.

It shouldbenotedthatunlike many otherapproaches,we choseto
abstractout thestate,but not the transitionsbetweenstates(asop-
posedto Lotos[4], CSP[10], etc.).This is becausewe suspectthat
focusingonstateallowsfor adesignthatexhibitsmorestabilityun-
derchange.Therearesomeclassicalproblemsin concurrentsystem
design(suchastheso-calledinheritanceanomaly[13]) wheresmall
changesin thedesignresult in small changesin theabstractstate-
space,but hugechangesin thetransitionsystem.

6.3 Accessibility
An importantaspectof every language,construct,or tool is that it
is easilyaccessibleto theaveragesoftwaredeveloper. Difficulty to
comprehendan ideanot only hinderspopularity(and thusaccep-
tance)of advancedmechanisms,but alsoaddsto the time andex-
pensesfor trainingandcanbeanothersourceof errors.In mostcas-

es,companiesthatdevelopsoftwarearereluctantto take big leaps,
relyingon piecemealengineeringinstead.Thishasbeenmadeevi-
dentby theacceptanceof JavaandC++,whosepopularityis largely
basedon theassumptionthat they arecloseto C (whetherappear-
ancesaredeceiving in eithercaseis anothermatter, andlargely ir-
relevant).An examplefrom concurrentprogrammingis Linda [6],
which caneasilybeaddedto existing languages,andwhich is also
easilyunderstood.As a matterof fact,theconceptof a tuplespace
tocoordinateparallelprocesseshasbecomeextremelypopulardueto
thealmostunrivaledeasewith whichtheconceptcanbeunderstood
andused(see,for instance,theJavaSpacesvariant[19]).

Whendesigningtheuniversemodel,weconsideredthisaspectvery
carefully;wealreadyknew thatmechanismssuchasDesignbyCon-
tract1 [14], while notaspowerful asfull-fledgedspecificationmech-
anisms,have beeneasilyadoptedby programmersanddomainex-
pertsalike. In our design,we soughtto mirror the successfulele-
mentsof Designby Contract.Conceptually, our concurrency con-
straintsareverysimilartoclassinvariants.In fact,asweestablished
above,they describethecorrectbehaviour of theuniverseclasswith
respectto concurrentinteraction.In addition,theconstraintsdonot
requireunderstandingof advancedconstructs,as they are for the
mostpartformulasfrom propositionallogic,whichareeasilyunder-
stoodby mostprogrammers.We do addtheadditionalcomplexity
level of satisfiability, but expectthat theallocationof universesby
needasdefinedby theconcurrency constraintis no harderto grasp
than,say, unificationin Prolog.

6.4 Efficiency
The efficiency of a concurrentprogramminglanguageor mecha-
nism is affectedby two parameters—frequency of context switch-
esto invoke thescheduler, andthegranularityof concurrency. At
first glance,it mayappearthattheuniversemodelwould farepoor-
ly on both fronts. Whenever conditionvariableschange,consider-
ablereevaluationof concurrency constraintsmayberequired.We
observe in [2] that universeconstraintsactuallyuseonly a subset
of full propositionallogic. Moreover, whenevaluatinga universe
constraint,thevaluesof conditionvariablesarefixed. For example,
whenconsideringthefollowingclausefrompreviousexamples,only
theunderlinedpartneedsto besatisfied:

eating⇒ left_fork ∧ right_fork

Weshow in [2] thatweonly needconjunctionanddisjunction,plus
potentiallytheimplicationoperator( ⇒ ) to dealwith all suchsitu-
ations. In fact,mostof theexampleswehavemodeleddonot even
requirethelatter, andcanconvert all clausesthatareto bechecked
for satisfiabilityto disjunctive normalform prior to execution. In
thisform,satisfiabilitybecomestrivial—wesimplyfind asatisfying
assignmentto oneof thesubclauses.Computingthe closureover
many universesis slightly morecomplicated,but still requiresonly
the additionof further subclausesof the disjunctive normalform.

1Designby Contractallows for the specificationof preconditions
andpostconditionsof methodsaswell asclassinvariants,aslongas
they areexecutable.They arethencheckedat runtime. While not
aspowerful asa full specification,theaddedredundancy allowsfor
additionalerror-checkingand provided documentationthat by its
verynaturedoesnot tendto divergefrom theactualcode.



An implementationthat encodesthesesubclausesas bit-vectors
shouldbesufficientlyfast(exceptthatdistributedsystemswith high
communicationlatency will requirea moresophisticatedsolution).
We arecurrentlyextendingour implementationto validatethis hy-
pothesis.

Theissueof granularityis moreof a problem;specifically, theuni-
versemodelis not suited(for instance)to dealwith highly parallel
operationson largematrices,asit is designedaroundtheencapsu-
lation boundariesof object-orientedsystemsandshouldnot beex-
pectedto competewith algorithmsthatareoptimizedfor numerical
operations(strip-mining,etc.).

In general,it canbesaidthat theuniversemodelis designedwith
structuralandsecurityconcernsin mind,not with speed.However,
that doesnot meanthat we arewilling to sacrificeefficiency. For
“everyday”applicationssuchasweb-servers,e-commerce,andac-
countingthemodelshouldwork just fine,andit hasbeendesigned
sothatspeeddoesnot degradecomparedto othersolutions.What
the systemintentionallydoesnot do is to utilize the resourcesof
highly parallelhardware,perhapsevenwith context switchingatthe
instructionlevel.
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