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ABSTRACT

We presentheuniversemodel,anew approactio concurreng mar
agementhatisolatesconcurreng concernandrepresentthemin
themodularinterfaceof acomponent.Thisapproachimprovespro-
gramcomprehensiormodulecomposition andreliability for con
currentsystems Themodelis foundedondesignesspecifiednvari-
antpropertiesyhich declarea componens dependenciesn other
concurrentcomponents.Processchedulings thenautomatically
derived from theseinvariants. We illustratethe advantage®f this
approaclhby applyingit to arealworld example.

Categoriesand Subject Descriptors

D.1.3 [Programming Technique$: Concurrent Program
ming—parallel programming D.2.2 [Software Engineering]:
Tools and Techniques—-modulesand interfaces D.2.4 [Software
Engineering): ProgramVerification—assertioncheders, reliabil-
ity; D.3.3 [Programming Language$: LanguageConstructsand
Features—eoncurentprogrammingstructuies

General Terms
Design LanguageReliability

Keywords
DistributedandParallelSystemsReliability, SoftwareArchitecture,
Component-baseSoftwareEngineering

1. INTRODUCTION

Parallelanddistributed systemsare becomingincreasinglyimpor-
tant. Unfortunately the increasedexpressve power afforded by
the useof concurreng comesat the costof increaseccomplei-
ty. Whereasnary sequentiaprogrammindanguagesiow provide
mechanismdor detectingcommonprogrammingerrors,such as
danglingpointersand indexing problems,analogousnechanisms
for frequenterrorsin concurrensystems—suchsabsencef mu-
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tual exclusionor temporalorderingproblems—areften not avail-

able,not scalableor too difficult for the averageprogrammetto

usecorrectly In this paperwe presenta novel concurreng-man

agementnechanisnhatis easyandsimpleto use thatscalesvell

even for multi-layeredapplicationswith a complec structure,and

thatprovidesa strongguaranteef reportingerrorsthatexistimplic-

itly or explicitly in eitherthecodeor thespecificatiorof concurrent
problems.

Our approachgalledthe univeisemode] addressea fundamental
deficieny in mary existingconcurrensystemspamelythatconcur
rengy managemertendsto be hiddendeepinsideproceduratode.
While certainsynchronizatiomspectsnaybeexposedaspartof the
modularinterface(suchasdeclaringthat a procedurenasmonitor
semantics)safetyconstrainton the useof sequencesf suchser
vicesofteneithercannotbeexpressedn theinterfaceor resultin an
interfacedescriptionthatexposegoo mary implementatiordetails.
Asaresulttheimplementatiorof concurreng managemeris heav-
ily delocalized.Modulesdo notcomposeleanlyor symmetrically
andtheirusageendgorely onadhoc,resourcesrientedechniques,
makingit hardto analyzethemfor errors.

The basicideaof our alternatve approacthis to describethe inter-

actionsandresourceequirement®f an applicationon a perclass
basisusinga simplespecificationanguagebasedon propositional
logic, andsimilarin concepto the axiomsof anabstractlatatype.
The systemthenautomaticallyderivesschedulingnformationand
accesgrotectionlogic from this specification. By inferring con

currentbehavior from correctnessonditions mismatchebetween
specifiedandactualbehaior canbe automaticallyrecognizecand
reported.

Our declaratve approachaimsto achieve threeseparat®bjectives.
First, simplify the task of programcomprehensioffior concurrent
programdyy separating@ndabstractingoncurreng concerns.See
ond,enablemodularreasoningandcompositionin the presencef
concurreng. Third, usetheredundang of specifyingconcurreng
explicitly in additionto theimplicit behaior presenin the codeto
detecterrorsmorereliably.

Our approachis groundedon two core principles: partitioninga
programsdataspacento a setof disjoint subspacesndrequiring
sequentiaéxecutionwithin ary suchsubspaceWhile theseprinci-
plesaresimilarin conceptothecharacteristicsf amessaggassing
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systemwe assumerocedureall semanticeind,moreimportantly
let our specificatioanguagalefinehow thesesubspacemteract.

2. CONCURRENCY MANAGEMENT
Thecommonthemeamongall concurreng-managemerdpproach
esis to sequentializgartsof the program. Monitors, for instance,
allow only oneprocesso executewithin themonitor;messageass
ing systemassumenumberof interoperatingequentigbrocesses,
which block on synchronizingstatementsintil all participantsare
ready Unfortunatelyin all theseapproaches;ompleity increas
esdramaticallyasthe sizeof a programandtheamountof concur
reng scaleup. This sectiondiscusseshreesourcesof complexi-
ty, which our modeladdressesFirst, existing mechanismgrovide
primitivesthatmalkeit difficult to separaté¢hemanagemerf con
currengy from the underlyingcomputation.Consequentlyconcur
rentprogramsaareoftendifficult to understand2.1).Secondin ad
dition to complicatingprogramcomprehensiorthe interleaving of
theseprimitivesinto computationcode hasdeleteriouseffectson
thereusabilityof modulesvhoseimplementationsiseconcurreng
(Section2.2).Finally, this problemis particularlyacutein modules
thatprovide servicesequiringmultiple stepgSection2.3).

2.1 Interleaving Concurrencyand

Computation

Interleavingexpressethememging of two or moredistinctprogram
planswithin somecontiguougextual areaof a program[18, 17]. In

this definition,a programplanrefersto a descriptionor representa
tion of a computationastructurethathasbeenproposedo achieve

somepurposeor goalin a program[12, 16). We view the manage
mentof concurreng asone of mary plansthat contrikute to the
designof a concurrentsystem. Viewed in this light, existing ap-

proachego concurreng managemendo not supportthedirectex-

positionof suchplans. Consequentlftheconcuriencymanagement
plan tendsto be interleaved with othercomputationaplansin the
system.

Toillustratethis,webegin by discussing classicatoncurrenprob
lem: the Dining Philosophers.Textbook solutions[20, 3] usually
involve tricky resourcemanipulationgo ensuregthe atomicacquisi
tion of bothforkswhile avoiding stanation,whereashebasiccon
curreny planis straightforvard: Wheneer a philosophereats he
requiresaccesso boththefork on hisleft-handsideandthefork on
hisright-handside. In asemiformalnotationwe mightexpresghis
planasfollows:

eating left_fork O right_fork

Figurel(from[3]) illustratesamonitorbasedsolution- of thedining

philosophergproblem[20]. Obsere that our well-intentionedcon

curreny planhasbeeninterlearedwith theunderlyingcomputation
in awaythatseverelyreduceshereadabilityof thiscode.

IThis shouldnot obscurehefactthatmoresophisticatedolutions
exist [1]; however, we believe thatthe problemsdiscussedereare
symptomatiof mary approachethat—inwhateverguise—relyon
critical sectionf code. In particularit appears$o be hardto sepa
rateconcurreng controlfrom computatiorin imperative languages
without causingnterlearing or delocalizatiorproblems.

monitor Fork_Monitor
Fork: array(0..4) of Integer range 0..2:=(others=>2);
OK_to_eat: array(0..4) of Condition;

procedure Take_Fork(l: Integer) is

begin
if (Fork(i) /= 2 then Wait(OK_to_Eat(l)); end if;
Fork((1+1) mod 5) := Fork((I+1) mod 5)-1;
Fork((l-1) mod 5) := Fork((l-1) mod 5)-1;

end Take_Fork;

procedure Release_Fork(l:Integer) is
begin
Fork(l+1) mod 5) := Fork((I+1) mod 5)+1;
Fork(l-1) mod 5) := Fork((I-1) mod 5)+1;
if Fork((1+1) mod 5)=2 then
Signal(Ok_to_Eat((I+1) mod 5);
end if;
if Fork((I-1) mod 5)=2 then
Signal(Ok_to_Eat((l-1) mod 5);
end if;
end Release_Fork;

end Fork_Monitor;

Figurel: Dining Philosophersusing Monitors

The operationghatimplementpicking up andreleasinga fork are
placedinsidea monitor, which guaranteethatonly oneprocesst

a time can executethe code. Unfortunately becausehe concur

reng planrequirestwo objectsto be acquiredwe mustinterleave

knowledgeof the objecttopology—namelythe circular organiza

tion of philosophersindforks—in orderto correctlyimplementhe
plan. Suchaninterleaving fails to capturethe essencef the prob

lem. Moreover, the concurreng managementletails have been
memgedwith the programcodein a way that makesit closeto im-

possiblaoidentify concurreninteraction.lt wouldbeverydifficult,

for example for someoneainfamiliarwith the problemto derive the
simpledeclaratve specificatiorof the concurreng planby reading
thecode. Insteadbf abstractingndseparatinghisinformation the
monitorbasedsolutiondelocalizest.

A sideeffect of thisinterleasing is a lossof reliability. Codesuch
asthatin Figurelis hardto verify, andthe effect of changess not
alwaysapparent.The solutionin Figure1l hasno mechanismo in-
dicatewhetheror nottheprogramachievespropemutualexclusion.
In fact,moving theprocedure$o take forksandto releasdorksout-
sidethismonitormayappeato work justaswell. Theproblemwill

gounnoticeduntil araceconditionoccurs.

2.2 Effect on Modularity

Theinterleaving of concurreng and computationplansalsohasa
deleteriouseffect on the composabilityof moduleswhoseimple-
mentationaiseconcurreng primitives. We cannotjust plug mod
ulestogetherandassumehatconcurreninteractionwill work cor-
rectly. Thiscompositionproblemis particularlyacutein hierarchi
cal systemswherethe needto specifyprocessnteractioncaneasi
ly compromiseéhedataabstractiorof amodulesinterface. For in-
stancesupposdwo processef1 andP2 (Figure2) access com
mon databas® throughseparatdrontendsA andB. To male the
databaseisiblein theinterfacef AandB wouldviolatetheprinci
pleof informationhiding: Theirinterfaceto moduleD shouldnotbe
visibletotheimplementationsf P1andP2. Butif thedatabasésn’t
madevisible,nonatomictransactiondy P1andP2 couldinterfere
with oneanother



P1| | P2 |

Figure2: A Modularity Problem

2.3 Multi-Step Transactions

A multissteptransactionis a sequencef serviceinvocationsby
andamongnultiple objectso performsometask. We usetheword
transactiorto suggesthat the sequencahouldeitherrun to com
pletion or not at all; thatis, we wantto remove from concernary
sequencéhatis interruptedor interleavedby servicerequestérom
otherconcurrenprocesses.

Many languageguardtransactionsvith a mechanisnfor syntiro-
nizingaccesso anobjectfor thedurationof suchatransaction.To
understandchow this works, considerthe following fragmentof
pseudocode:

synchronizedobdo
if ob.querythen
ob.action
end
end

The synchronized  statementirectsthe runtime systemto ex-
ecutethe entireblock of statementatomicallywith respecto ob.
Consequentlythe processmay perform a multi-step transaction
withoutconcerrfor interleavredinvocationgrom other(concurrent)
processes.

Unfortunatelythe properuseof sucha featurecannotbe checled
by a compilerand so requiresdesignerdisciplineto usecorrectly
Considerfor examplethattheprogrammeforgotto encapsulatthe
block of statementssidethesynchroni zed ob do ...end con
struct. Theprogramwould compilewithout error, andtheomission
might go undetectedor mary runsuntil someunfortunatetiming
sequenciadgo anundesiredchedulingf processesA compiler
cannotdeterminethe needfor synchronized  blocksbecauséhe
modularinterfaceto ob doesnot containinformationfrom which
transactionsequencesgi.e., sequentialnecessity)can be derived.
With atraditionalmodularinterface the specificatiorof transaction
necessitys hiddeninsidetheproceduraimplementation;atherthan
beingpartof a publically availableinterface. Moreover, the useof
featuredik e synchronized  violatesthe principle of information
hiding: Information aboutthe implementationof ob mustbe ex-
posedn orderfor clientsto useit correctly

Featuresuchassynchronized  aresymptomaticof the general

ly poor supportthat modernmainstreanprogramminglanguages
provide for informationhidingin thepresencef concurreng. The
moduleinterfaceof ob lists a setof serviceswith no hint of con
straintsonthesequencef invocationof theseservices Becausén-
terfacesusuallydo not represensequencingonstraintsthereis no
wayfor acompilerto detectheabsencef asynchronizedtatement
or to enforcethe propersequencingtruntime. However, to avoid
anerror,aprogrammemustknow to guardasequencef ob-service
invocationssuchasthat shown in the statemenblock, from inter-
leavedob callsby otherconcurrenprocesses.

3. UNIVERSE MODEL

Our universe modeladdresseesachof the problemsraisedin see
tion 2. In this model,concurrentprocessesun in isolationanddo
not engagen interprocessynchronization.Insteadgeachprocess
is dynamicallyassembledrom singlethreadedobject sets,called
universes In lieu of interprocesssynchronizationan underlying
runtime schedulemigratesuniverseamongdifferentprocesseac
cordingto designerconstraints.This procesof dynamicassembly
allowsthecreationof composableoncurrensystems.

3.1 Objects,UniversesProcessesand Realms
A universeis a setof objects. Every objectin the systembelongs
to exactlyoneuniverse.Conceptuallyuniversegpartitiontheglobal
dataspaceinto a setof local dataspaces.Eachuniversehostsa
processandno universemayhostmorethanoneprocessatatime.
A processhatis hostedby a universeis saidto ownthe universé.
In our model,it is illegal for codethatis runningin a process to
accessinobjectin auniversethatis notownedby P. Suchanaccess
resultsin arun-timeexception.

Therealmof aprocesss thesetof universeghattheprocesowns.
Realmamaygrow or shrinkduringthelifetime of theprocess.The
allocationof universesto processes—thas, the manipulationof
procesgealms—ismanagedy an underlyingruntime scheduler
which migratesuniversesamongprocesses orderto satisfyrealm
constaints Briefly, realm constraintsmplicitly specifythe setof
universeghataprocessnustown in orderto continueexecution. If
therealmconstraintof proces$ includesa universethatis part of
anotherprocesstealm,then P blocks until the universebecomes
available. Deadlockoccursif thereis a cycle of processesgach
blocked andwaiting for the next processn the cycle to releasea
universe.Realmconstraint@recomputeddynamicallyfrom speci
ficationsthataredefinedby thedesignefor eachuniverse(SeeSee
tion 3.2).

It isimportantto notethatthereis adifferencebetweeraprocessac
cessinga universe(say througha functioncall),andowningit. For
aprocess to legally access universeu, P mustown u. If P does
not own u, but codein P triesto accessl, thena runtimeexception
will beraised.Ontheotherhand,f P doesnotown u, but therealm
constrainbf P includesy, thenP will block until suchtimeasu can
be addedto therealmof P. Obsenre that acquiringa universenev-
er resultsin aruntimeerror (aslong asit doesnt causedeadlock).

Iror the purposeof our definition,a processs a threadof control
operatingon somedata. We assumen particularthata processas
nosub-processes.



Theseconditiongyuarante¢éhatthedataspacesf ary two processes
cannotverlap. Consequentlyvethink of programsn theuniverse
modelasa setof mostlyindependensequentiaprocesses.

3.2 ConcurrencyConstraints

Realmconstraintsywhich areusedby theruntime scheduleto mi-

grateuniverseamonglifferentprocessesrecomputedlynamical

ly from simplerconstraintgalleduniverseinvariants Eachuniverse
isaccompaniebly aninvariantspecificationywhichis aproposition

alformulathatspecifiegsheuniversesaccesslependenciesn other
universes.Atomic propositionsn theseformulaecanbeoneof the
following:

— A boolearvariable(alsocalleda conditionvariable).

— Auniversevariable.

Conditionvariablesareusedby programmer$o encodecertainob-

senablestatef a computation.Designershouldidentify condk

tion variableghatpreciselydescribeheconditionsunderwhichthe
universerequiresaccess$o otheruniverses.

In the dining philosophergxample we identifieda conditionvari-
ablecalledeating which whentrue impliesan accesslependeng
ontwo otheruniversegleft_forkandright_fork). We specifysuchan
invariantasfollows:

eating left_fork Oright_fork

This saysthat wheneer the philosopheris eating,he requiresac

cessto the two universeseferencedy the variabledeft_fork and
right_fork. As long aseatingis false the philosopherdoesnot re-

quire accesgo universedeft_fork andright_fork But assoonas
eatingbecomedrue, bothleft_forkandright_fork mustbe truefor

theentireformulato betrue. Consequentljtheprocessnustacquire
bothuniverseseforeit canproceed.

Whenreferencedvithin arealmconstrainta universevariableeval-
uatedotrueif andonlyif theuniversésamembeiof therealm. Ba-
sically, u is a shortcutfor a pseudoexpressioru.is_available Note
thatuniverseinvariantspecificationsrenot subjectto the sameac
cesgestrictionsaasprocessesUnlike a processa universeinvariant
canreferenceheconditionvariablesrom ary universe. Thisis be
causelike garbagecollectors[11], the underlyingsynchronization
engine which evaluatesheseconstraintsyorkstransparentlyand
canassume globally consistentview.

3.3 Semantics: Scheduling= Satisfiability

We now describehe semantidnterpretatiorof universeinvariants
andtheconstructiorof realmconstraints.Obserethatin acorrect
scheduletheinvariantsof eachuniversen therealmof eachprocess
mustbesimultaneouslgatisfied.Usingthisobsenation,wedevised
analgorithmfor computingtherealmof aprocesslynamically Es
sentially a realmincludesa minimal setof universessuchthatthe
conjunctionof all the universeinvariantsis true. We call this con
junctionof universeinvariantsherealmconstaint.

Our run-timesystembaseschedulingon the satishictionof realm
constraintsallowing a procesgo proceednly if progressioesnot
violatecorrectnessMore precisely:

— If theconstraintof therealmof a processs forever unsatisfi
able thentheprogramisincorrect. Thisconditionresultsither

from adeadloclor a constrainthatis inherentlyunsatisfiable.

If the constraintof the realmof a processs currently satisft
able thenthe processnay proceed.Theruntime systemwill
allow the processallocatethe requireduniversesandthento
continueexecution.

If theconstrainof therealmof a processs currentlyunsatis
fiable thenthe processannotproceed. The runtime system
blocksthe procesgrom runninguntil the constraintagainbe-
comessatisfiable.

To illustrate this decisionprocessat work, considerthe familiar
producer/consumeaxample. Theconsumeuniversewill have the
following invariant:

readingd queuehas_datall queue

Here, reading and queuehas_dataare both condition variables,
queualenoteshequeueauniverse. Theformulaenforceghefollow-
ing behavior: While readingis false nothingis required.However,
if readingbecomedgrue, thenbothqueuehas_dataandqueuehave
tobecomeruefor theprocesso proceed.In particularthisenforces
idle waiting (blockinguntil thequeuecontaindatathatcanberead)
andalsoacquireshequeueuniverse.So,assoonastheprocespro-
ceedst knowsthatit hasaccesso thequeueandthatthequeuehas
datafor it to read.

Obserne that with this constraintin place,the following codeis
correct:

if queue.has_dathen
item := queue.head
queue.remee

end

Becausedhe systemguaranteethe invarianceof the constraintas
soonastheconditionreadingistrue theabore codeis automatically
correct. If we madea mistale in specifyingthe universeinvariant,
thenwe would geta runtimeerrorassoonaswe tried to accessan
objectoutsidethe currentrealm.

Unfortunatelyunlike deadlocksstanationis nota correctnesson
dition thatcanbebe expressedn termsof universeconstraints.|f
theschedulewereto notconsidethepossibility acorrectprogram
could still exhibit stanation problems. As a result,the scheduler
needgo implementanalgorithmsuchasthe onedescribedn [7] to
handletheacquisitionof multiple locksfairly.

4. CONCURRENCY AND
COMPOSABILITY

Theuniversemodelenrichesnoduleinterfaceswith constraintshat
relatetheavailability of aserviceto thestatusof theobjectthatpro-
videsthe service. At runtime, a realmwill only containunivers
essuchthatthe conjunctionof constraintdor eachuniversein the
realmistrue. Theruntimesystemmigratesuniverseamongealms
in orderto satisfytheseconstraints.Consequentlythe constraints
implicitly describaheallowablesequencingf servicesandthey do
soin awaythatis dynamicallyextensible. Thissectiordescribeshe
needfor the dynamicinterpretationof sequencingonstraintsand
illustrateshow the universemodelaccommodatethis need.



Dynamic derivation of moduleservice sequencingconstraintsis
importantbecausehe information may not be staticallyderivable
withoutviolating the principle of informationhiding Considerfor
example thefollowing case:ob requireexclusiveaccesso another
objectcache to properlycompletebothquery() andaction()
Furthermorethis cacheobjectis alsoaccessebly otherobjectsand
couldbechangedetweerthecallsof query() andaction() .If
clientsof ob areunawvareof this dependenyg thenthereis no way
to know thatcache mustbe locked for the durationof the trans
action.

To inform clientsof sucha dependengin atraditionalmodulein-
terfacerequiresxposingimplementatiordependeninformationto
clientprograms—aiolation of theprincipleof informationhiding.
Ontheotherhand,if thisinformationis buriedinsidethebodyof a
procedurethenclientprogramswill beunawareof thedependeng
Theuniversemodelmakeswhatwe believeis areasonableompre
misebetweerthe separatiorof concernaffordedby traditionalin-
formationhiding andthe designproblemshatariseby extendinga
modulesinterfacewith statusandserviceeonstraininformationin
anadhocway. Specifically:

1. Concurreng constraintsare analogousto class invariants:
They areminimaldescription®f correctbehaior of acompe
nent;and

2. Realmcomputationis performedransitvely—asa closureof

universes—basedn the needto satisfy universeconstraints.

After performingthis closure a realmwill includeall the uni-
verseghatthe processnustaccesgor thecurrenttransaction.

To understandhow thesefeaturesaccommodatdynamicextension
withoutcompromisinghebenefitsof separatiorf concernsiecall
the dining philosophersexample. The universe constraintfor a
singlephilosopheisimply states:

eating left_fork O right_fork

No mention is made about ary details regarding the universes
left_fork andright_fork. The philosopheruniversedoesnot need
this informationto function properly Of coursetheleft_fork uni
versemayincludeareferencdo adishuniverse pr others.But this
isnondocalinformation andthephilosopheuniversedoesnotneed
to know aboutit. It will, however, still resultin dishbeingincluded
in therealmof the processvhennecessary

Of coursegenrichingamodularinterfacewith semantiénformation
placesconstraintson the runtime system. But concurreng con
straintsare abstractand declaratve, an improvementover having
conceteimplementatiordetailsexposed.Furthermorein mostcas
esothercomponentsrenot goingto evenrely ontheseconstraints;
aswith clasdnvariantstheiruseis mainlyinternalaswell astoguide
the schedulingalgorithm. Concurreng constraintsadda semantic
“glue” thatallowsusto connectuniversedransparentlywithout ex-
posingmoreinformationthannecessary

5. CASESTUDY

In thissectionwediscussspecificconcurrensystem:auniversity-
enrolimentsener for useby studentandinstructors.While some
what simplified, it is still sufficiently complex to illustratethe via-
bility of ourapproachSections.1discussethestructureof theim-

plementation.Section5.2 usesthe exampleto explain the abstract
conceptérom sectior3.Finally, Sectiorb.3shavshaw composition
is supportedn our example.

5.1 Enrollment Example

Our examplefocuseson the part of the enrollmentsystemthat al-
lows studentsto log in and enroll in or drop a course. Univers
esare objectscreatedasinstanceof a class,which mustbe de-
rived from the systemclassUNIVERSE. Our example usessev-
eral universe classes:LOGIN handlesthe login process;STU-
DENT_TRANSACTIONS controls enrollmentor droppingon a
perstudentbasis;and COURSEIs an abstractclasswhose sub-
classesccessourserelateddata suchasnumberof studentsn the
course.Theexamplealsorequiredwo auxiliaryclassesAUTHEN-
TICATION to managepassverds;and ACCOUNTINGto process
billing andregistrationholds.

The universeclassLOGIN handlesthe login and authentication
process.Initially, eachprocessowns a distinct LOGIN universe
andnothingelse. Thefollowing is partof classLOGIN’sinterface
(without methodsandunimportantattributes).

classLOGIN < UNIVERSEis
student: STUDENT_TRANSACTION;
authenticationAUTHENTICATION;
logging_in: BOOLEAN;

concurrency
logging_in O authentication
=logging_in 0O student

end

ThisdeclareslassLOGIN asa subclas®f UNIVERSE! By inher
iting from UNIVERSE,we bothacquirethe concurreng toolspro-
vided asmethoddy thatclassanddeclarethe classto be of atype
that allows instancego be assignedo a universevariable. Login
connectdo two otheruniverses.A studentuniversethat refersto
theuniversethatholdsthe dataof the studentthatloggedin; anda
centralauthenticatiomniversethatholdsall thepassverdsandother
dataneededo verify theauthenticityof thelogin.

Naturally we requireaccesso theauthenticatiomniverseonly dur-
ing thelogin processandaccesgo the studentuniverseonly once
we're donewith the login process.At somepoint, the following
statementwill beexecuted:

logging_in := false
atwhich point,thesystemwill continueto processhestudent.

For brevity, we do notincludedetailsof theauthenticatiorprocess,
which is unrelatedto the topic of this paper However, the STU-
DENT_TRANSACTION universeclassprovesto be more inter-
esting:

classSTUDENT_TRANSACTION<UNIVERSEis
added_courseropped_courseCOURSE;
accounting:ACCOUNTING;
swappingdropping,adding: BOOLEAN;

Tourinheritancenotationis a hybrid of Sathe{15] andEiffel [14].



concurrency
swapping droppingd dropped_couse
swappingdaddingd added_couwse
swapping adding 0 droppingd accounting
end

Obsenethatvariousconditionscanrequiretheinclusionof acourse
universe.Both swappinganddroppinga courserequirethatwe dis-

enroll the studentfrom a certaincourse;likewise, both swapping
andaddingacourserequirethatthestudenbeenrolledfurthermore,
whenswappingcoursesthisshouldall occuratomically Theabove

conditiongake careof this. Finally, checkingandupdatingaccount

inginformation(suchasholds)will benecessargspartof thesame
transactionno matterwhatthetransactions.

It is importantto notethattheimplementatiomeedsa constructo
simultaneouslgassigrvaluegoseveralvariablesatonce.Weassume
thatthelanguageprovidesa multi-assignmentacility, suchas:

swappingdropping adding := true, false false

A multi-assignmenprimitive is necessarySimulatingit with ase
guenceof singleassignmenstatementa/ould resultin unnecessary
callsto thescheduleandmight causedeadlock.

Next, we considerhow to accesghe course. For the purposeof
enrolling,the courseand all of its prerequisitecoursesnustbe ac
quiredatomically Otherwisejf thereweremorethanoneprereq
uisite,two concurrenenrolimentoperationsnight acquireonepre
requisiteeachanddeadlockafterwardswhile trying to acquirethe
otherprerequisitésedigure3—course.hasacquirecprerequisitd,
course2 hasacquiredprerequisite, but neithercanaccessheother
one).Ontheotherhand,droppinga courserequiresonly the course
objectitself andnottheprerequisitesin ordertoaccommodatboth
of thesausesyewill usefront-endobjectsto accesacoursenbject.
Thesefront-endclasseslerived from the sameabstractlassasthe
courseshemseles but with theadditionallogic to handleprerequi
sites.

Whenthe useris droppinga coursethereis no needto checkpre
requisites.Thefront-endin thiscasewill beasimpleuniverseobject
thatdeleggatesall operationgo therealcourseobject. Sucha dele
gateis declarechsfollows:

classSTANDALONE_FRONTEND< COURSEis
real_courseCOURSE;

concurrency
real_couse

end

For otherpurposessuchasenrollingin acourseor swappingcours
es, the front-end must alsoreferencehe prerequisites.Moreover,
all of theprerequisitesustbeacquiredn oneatomicaction asdis-
cussedibove. Thisis accomplishedsfollows:

classENROLLMENT_FRONTEND< COURSEis
real_courseCOURSE;
prerequisitelprerequisite2COURSE;
prerequisitesINTEGER?

IFor the purposeof this paper we keepthe notationsimple and

Prereq. |<___
1 RN

Course Course
1 2

T Prereq.
.
2

Figure3: A DeadlockSituation

concurrency
real_couse
prerequisites> 1 [1 prerequisitd;
prerequisites> 2 [ prerequisite;
end

For instancejf coursecse8l4requireshoth cse470andmth472as
prerequisitesthen the correspondingrariableswould hold refer
encedo thesecoursesandprerequisites= 2.

5.2 SteppingThrougha SampleTransaction

Figure 4 shawvs us a snapshotof the systemin progress. Two
students—Aliceand Bob—arecurrently loggedin. Alice is en
rolling in cse814while Bobis trying to dropthe samecourse. Two
differentprocessesre operating: Oneoriginatesin the login uni-
versefor Alice; whereasheotheroriginatesn thelogin universefor
Bob. Thedashedinessurroundherealmfor eachprocess.

Consider Alice’s process. We are past authentication, so
logging_in= false The studentvariablerefersto Alice’s student
universe.Becausd\lice isin theproces®f enrollingin cse814we

arereferencingooth the accountingsubsystenandthe enrollment
frontendfor thecoursadtself,andaccordingo theconcurreng con

straints,both universesareincludedin our realm. The enroliment
frontendfor cse814in turn, requiresthe courseandits two prereq

uisites.

Bob'sprocesss currentlyblocked,waitingfor Alice’sprocesgo re-
leasethe accountinguniverseandcse814If Bob’s processvereto
proceedacallwouldbemadeto amethodoutsidethecurrentrealm,
resultingin aruntimeerror. Signalinga runtimeerroris necessary
sinceotherwiseboth Alice’s and Bob’s processwould simultane
ouslyoperateon the cse814universe with possiblydisastrouson
sequencesAs soonasAlice finishesenrollingin cse814the vari-
ableaddingin herstudenuniversewill becomdalse. Thevariables
dropping and swappingwere hithertofalsearyway. Consequent
ly, theaccountinguniverseandcse814ecomeavailable. Because
the scheduleiinterceptshe assignmento adding it knows to try
to scheduléBob’s processgain. At this point,boththe Accounting
Subsysterandcse814will becomepartof therealmof Bob's pro-
cess.Theprerequisiteoursespntheotherhand will remainavail-
ablefor otheroperations.

donotincludetheforall andexistsoperatorghatcanexpresscon
straintsover lists of universes.As an unfortunateside effect, this
limits usto afinite numberof prerequisites.
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Dependingn theplannedaction,we needaccesso eithera course
tobedroppedacourseo beaddedor both. In particularwheneer

a studentplansto drop one courseand enroll for anotherinstead,
thenthistransactiomeeddo beatomic—otherwisa studentmight

drop one course,be unableto enroll for the substitute,and also
unableto re-enrolifor theoriginal course.

The simple assignmenswapping:= true will thenguaranteghat
thetransactiorcleanlytakesplace,becausehis will automatically
ensurethat both the courseto be droppedandthe oneto be added
will beacquiredsimultaneously

SomeclassessuchasEnrollCSE814relayconcurreng constraints.
We anticipatethatrelayuniveiseswill becomeacommonprogram
mingidiom in thismodel. Consideffor instancethatcoursecse814
alwaysrequiredboth coursecse470andmth472 Thenthe concur
reng/ constrainfor cse814would containthefollowing clause:

cse4700 mth472

No processormallyoriginatesn cse814lt is usuallyonly required
whenastudenis addingor droppingacoursepr aninstructormod
ifying courseinformation. However, enrollmentin cse8l4equires
checkingthat the studenthastaken both cse470and mth742 So,
wheneer universecse814is acquiredthenits concurreng con
straintmustbe satisfiedthusforcing inclusionof both cse470and
mth472 Of coursethis procesds appliedtransitively for the con
currengy constraint®f theprerequisiteourseantil all of themare

included.

Unfortunately this makes somesimplifying assumptions For in-

stancejt assumeshatthe prerequisitaelationis fixed. Changing
prerequisitesequiresecompilingtheprogram.Similarly, dropping
doesnotrequirethelocking of all dependentiniverses.Sucha sit-

uationcanstill be handledof course but we may needauxiliary
codeto avoid deadlock.Thisis why we includedspecificauxiliary

“frontend” universedo dealwith this case.The generaideaof re-

layinginclusionrequirementsemainghesamepf courseascanbe
seenin eitherof thefrontenduniverses.

5.3 Compositionin the Enrollment Example

Theexampleillustrateshow we manageoncurreng in thepresence
of complec setsof universeswith simple,olbviousandcompletely
localizedconcurreng constraints Thefrontenduniversefor cse814
illustrateshow the schedulingmechanisntranscend$ayerswhile
still maintainingnformationhiding. If welook atboththeclassin-
terfaceandthe diagramwe noticethatthe studentuniversedoesnt
havetorely onary datarelatedto cse814all of thatis encapsulated
in thefrontend.

Whilethisin itself would notbeverysurprisingfor asequentiasys
tem, maintainingthis transparengin the presencef concurreng
hasbeenshavnto betrickier. Obsenethataprogrammeusingour
modelneednot be concernedvith locking objectsin theright or-
der Shesimply specifiegelationsbetweerrelatedobjectsandthe



schedulingnechanisnwill computethe closureof all of them,de
rivingtheglobalpredicateéhatdescribesursetof componentfom
purelylocalinformation.

A monitorbasedsolution would be much more complicated. As
weobseredin section2.3,wewould haveto exposeanundesirable
amountof informationaboutthe componentivolvedin thetrans
action. InthisparticularexampletheSTUDENT_TRANSACTION
classwould have to beinformedaboutall the prerequisitesA way
aroundthis would be to includea multi-objectlocking mechanism
in the enrolimentfrontend—thisway we would be gettingalmost
thesameresults.Wewould thenenclosegheenrolimentransaction
in callsthatlock andunlockthis setof objects. However, this still
would not dealwith our needto acquirea lock on the accounting
systemat the sametime, andit would not accommodatadditional
layers. Theonebig advantageof theuniversemodelwith respecto
theseproblemds thatwe candescribéheentire setof components,
nomatterhow largeandinvolvedwith justasetof fully local pred
icates.

6. DISCUSSIONAND RELATED WORK
We now discussour modelin relationto othersbasedon a number
of criteriafor evaluatingthe efficag/ of aconcurreng mechanism.

6.1 Security

A languageis deemedsecureif common programmingerrors
arecheaplydetectablet run time and not allowed to give rise to
machinedependengeffects,which areinexplicablein termsof the
languageitself [9]. Thereare mary imperatve languagesn use
without a secureconcurreng mechanism.Java in particularhas
beencriticized [5] for the limited safetyof its native concurrenyg
mechanismbut someothersdo notevenhavetheluxury of anexist-
ing implementatiorof concurreng (e. g., Eiffel).

Securityrequiresa certain degree of redundang. For example,
whereaghe upperboundof anarrayis not requiredto performan
indexing operation;the additionalinformation provided by array
boundsallowsfor checkingthevalidatyof anoperatioratruntime.
In somecaseserrorscanbe detectedat compiletime; specifically
most statically typed languagewill allow you to eliminatemost
typeerrorsat compiletime, dueto the additionalinformationintro-
ducedby thetypesystem.

Themainproblemthatary concurrenimperatve languagdacess
toascertainhatmutualexclusionworksproperly Andwhilethereis
noshortagef approachethatreplacehebasicconcurreng mech
anismsof old with moresophisticated/ariants few of themintro-
ducethenecessaryedundang thatcanaid in thediscovery of shar
ing violations. Oneapproactis the SCOOPmechanisndescribed
in [14], whichrequireghatanobjectbelongingo adifferentprocess
belockedbeforeit canbeaccessedHowever, thisrequiremenonly
worksfor transactionsontainedwithin a singlemethodjit fails for
hierarchicalystemsand compositetransactionshat arenot local
izedwithin a singlemethod. Synchronizer$8] allow the program
merto attachconstraint$o methodsbut thereis noguaranteéor the
constraintgo be exhaustve. While not aseasilyfoiled astradition
al monitorsiit is still fairly easyfor undesiregrocessnteractionto
occut

The universemodelis fairly uniquein thatit providesanunprece
dentecamountof redundang. Conceptuallyit isverysimilartothe
checkingof arraybounds. The concurreng constraintsndirectly
describehesetof universegandthusobjects)a processs allowed
to accesgustasarrayboundsdescribehe setof memorycellsthat
theindexing operationmay access Any accesdeyondthebounds
of thissetcanthenbetrappedandturnedinto aruntimeerror. This
usuallyhappengor oneof two reasonsEithertheprocessaccesses
anobjectthatit doesnot require. In this casethe codeitself is at
fault. Or the processiccesseanobjectthatit needshput whichac
cordingto the concurreng constraints not available. In this case,
thespecificatioris wrong.

6.2 Separationof Concurrencyand

Computation
It is desirable—especiallpr thedesignof largesystems—t@epa
ratethepurecomputationapartsof asystenfrom thepartsthatcon
trol concurreninteractionjdeallyin awaythatdoesothinderpow-
erorexpressvenes§l]. Computatiorandconcurreng specifications
shouldbeexpressiblen theirown notationsandthey shouldbeeas
ily composedWeview thisasaclassianulti-paradignspecification
problem([21]. In thisview, partialspecificationganbe composedf
thereis someshared/ocalulary (usuallyasetof commorvariables)
usingwhichonepartialspecificatiormayinfluenceor beinfluenced
by another[22]. In theuniversemodel thissharedvocahularyis the
setof conditionvariablef all of theuniversesn asystem.In other
approachesnostnotablycoordinationanguageshesharedrocab
ularyis implementedy othermeans.We believe thatthe universe
modelfaresettemwith regardto theinterlearingof computatiorand
concurreng thandotheseotherapproaches.

Oneof theolderandmorepopularapproachet modelingconcur
rentinteraction(especiallyin distributed heterogeneousystemsjs
the Linda model[6]. Linda primitivescanbe addedeasilyto most
existing languages.However, we also obsene somedravbacks.
Considetthefollowingimplementatiohof theDining Philosophers
problem:

void philosopher(int i)
{
for (;;)
{
think();
in_and(("fork", i), ("fork", (i+1)%5);
eat();
out("fork", i);
out("fork", (i+1)%5);
}
}

This is superficiallysimilar to an equivalentdesignusingthe uni-
versemodel:

1Traditionally Lindadoesnt haveaprimitivelikein_andtodescribe
the atomic acquisitionof multiple tuples. We useit to make the
examplemorecompaciandmoreeasilyunderstandable.



loop
think;
eating:=true;
eat;
eating:=false;
end

concurrency
eating left_fork Oright_fork

However, therearealsoa few critical differences.In particulay the
abstractdescriptve assignmentt eatingbecomesxplicit concur
reng/ controlstatement@ Linda,andmoreimportantly they refer
toimplementatiordetailsregardingthetopologyof forksratherthan
theabstracstatusof thecomputatior(i.e.,thinkingvs. eating) This
resultsin aninterleaving of computationand concurreng control
statementsvhich appearso befairly typical of approachethatop-
eratevia a sharedblackboardor tuplespace An obvious concern
is that this interleaving—driving the computationby changego a
centraldatastructure—mightesultin maintenanc@roblemsnso
far aschangeso the computationapart might requireconcomitant
changesn the part that controlsconcurrentinteraction,and vice
versa.

By contrastconditionvariablesdo not referto a universesimple-
mentationdetails,but insteadrefer to the abstractstateof a uni-
versescomputationywhichis oftenpartof theuniversesfunctional
specification.Here,we distinguishthe concetestateof a universe
from theabstract state which is a moreconciserepresentatiothat
corveys the computationstatusin order for an external agentto
properlycoordinatexecutionwith otheruniverses. By usingcondi
tion variableso encodehe abstracstate assignmentto condition
variablesannouncehangesn the concurreng statusof a compu

tationusinga sharedrocahularywith theconcurreng specification.

While possiblyunnecessarfpr theactualcomputationtheveryfact
that conditionvariablesshoulddescribethe abstracstatemakesit
easyto addthemto existing code. By andlarge,we canevenaug
mentcodein thiswaywithoutbeingawareof how concurreng con
straintsdeal with them. Corversely concurreng constraintsely
solely on the abstracistateencodedn conditionvariableswithout
requiringdetailsof theimplementation.Theabstracttatetherefore
functionsasaninsulatinglayerthatseparatesomputatiorandcon
curreng control.

It shouldbe notedthatunlike mary otherapproachesye choseto

abstracbut the state but not the transitionsbetweerstategasop-

posedto Lotos[4], CSP[10], etc.).Thisis becausave suspecthat
focusingon stateallowsfor adesignthatexhibits morestability un-

derchange.Therearesomeclassicaproblemsn concurrensystem
design(suchastheso-<alledinheritanceanomaly{13]) wheresmall
changesn the designresultin smallchangesn the abstractstate-
spacebut hugechangedn thetransitionsystem.

6.3 Accessibility

An importantaspecif every languageconstructor tool is that it
is easilyaccessibl¢o the averagesoftwaredeveloper Difficulty to
comprehendan ideanot only hinderspopularity (and thusaccep
tance)of advancedmechanismdyut alsoaddsto the time and ex-
pensegor trainingandcanbeanothersourceof errors.In mostcas

es,companieshatdevelop softwarearereluctantto take big leaps,
relying on piecemeaéngineeringnstead. This hasbeenmadeevi-
dentby theacceptancef JavaandC++,whosepopularityis largely
basedon the assumptiorthat they arecloseto C (whetherappear
ancesaredeceving in eithercaseis anothematter andlargely ir-
relevant).An examplefrom concurrentprogrammings Linda [6],
which caneasilybe addedto existing languagesandwhich s also
easilyunderstood As a matterof fact,the conceptof atuplespace
tocoordinatgarallelprocesselsashecomextremelypopulardueto
thealmostunrivaledeasewith whichtheconceptanbeunderstood
andused(seefor instancethe JasaSpacesariant[19]).

Whendesigningheuniversemodel we consideredhis aspectery
carefully;wealreadyknew thatmechanismsuchasDesignby Con
tract [14], while not aspowerful asfull-fledgedspecificatiormech
anismshave beeneasilyadoptedoy programmersanddomainex-
pertsalike. In our design,we soughtto mirror the successfuele
mentsof Designby Contract. Conceptuallyour concurreng con
straintsareverysimilarto classgnvariants.In fact,aswe established
above,they describahecorrectbehaiour of theuniverseclasswith
respecto concurrentnteraction.In addition,the constraintglo not
requireunderstandingf adwancedconstructsasthey arefor the
mostpartformulasfrom propositionalogic, which areeasilyunder
stoodby mostprogrammersWe do addthe additionalcompleity
level of satisfiability but expectthatthe allocationof universesy
needasdefinedby the concurreng constraintis no harderto grasp
than,say unificationin Prolog.

6.4 Efficiency

The efficieng/ of a concurrentprogramminglanguageor mecha

nismis affectedby two parameters—frequepof context switch

esto invoke the schedulerandthe granularityof concurrenyg. At

first glancejt mayappeathatthe universemodelwould farepoor

ly on bothfronts. Whenever conditionvariableschangegonsider

ablereevaluationof concurreng constraintsnay be required. We

obsere in [2] that universeconstraintsactually useonly a subset
of full propositionallogic. Moreover, whenevaluatinga universe
constraintthevaluesof conditionvariablesarefixed. For example,
whenconsideringhefollowing clausdrom previousexamplespnly

theunderlinecpbartneeddo be satisfied:

eatingd left_fork Oright_fork

We shaow in [2] thatwe only needconjunctionanddisjunction,plus
potentiallytheimplicationoperator( O ) to dealwith all suchsitu-

ations. In fact,mostof the examplesve have modeleddo not even
requirethelatter, andcancorvert all clauseghatareto be checled
for satisfiabilityto disjunctive normalform prior to execution. In

thisform, satisfiabilitybecomesrivial—we simplyfind a satisfying
assignmento oneof the subclausesComputingthe closureover
mary universess slightly morecomplicatedbut still requiresonly
the additionof further subclausesf the disjunctive normalform.

1Design by Contractallows for the specificationof preconditions
andpostcondition®f methodsaswell asclassnvariantsaslongas
they areexecutable.They arethenchecledat runtime. While not
aspowerful asafull specificationtheaddedredundang allowsfor
additionalerrorcheckingand provided documentatiorthat by its
very naturedoesnot tendto divergefrom theactualcode.



An implementationthat encodesthesesubclausess bit-vectors
shouldbesufficientlyfast(exceptthatdistributedsystemsvith high

communicatiorateny will requirea moresophisticatedolution).
We arecurrentlyextendingour implementatiorto validatethis hy-

pothesis.

Theissueof granularityis moreof a problem;specifically theuni
versemodelis not suited(for instance}o dealwith highly parallel
operationon large matricesasit is designedaroundthe encapsu
lation boundarie®f objectorientedsystemsandshouldnot be ex-
pectedo competeawith algorithmsthatareoptimizedfor numerical
operationgstrip-mining, etc.).

In generaljt canbe saidthatthe universemodelis designedwith
structuralandsecurityconcernsn mind, not with speed.However,
that doesnot meanthat we arewilling to sacrificeefficieng. For
“everyday”applicationssuchaswebseners,ecommerceandac
countingthe modelshouldwork just fine,andit hasbheendesigned
sothatspeeddoesnot degradecomparedo othersolutions. What
the systemintentionally doesnot do is to utilize the resource®f
highly parallelhardware perhapgvenwith contet switchingatthe
instructionlevel.
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