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ABSTRACT

We show that minutiae information can reveal substantial details such as the orientation field and the class of the
associated fingerprint that can potentially be used to reconstruct the original fingerprint image. The proposed
technique utilizes minutiae triplet information to estimate the orientation map of the parent fingerprint. The
estimated orientation map is observed to be remarkably consistent with the underlying ridge flow. We next
discuss a classification technique that utilizes minutiae information alone to infer the class of the fingerprint.
Preliminary results indicate that the seemingly random minutiae distribution of a fingerprint can reveal important
class information. Furthermore, contrary to what has been claimed by several minutiae-based fingerprint system
vendors, we demonstrate that the minutiae template of a user may be used to reconstruct fingerprint images.

1. INTRODUCTION
Most biometric systems do not store the raw biometric data in its entirety but rather extract a salient set of
features (known as a template) from the biometric data of a user. Since the template, by definition, is a compact
description of the biometric sample, it is not expected to reveal significant information about the original data.
Therefore, template-generation algorithms are typically assumed to be one-way algorithms. However, Adler 1 has
demonstrated that a face image can be regenerated from a face template using a “Hill Climbing Attack”. He
employed an iterative scheme to reconstruct a face image using a face verification system that releases match
scores. The algorithm first selects an estimate of the target face from a local database comprising of a few
frontal images by observing the match score corresponding to each image. An eigen-face (computed from the
local database) scaled by 6 different constants is added to this initial estimate resulting in a set of 6 modified
face images which are then presented to the verification system. The image resulting in an improved match score
is retained and this process is repeated in an iterative fashion. Within a few thousand iterations, an image that
can successfully masquerade as the target face image is generated. The salient feature of this algorithm is that
it does not require any knowledge of either the matching technique or the structure of the template used by
the authentication system. The algorithm was successfully tested on 3 well known commercial face recognition
systems. This type of masquerade attack can be easily extended to other biometric modalities as illustrated
by Hill2 who proposed a method for creating a digital fingerprint artefact from a minutiae template. Hill also
devised a simple scheme to predict the shape (class) of the fingerprint using the minutiae template.
In this work we develop a technique for reconstructing fingerprints using minutiae information alone. Our
technique is significantly different from the one proposed by Hill both in its approach as well as its scope. We
extract a set of features from the minutiae template in order to infer both the orientation map and the class
of the associated fingerprint. We then use Gabor-like filters to reconstruct fingerprints using the orientation
information. Experiments conducted on the NIST-4 database indicate the efficacy of the proposed algorithm
and suggests its potential in providing insights into the nature of the minutiae distribution for different classes
of fingerprint.
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1.1. Fingerprint minutiae
A fingerprint is a smoothly flowing pattern of alternating ridges and valleys. The ridges do not flow continuously
but rather display various types of imperfections known as minutiae (minor details in fingerprints). At the time
of enrollment in a fingerprint system, important minutiae information (typically, positions of ridge endings and
bifurcations, and the associated orientations) is extracted and stored in the database in the form of a template.
Fingerprint matching is accomplished by comparing the minutiae distribution of two fingerprints via sophisticated
point pattern matching techniques.3
The ridge pattern in a fingerprint allows for a systematic classification procedure. According to the GaltonHenry classification scheme,4 over 95% of fingerprints can be classified into five classes, viz., arch (A), tented
arch (T), right loop (R), left loop (L) and whorl (W). Alternately, the T and A classes may be combined into
one single class resulting in four classes. A visual glance at the minutiae plots of the four classes (Figure 1)
suggests the possibility of deducing the fingerprint class from the minutiae points.

(a)

(b)

(c)

(d)

Figure 1. Minutiae distribution of 4 fingerprint classes: (a) A, (b) W, (c) L, and (d) R.

Minutiae have been studied extensively in the forensic literature specifically in the context of fingerprint
individuality models.5 For example, Galton6 observed a strong correlation between the class of a fingerprint
and the occurrence of a minutiae at a specific location in the image (Figure 2).
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Figure 2. Minutiae density associated with 4 different classes of fingerprints: (a) A, (b) W, (c) L, and (d) R. These plots
were generated using 30 images per class. Red (Blue) color indicates a high (low) density region.7

Typically, minutiae points have been used only for fingerprint alignment and matching. In this paper, we
demonstrate that they can be used to estimate the orientations of the underlying ridge flow as well as to determine
the class of the fingerprint. We also present initial results for the reconstruction of fingerprint images using the
minutiae distribution. The rest of the paper is organized as follows: the algorithm for orientation prediction is
described in section 2; the minutiae-based classification algorithm is explained in section 3; our algorithm for
fingerprint reconstruction is discussed in section 4; section 5 provides future direction to this work.

Appeared in Proc. of SPIE Conference on Biometric Technology for Human Identification II, Vol. 5779, pp. 68-80, (Orlando, USA), March 2005

2. PREDICTING RIDGE ORIENTATIONS USING MINUTIAE TRIPLETS
The orientation of a minutia is an indication of the local ridge direction since the fingerprint is a smoothly
changing oriented texture pattern. Therefore, by observing the orientation of a group of minutiae one can
‘interpolate’ the underlying local ridge information. The proposed algorithm utilizes a set of three minutiae
points (minutiae triplet) to predict the orientation of a triangular fingerprint region defined by the triplet. In our
formulation, a minutia is represented as a three-tuple value, (x, y, θ), where (x, y) is its spatial location and θ is
its orientation∗. The algorithm for generating the orientation map has four main stages: (i) triplet generation;
(ii) orientation prediction; (iii) triplet pruning; and (iv) orientation smoothing.
1. Triplet generation :
Consider a minutiae template, M, of a fingerprint containing N minutiae points given by, M = {m 1 , m2 ,
· · · , mN } where mi = (xi , yi , θi ). A set of 3 minutiae points, {mi }i=1,2,3 , characterized by a triangle
with sides {Li }i=1,2,3 and interior angles {φi }i=1,2,3 is said to constitute a ‘valid’ triplet, T , if the following
conditions hold.
(a) Lmin ≤ Li ≤ Lmax , ∀ i = 1, 2, 3. This ensures that the perimeter of the triangle traverses a compact
region, thus, avoiding the large global variability observed in the fingerprints of most classes.
(b) θdif ≤ θtol , where θdif = maxi=1,2,3 (θi − θmed ) and θmed is the median of {θi }i=1,2,3 . This ensures
that the orientations of component minutiae points are within a small interval.
(c) φi > φmin , ∀ i = 1, 2, 3. This ensures that “narrow” triangles subtending a very small area are avoided.
In our experiments using the NIST-4 database the following values were used: Lmin = 20, Lmax = 300,
θtol = 30o and φmin = 20o .
2. Orientation prediction : Consider a pixel P (x, y) located inside the triangular region defined by the
triplet, T . Let di = dist{mi , P }, i = 1, 2, 3, be the Euclidean distance of this pixel from all the three
vertices such that d1 < d2 < d3 . The orientation of the pixel, O(x, y), is then computed as,
O(x, y) =

d2
d1
d3
θ1 +
θ2 +
θ3 .
(d1 + d2 + d3 )
(d1 + d2 + d3 )
(d1 + d2 + d3 )

(1)

The angle θ1 (θ3 ) corresponds to the orientation of the vertex that is nearest to (farthest from) the pixel
P (x, y). Thus, O(x, y) is computed as a weighted sum of all the three orientations with a higher weight
being assigned to the orientation of the closest vertex. The generated orientation map is shown in figure
3. The orientations of ridges and, thus, of associated minutiae in whorls change rapidly over a small area
(e.g. at the core region). Therefore, if triplets covering a large area are selected in the case of whorls, then
an accurate prediction may not be rendered. However, in the case of arches, larger triplets provide good
results since such rapid variations are not observed. The triplet generation procedure described above is
more conservative and is observed to work well for all classes of fingerprints.
3. Triplet pruning : In a fingerprint image, minutiae tend to appear in clusters.8 For instance, the regions
near the core and delta have dense minutiae activity. It is therefore possible for a triplet to reside inside
the triangular region of another triplet or overlap with it. In such cases, rather than consolidating the
orientation information predicted by multiple triplets, we utilize the information predicted only by a single
good quality triplet. The quality, Q, of each selected triplet is measured by examining the average length of
the sides of the triangle (Lavg ), the orientations of component minutiae points with respect to the median
(θdif f ), and is computed as,
Q = (Lmax − Lavg ) w1 +
∗




θtol − θdif
Lmax w2 .
θdif

(2)

For orientation prediction we do not make a distinction between opposing angles, i.e., both 30o and 150o orientations
are assumed to be the same.
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(a)

(b)

(c)

Figure 3. (a) Minutiae distribution of a fingerprint. (b) Examples of a good quality triplet (blue) with L avg = 112.66,
θdif f = 5, Q = 237.63 and a bad quality triplet (red) with Lavg = 217, θdif f = 26, Q = 67.55. (c) Estimated orientation
map.

Here, w1 and w2 are the weights associated with each term (w1 = 0.4 and w2 = 0.6, in our experiments).
This ensures that a triplet having minutiae of similar orientations and traversing a relatively compact region
is assigned a higher Q value (Figure 3(b)). A good quality triangle will lead to a better estimation of the
orientation of the underlying ridges according to our algorithm. We compute the orientation at discrete
points (every 13th pixel) in the fingerprint region. Hence, for a 512 × 512 image, a 39 × 39 orientation map
is generated.
4. Averaging the orientation map: To obtain a smooth transition in orientations, the predicted orientation
map is convolved with a 3 × 3 local averaging filter.

3. CLASSIFICATION OF FINGERPRINTS USING MINUTIAE FEATURES
Fingerprint classification refers to the problem of assigning a fingerprint to a pre-defined class in a consistent
and reliable way. Usually fingerprint matching is performed using local features such as local ridge and minutiae
details whereas fingerprint classification uses global features such as the ridge shape and singular points. All
existing fingerprint classification schemes use the fingerprint image along with one or more features like ridge
line flow, location of singularities, or the orientation map to determine the fingerprint class. A detailed literature
review of existing fingerprint classification techniques is described by Maio et al. 9
In this paper, we use only the minutiae information for classification. Roxburgh10 observed a correlation
between neighboring minutiae and variation in minutiae position with the pattern of the fingerprint. Such observations reported in the forensic literature substantiate our hypothesis that the seemingly random distribution
of minutiae in a fingerprint can reveal important information about the class of a fingerprint. The main steps of
our minutiae-based classification algorithm are summarized in the block diagram shown in Figure 4.
Minutiae
triplet
formation

Predicting
orientation
map

Detecting
salient
minutiae

Forming
feature vector

K-nearest
neighbor
classifier

Figure 4. The minutiae-based classification algorithm.

1. Detecting registration point using Hough Transform : A visual analysis of the fingerprint ridge
patterns of various classes indicates that they all have almost the same ridge structure in the base and
marginal areas11 as shown in Figure 5.
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Marginal
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(d)

Figure 5. (a) and (b) show the base, core and marginal area of two fingerprints representing the L and W classes. (c)
and (d) are the corresponding original fingerprints.

But the irregularities in the vicinity of the core (such as a circular ridge pattern in the case of whorls or
the recurving of ridges in the case of loops) are significant from a classification standpoint. Therefore,
the minutiae present in the vicinity of core point can reveal important class characteristics. In order to
select these ‘salient’ minutiae, we first detect a registration point (R0 ) using the Hough transform12 which
can identify parametric shapes when sufficient evidence is available. In our case, this evidence consists of
minutiae coordinates and their orientations. We specifically observe that the ridges around the core point
exhibit high curvature forming a nearly circular pattern and, consequently, the orientations of minutiae
associated with these ridges may aid in the detection of the registration point.
Note that all minutiae contributing to a potential circle will have orientations almost tangential to the
circumference. Figure 6(a) shows an ideal plot of minutiae residing on the circumferences of two concentric
circles. Since the minutiae orientation is perpendicular to the radius joining the minutiae and the center
point, each minutiae m can define a set of circles whose centers lie on the line L that is perpendicular to the
orientation of m (Figure 6(b)). The radius r of each circle is the distance between m and the corresponding
center. Thus, a 3D accumulator in Hough space denoted as (x, y, r) can be used for detecting R 0 as described
below.
(a) Initialize the accumulator A(x, y, r) where (x, y) is the center of the potential circle with radius r.
(b) For each minutiae mi , i = 1 to N , the potential centers (x, y) lie on the line L. The accumulator cell
A(x, y, r) is incremented if the point (x, y) is at a distance r from minutiae mi .
(c) For a circular minutiae pattern, there will be a well-pronounced peak in the Hough parameter space
corresponding to one center (x, y). This is the registration point, R0 , that is characterized by significant minutiae activity around it.
We use both the minutiae information and the predicted orientation map to detect the registration point.
Since the ridge structure in fingerprints is not circular, we also consider lines that are nearly perpendicular
(± 30o ) to the orientation θ. The results of the Hough Transform using the predicted orientation maps of
various classes are shown in Figure 7. Note that in all cases R0 is detected in the vicinity of the true ‘core’
or ‘center’ point.
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(a)

(b)

Figure 6. Using the Hough transform to detect the registration point. (a) An ideal minutiae distribution defining the
center of a circle (‘∗’). (b) Line L is perpendicular to the orientation (θ) of minutiae m. Each point on L represents the
center of a potential circle.

2. Selecting salient minutiae : As stated earlier, the minutiae in the vicinity of the core region have classrepresentative properties. Thus only the minutiae located in a 300 × 300 region about R 0 are used by the
classification algorithm (Figure 8).
3. Generating feature vectors : We next extract a set of 11 features from the minutiae distribution. Most
of these class-representative minutiae characteristics have been studied by various forensic experts such as
Galton,6 Roxburgh10 and Kingston8 in the context of fingerprint individuality; however, these have not
been used for classifying fingerprints. Our goal is to imitate the procedure adopted by a human fingerprint
expert instructed with the task of classifying fingerprints using minutiae information alone. Features such
as minutiae density and clusters of minutiae having homogeneous orientations are easily captured by the
human eye but pose a significant challenge to machine vision systems.
The features we use are invariant to rotation and translation of the parent fingerprint image. The 11dimensional vector F = {F1 , F2 , · · ·, F11 } is constructed as follows.
(a) Features based on minutiae orientations (F1 , F2 ) : The direction of ridge flow varies from one
class to another and so does the minutiae orientation. For instance, the W class has at least one ridge
which traces a 360 degree closed path in the central region of the fingerprint. Thus the orientations
of these minutiae range from 0 − 360 degrees. On the other hand, the minutiae orientations of A
have only two dominant directions. In order to understand the distribution of minutiae orientations
for each class, we examine the rose plots † of minutiae orientations (Figure 9). One feature capturing
these variations in minutiae orientations across classes is the number of empty bins in the rose plot
(F1 ). This indirectly captures the spread of minutiae orientations. Also, F2 is defined to be the
variance in the orientations of the minutiae points.
(b) Features relating minutiae pairs (F3 ,· · ·,F6 ) : Minutiae pairs are fundamental units for representing variations in fingerprints13 since the properties of neighboring minutiae vary with fingerprint class.
For instance, the neighboring minutiae in the central region of W have large orientation differences
whereas minutiae neighbors in class A have similar orientations. The correlation between spatial location and orientations of minutiae pairs can be examined by estimating the joint distribution P (R, Φ),
where R is the distance between two minutiae and Φ is the difference in their orientation. Six different
features (see Eqns. (3) - (6)) are extracted from this joint distribution. F3 represents minutiae pairs
that are spatially close to each other and have almost similar orientations, while F 4 represents pairs
that are close but have a large orientation difference. F5 represents minutiae pairs that are far away
from each other and having similar orientations, and F6 represents minutiae pairs that are far away
from each other but having large orientation differences.
F3 =

X

X

0≤R≤R1 0≤Φ≤Φ1
†

The rose plot is a a polar plot showing the histogram of angles.

P (R, Φ) dR dΦ,

(3)
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(a)

(b)

(c)

(d)

(e)

(f)

Figure 7. (a), (c), (e) show the minutiae distribution of three classes (A, L and W). The corresponding R 0 points (’X’)
detected using the estimated orientation maps are shown in (b), (d) and (f).
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(a)

(b)

Figure 8. (a) The minutiae distribution of a fingerprint image along with the detected registration point, R 0 (‘X’). (b)
The salient minutiae in a 300 × 300 region about R0 .

F4 =

X

X

P (R, Φ) dR dΦ,

(4)

0≤R≤R1 Φ1 ≤Φ≤Φ2

F5 =

X

X

P (R, Φ) dR dΦ,

(5)

X

X

P (R, Φ) dR dΦ.

(6)

R≥R2 0≤Φ≤Φ1

F6 =

R≥R2 Φ1 ≤Φ≤Φ2

In our experiments, R1 = 60, R2 = 180, Φ1 = 30o and Φ2 = 180o. It is observed that these distributions
are significantly different across the four fingerprint classes. The above probabilities can be computed
by finding the number of minutiae pairs satisfying the above mentioned criteria for R and Φ divided
by the total number of minutiae pairs.
(c) Features representing clustering of minutiae (F7 , F8 ) : Minutiae have a tendency to cluster in
certain regions of a fingerprint. Kingston estimated the probability of observing a particular number
of minutiae from the minutiae density by assuming a Poisson distribution.8 Whorls are characterized
by high minutiae density near the core region. Champod and Margot observed that such high density
regions vary from one fingerprint class to another.14 F7 is the maximum minutiae density observed in
a local area (i.e., a circle of radius 50) of the fingerprint. This value is relatively high for W and low
for A. The feature F8 is the maximum variance in minutiae orientations of a minutiae cluster within
this radius.
(d) Features capturing global ridge information (F9 , F10 , F11 ) : Visually it is apparent that features
F1 · · · F8 can distinguish classes A and W, but are not sufficient for distinguishing between the other
classes (see Figure 1). It is, therefore, necessary to augment information about the global ridge pattern
with the local minutiae properties. To capture the global ridge structure of the fingerprint, we define
geometric kernels which model the shape of the fingerprint around the core region for the W, L and
R classes. In a left loop, the ridges in the core region form a loop by recurving to the left side of the
fingerprint. This is captured by a kernel formed using two semi-ellipses corresponding to the concave
and convex parts of the loop. The kernel for R is a mirror image of the L kernel. The circular ridge
structure of W is represented using a simple circle (Figure 10).
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Figure 9. Rose plots of (a) A, (b) W, (c) L, (d) R fingerprint classes.

Since arch-like characteristics are observed in the marginal area of all classes of fingerprints (Figure 5),
we do not define a kernel for class A as it would erroneously fit all the other classes. The kernel fitting
algorithm that we have adopted is similar to the one proposed by Jain and Minut15 for fingerprint
classification and is based on the estimated orientation map. Consider V to be a smooth flow field
(i.e., the orientation map) defined over some region in the plane R 2 and let β be its orientation. Let
γt = (x(t), y(t)) be the kernel curve in R2 as shown in Figure 11.

(a)

(b)

(c)

Figure 10. Kernels for the (a) W, (b) L and (c) R classes.

Figure 11. The kernel fitting process. The red line is the unit tangent vector to the kernel while the blue line indicates
the direction of flow field at point γt .15

Let γ̇ be the tangent to γ and let α be its orientation. To find how well each kernel fits the orientation
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map of the fingerprint, an energy functional capturing the difference between the direction of γ̇ and that
of the vector field V at point γt is defined as follows:
E(γ) =

R

γ

sin2 (α − β(γ)) dγ
R
.
dγ
γ

(7)

The kernel-fitting process now becomes a simple energy minimization problem. For each predicted orientation map, we find three energy functional values (Eqn. 7) corresponding to the L, R, and W kernels.
This results in features F9 , F10 and F11 , respectively. We observe that due to the inherent similarity in
the ridge structures of the 2 loops and A, both the L and R kernels fit well for A. Therefore, for class A
the values for F9 and F10 will be very similar. This property is useful in resolving the ambiguity between
the loops and class A. Note that the kernels are defined with respect to R0 ; for W, R0 is the center of the
circle whereas for L and R, it is the focus of the elliptical kernel.
The rotation and translation of fingerprints are taken into account by subjecting these kernels to various
types of transformations: the radius of the W kernel is varied in the interval [100, 160]; the semi-major
axis of the L and R classes is varied in the interval [120, 180] while the semi-minor axis is varied in the
interval [60, 100]; the angle that the ellipse makes with the horizontal is varied in the range [−10 o , 10o ].
Further, the kernels themselves are translated in a 20 × 20 window around R0 . Only the minimum of each
energy functional over all possible kernel transformations is used to define the features F 9 , F10 and F11 .
4. Classification of fingerprints : The 5 nearest neighbor classifier (5N N ) using the Manhattan distance
was employed to classify the 11-dimensional feature. We conducted experiments using the NIST-4 database
that contains 2000 pairs of fingerprint images (each of size 512 × 512) corresponding to five classes. Minutiae information was extracted using the algorithm proposed by Hong et al.3 We combine the fingerprint
templates from the A and T classes into one single class (A). Since we require a sufficient number of
minutiae triplets to estimate the orientation map, we reject those templates having fewer than 25 minutiae
points; also, the templates of ambiguous fingerprints (those having multiple class labels) were not considered. In order to ensure that we have the same number of samples per class, we eventually worked with
700 fingerprints from each class - 150 fingerprint templates (randomly chosen) were used for training and
550 templates were used for testing. We observe that by reducing the dimensionality of the feature vector
from 11 to 8 via an exhaustive feature selection process (features F5 , F6 and F8 are eliminated) improves
classification performance. The performance can be further improved by using the weighted manhattan
distance where each feature is assigned a different weight based on its individual performance using the
5N N classifier. A classification rate of 82% was obtained and the resultant confusion matrix is shown in
Table 1.
True
Class
A
L
R
W

Assigned Class
A
L
R
W
467 45
32
6
61 464
7
18
69
26 448
7
4
61
68 417

Table 1. Confusion matrix indicating classification performance.

3.1. Analyzing classifier performance
Although our classification result is inferior to the present state-of-the-art fingerprint classification techniques, 9
our intention is to show that it is feasible to estimate the class of a fingerprint using its minutiae template alone.
Most of the misclassifications represents the cases where ridges contributing to important pattern characteristics
(e.g., recurving ridges) do not have minutiae. For example, in Figure 12 it can be seen that the minutiae plot
does not capture the recurving of ridges in the core region of a right loop thus resulting in a classification error.
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Figure 12. The minutiae distribution of a R class fingerprint. The recurving ridge information is not captured by the
minutiae.

4. FINGERPRINT RECONSTRUCTION
Very few studies on synthetic fingerprint generation have been reported in the literature. The software developed
by Cappelli et al.16 called SFINGE uses Gabor-like space invariant filters to create fingerprint images. The
SFINGE algorithm uses an iterative procedure to generate ridge patterns from an initially empty image containing
a few seeds. In this process, fingerprint minutiae of different types are automatically generated at random
positions.
In our reconstruction algorithm, we use the Gabor-like filter used by SFINGE. The filter, f , is the product
of a cosine plane wave modulated by a Gaussian envelope, and takes the following form:
f (v) =

σ||k||2
1 − ||v||2 2
e 2σ [cos(k.v) − e− 2 ].
2
σ

(8)

Here, σ = 1.2 is the variance of the Gaussian envelope which decides the bandwidth of the filter, and k is the
wave factor of the plane wave which is determined by the local (estimated) orientation. Let z be a point in the
image about which the filter has to be applied. Further, let O(z) denote the local estimated orientation. Then
k = [kx , ky ] can be derived by solving the following two equations:
Dz =

q
kx2 + ky2

tan (O(z)) = −

kx
ky

(9)
(10)

D(z) is related to the frequency of the filter and is set to 1/σ. Our algorithm for fingerprint reconstruction
is as follows. We divide an (empty) fingerprint image of size 512 × 512 into non-overlapping blocks. We then
(0)
associate each block, Xz , with an orientation value, O(z), estimated using our algorithm. Note that certain
blocks may not have orientation information since the estimated orientation map can be incomplete. The block
(0)
Xz is next initialized with a noisy blob and is convolved with the filter, f , whose parameters are tuned using
(1)
O(z). This results in a new image Xz which is again subjected to the convolution procedure; this process
(k)
is repeated k times resulting in an image Xz which exhibits ridge-like patterns. Figure 13 shows the ridge
pattern generated over the entire fingerprint region (k = 25). Since a constant value of σ = 1.2 is used for all
the blocks, the inter-ridge spacing is observed to be the same throughout the image. This algorithm gives good
reconstruction results for all the fingerprint classes.

(a)

(b)

(c)

Figure 13. Reconstructing fingerprints. (a) Minutiae distribution of a fingerprint image. (b) Predicted orientation map
(c) Reconstructed fingerprint.

5. SUMMARY AND FUTURE WORK
We have shown that the orientations of fingerprint ridges can be effectively predicted using minutiae points. This
can be beneficial in applications like smart cards (where memory is critical) since the orientation map required
for matching need not be stored explicitly but can be generated from the template. We have also demonstrated
that minutiae information alone may be used for classifying fingerprints. We are currently exploring the use of
a hierarchical classifier to perform classification.
Vendors of several minutiae-based fingerprint systems have denied the possibility that the stored templates
could be used to generate implicit fingerprint information.‡ Our preliminary results on reconstruction show that
minutiae templates are indeed vulnerable to the masquerade attack. The increasing use of biometric systems
with vulnerable templates demands the design of robust fingerprint templates (besides employing encryption,
watermarking and shielding functions17 ). One potential approach would be to systematically exclude certain
salient minutiae from the template that are critical to image reconstruction without drastically affecting the
matching performance. We are also looking at ways to reconstruct the fingerprint image with the minutiae
placed at pre-determined locations. Finally, a way to exploit the predicted class information for reconstruction
needs to be explored.
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