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ABSTRACT
Fingerprint liveness detection algorithms have been used to disambiguate live fingerprint samples from spoof (fake) fingerprints fabricated using materials such as latex, gelatine, etc. Most liveness
detection algorithms are learning-based and dependent on the fabrication materials used to generate spoofs during the training stage.
Consequently, the performance of a liveness detector is significantly
degraded upon encountering fabrication materials that were not used
during the training stage. The aim of this work is to design a simple pre-processing scheme that can improve the interoperability of
liveness detectors across different fabrication materials - including
those not observed during the training stage. Such a generalization
ability is desirable in liveness detectors. Experiments on the LivDet
2011 fake fingerprint dataset suggest that (a) different fabrication
materials when used in the training stage impart different degrees
of generalization ability to the liveness detector and (b) the proposed pre-processing scheme improves generalization performance
by upto 44%.
Index Terms— Biometrics, Spoofing, Fingerprint Liveness Detector, Fake Fabrication Materials
1. INTRODUCTION
Vulnerability of biometric systems to spoof attacks is well known
[1, 2, 3, 4, 5, 6]. A spoof attack occurs when an adversary mimics the biometric trait of another individual in order to circumvent
the system. For instance, it has been shown that some fingerprint
systems can be fooled by using a finger-like object made of easily
available materials such as gelatin or silicone that has the fingerprint
ridges of another person imprinted on it.
In the context of fingerprints, liveness detection algorithms have
been proposed as a counter-measure against spoof attacks. Features
based on textural [7, 8], anatomical and/or physiological attributes
[2, 9] of the finger are extracted from live and fake fingerprint samples, and a two-class classifier is learned. The output of these liveness detection algorithms is often a numerical value, which indicates
the probability that the input fingerprint sample corresponds to a live
finger.
So far, three fingerprint liveness detection competitions (LivDet)
have been conducted between 2009 and 2013. Despite recent advances, the problem of liveness detection is still in its initial stages.
This is because existing liveness detection algorithms do not have
acceptable error rates [2, 8, 9, 10, 11]. For instance, error rates of
the algorithms submitted to the second international liveness detection competition in 2011 were in the range [20%, 40%] [2]. These
error rates were computed when the liveness detectors were trained
and tested on the same set of fabrication materials. Further, the

error rates of the liveness detectors varied across different fabrication materials [2, 12, 13]. As a consequence, performance degrades
when spoof attacks using novel fabrication materials (not used during the training stage) are encountered during the testing stage. This
would help in improving the interoperability and generalization performance of a liveness detector.
Studies reported in [2, 12, 13, 14] suggest a three fold increase
in the error rate of the fingerprint liveness detector when novel fake
fabrication materials are encountered during the testing stage. In
[12], the error rate was reported to increase from 11.4% to 64.6%
for the digital persona sensor in which training was done using playdoh, gelatin and silicon materials, and testing was done using latex
caulk, latex paint and latex rubber materials. Continuous advancement in spoofing techniques will lead to the use of novel methods
and fabrication materials to launch spoof attacks. Thus, there is an
immediate need for designing a liveness detection scheme that is robust across different fabrication materials, even to those that are not
encountered during the training stage.
The aim of this work is to minimize the impact of fabrication
materials used during the training stage on the performance of fingerprint liveness detectors. To the best of our knowledge, this problem
has not been successfully addressed till date. Thus, the contributions
of this work are a) evaluation of the generalization performance of a
local binary pattern (LBP) based liveness detector [7] on five different fake fabrication materials, and, b) a scheme to reduce the impact
of fabrication material type by using a combination of linear and
non-linear image denoising.
This paper is organized as follows. Section 2 list different characteristics of fake fabrication materials that leads to performance differences. Section 3 explains the proposed scheme to reduce the impact of fabrication materials on liveness detection performance. Section 4 discusses the experimental protocol and performance metrics.
Results are presented in Section 5.
2. FAKE FINGERPRINT FABRICATION MATERIALS
A variety of easily available materials, such as latex, gelatin, silicone, play-doh, etc, have been used to fabricate fake fingerprints1
and circumvent fingerprint sensors operating based on optical, capacitive and other principles [2, 15]. Optical sensors are susceptible
to spoof attacks when the fabrication material used has light reflectivity similar to that of skin. Capacitive scanners can be fooled by the
use of inherently conductive spoof materials such as gelatin, glycerin
or wood glue2 .
1 Fifty seven materials and material variants have been identified
for fake fingerprints fabrication, see http://www.lumidigm.com/
liveness-detection/
2 http://nexidbiometrics.com/faq/
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reducing material-specific noise (surface coarseness) in fake fingerprint images corresponding to different types of fabrication materials. In this regard, a combination of linear filtering as well as nonlinear image denoising is employed, to suppress different level of
noise from different materials, before the fingerprint liveness detector is invoked.
3. LINEAR AND NON-LINEAR DENOISING
(a) Live

(b) EcoFlex

(c) WoodGlue

Fig. 1: Example of live and fake fingerprint samples of a subject in
the LivDet 2011 database.

However, different fabrication materials have different characteristics:
1. Differences in contrast between ridges and valleys: Figure 1 shows live and fake fingerprint images (generated using ecoflex and woodglue) of a subject in the LivDet 2011
database.
2. Differences in surface coarseness: Due to the presence of
organic molecules in fabrication materials which tend to agglomerate, noise is added to the acquired digital fake fingerprint images [11]. Further, coarseness in the fake fingerprint
surface varies across different fabrication materials. Standard
deviation of the noise residue is a good indicator of surface
coarseness since pixel value fluctuation in coarser surfaces is
higher. The residual noise is a difference image obtained by
substracting the denoised image from the original one. Figure 2 shows the residual noise and indicates the standard deviation of live and fake images fabricated using five fabrication materials. The denoising algorithm used here is wavelet
based [16]. The range of standard deviation of the residual
noise varies across different fabrication materials.

3.1. Filtering-Based Linear Denoising
In linear filtering [17], the value of an output pixel is a weighted
linear combination of the values of the pixels in the input image’s
neighborhood. The matrix of weights is called the convolution kernel or filter. The filter type and window size are the set of parameters
for linear filtering. A linear filtering of an image ℎ of size 𝑀 × 𝑁
with a filter 𝑤 of size 𝑚 × 𝑛 is given as:
𝑏
𝑎
∑
∑

ℎ̂(𝑥, 𝑦) =

𝑤(𝑠, 𝑡)ℎ(𝑥 + 𝑠, 𝑦 + 𝑡).

For a filter of size 𝑚 × 𝑛, 𝑎 and 𝑏 are nonnegative integers such
that 𝑚 = 2𝑎 + 1 and 𝑛 = 2𝑏 + 1. The filtering strength can be
controlled by the filter width (i.e., window size). These filters are
efficient in denoising smooth images but not images with several
discontinuities.
3.2. Thresholding-based Nonlinear Denoising
Wavelets have been effectively used to deal with the problem of image denoising: 1) transform the input data into an orthogonal domain
by using a wavelet function (e.g., Daubuchies, Symlet, etc.), 2) apply soft or hard thresholding to the resulting coefficients, thereby
suppressing those coefficients smaller than a certain amplitude, and,
3) perform inverse discrete single wavelet transform to obtain the
denoised signal.
If ℎ is the noisy image, non-linear thresholding based image denoising is given as in (2). In (2), 𝜓𝑚 is the mother wavelet function,
𝑚 = (𝑖, 𝑗) (2𝑖 is the scale and 𝑗 is the position of the wavelet basis),
Ω is the thresholding estimator, 𝑞 is the thresholding type, and 𝑇 is
the threshold used. Further, 𝐻 in (3) stands for hard- and 𝑆 in (4)
stands for soft-thresholding type.
ℎ̂ =

∑

⟨ℎ, 𝜓𝑚 ⟩𝜓𝑚 =

Ω𝐻
𝑇 (ℎ) =
Ω𝑆
𝑇 (ℎ) =

Due to the above mentioned characteristics, performance of liveness detection algorithms degrade when novel fabrication materials
(unknown during the training stage) are encountered during the testing stage. In this work, we evaluate and address this problem by

{

∑

Ω𝑞𝑇 (⟨ℎ, 𝜓𝑚 ⟩)Ω𝑚

(2)

𝑚

∣⟨ℎ,𝜓𝑚 ⟩∣>𝑇

Fig. 2: Residual noise and standard deviation of sample live and fake
images fabricated using five materials in the LivDet 2011 database.

(1)

𝑠=−𝑎 𝑡=−𝑏

{

ℎ,
0,
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𝑠𝑔𝑛(ℎ).(∣ℎ − 𝑇 ∣),
0,

𝑖𝑓 ∣ℎ∣ ≥ 𝑇
𝑖𝑓 ∣ℎ∣ ≤ 𝑇.

(3)
(4)

The choice of the thresholding estimator and threshold value
used impacts the effectiveness of denoising [16, 17, 18]. Image denoising using traditional orthogonal wavelet transforms may result
in visual artifacts which may be attributed to the lack of translation
invariance of the wavelet basis. Hence, we used translation invariance version of the wavelet basis in this study.
While simple linear filtering can remove specific frequency
components, non-linear denoising can effectively operate on images
with mixture of noises. Thus, a combination of linear and non-linear
denoising methods has been used in this work to remove different
level of noise in fake images corresponding to different materials.
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4. DATASET, PROTOCOL AND PERFORMANCE
METRICS
We used the LivDet 2011 dataset in our work. This dataset was
used to evaluate algorithms submitted to the Second International
Competition on Fingerprint Liveness Detection (LivDet 2011) [2].
It consists of 1000 live and 1000 fake fingerprint samples in the
training set and the same number of samples in the test set. All
the images acquired using the Biometrika sensor were used in this
study. In each set - training and test - the live images were obtained
from 200 fingers with 5 samples per finger. The fake fingerprints
were fabricated using the following five materials: gelatine, silicone,
woodglue, ecoflex and latex. 200 fingerprints were fabricated per
material (200 × 5 = 1000) from 20 fingers (ten samples per finger)
for each set (training and test).
Fingerprint liveness is assessed based on the LBP-based textural analysis proposed by Nikam and Aggarwal [7]. Equal Error Rate (EER) of this method was evaluated to be 12.17% for the
Biometrika sensor. The LBP based features have been shown to outperform other competing liveness measures based on pores detection, curvelet, power spectrum, etc. as well as the algorithms submitted to the LivDet 2011 competition [9].
Protocol and performance metrics: Following the LivDet 2011
protocol proposed in [2], we used 1000 live and 1000 fake images
to extract LBP-based feature vectors and to train a two-class support
vector machine (SVM). The remaining 1000 live and 1000 fake images were used to evaluate the performance of the liveness detector.
To minimize the impact of fabrication materials, denoised version of 1000 live as well as 1000 fake fingerprint images (via linear
as well as wavelet based non-linear denoising) were used. We used
a gaussian filter (window size = [5, 5] pixels) for linear filtering and
symlet-based wavelet (with thresholding type set to hard, decomposition level set to 5 and threshold set to 7 (we tested threshold values
from 5 to 15 in increments of 2))3 for non-linear denoising.
In the training stage, rotation invariant uniform LBP patterns
were extracted from fingerprint images denoised using gaussian and
symlet-based wavelet denoising, separately, and two SVMs were
trained. We also examined the application of linear filtering followed by non-linear denoising on the fingerprint images but the error rates further increased. Due to differences in the noise level of
fake images from different materials, linear and non-linear denoising
provide complementary properties. During the testing stage, each
test image was first denoised using gaussian filter and symlet-based
wavelet denoising, separately. Then the extracted LBP patterns were
classified using the respective SVMs. The output scores of both the
SVMs were combined using the sum rule to obtain a final liveness
score. Figure 3 shows the schema of the proposed procedure that
combines linear and non-linear image denoising to minimize the impact of material type on a LBP-based fingerprint liveness detector.
The final output score of the liveness detector is compared
against a threshold to ascertain whether the input fingerprint is
“Live” or “Fake”. Following the LivDet 2011 protocol [2], 𝐹 𝑒𝑟𝑟𝐿𝑖𝑣𝑒
denotes proportion of live samples incorrectly classified as fake.
𝐹 𝑒𝑟𝑟𝐹 𝑎𝑘𝑒 is the proportion of fake samples incorrectly classified
as live. Equal Error Rate (EER) is the rate at which 𝐹 𝑒𝑟𝑟𝐿𝑖𝑣𝑒
equals 𝐹 𝑒𝑟𝑟𝐹 𝑎𝑘𝑒.
3 Various combinations of parameters were tested, and those resulting in
the best performance are being reported.

Fig. 3: The schema of the proposed scheme that combines linear and
non-linear denoising to minimize the impact of fabrication materials
on a LBP-based fingerprint liveness detector [7].

5. EXPERIMENTAL RESULTS
Experiment #1: Training using a single fabrication material: For
this study, 200 fake fingerprints fabricated using a single kind of material together with 1000 live fingerprint samples were used to train
the LBP-based fingerprint liveness detector. The trained classifier
was then tested on images from all of the five available materials.
Table 1 shows EER of the liveness detector when trained using a
single kind of material and tested on all the available materials. Further, comparative assessment was made with the performance of the
liveness detector trained and tested using all the available materials
(referred to as “All” in Table 1).
It can be seen from Table 1 (EER) that a) different materials exhibit different generalization performance, b) use of latex results in
the best generalization performance (EER = 12.58%) in comparison to other materials; in fact, the generalization performance due
to latex alone is almost the same as when the detector is trained using all the materials (“All” in Table 1), and, c) silgum and woodglue
obtained the lowest generalization performance over other materials.
Next, the performance of the LBP-based liveness detector was
evaluated using the denoised version of the live and fake images. As
can be seen in Table 1 (EER𝑑𝑒𝑛𝑜𝑖𝑠𝑒 ) that a) error reduction is material dependent, and, b) worst performing materials, i.e., silgum and
woodglue, obtained the highest error reduction of 44.2% and 38%,
respectively. Note that the impact of different materials cannot be
completely mitigated, due to different potential of fabrication materials to hold a fingerprint pattern causing fabrication errors (Figure
1). Further, the classifier trained and tested on the denoised version
of the live and fake images, from all the available materials (referred
to as “All”), also showed lower error rate (from 12.17% to 10.9%).
This is because LBP, like most other textural descriptors, is not robust to variations in texture noise across fabrication materials, and
hence the performance improves when the noise components are reduced in the training and test images [7].
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Table 1: Performance of the LBP-based liveness detector, before
(EER[%]) and after image denoising (EER𝑑𝑒𝑛𝑜𝑖𝑠𝑒 [%]), when the
liveness detector is trained using a single fabrication material and
tested on all the five materials. Average error reduction is 26%.
Training
Latex
Gelatine
EcoFlex
Silgum
Woodglue
All

EER
[%]
12.58
18.16
23.00
33.7
37.1
12.17

EER𝑑𝑒𝑛𝑜𝑖𝑠𝑒
[%]
9.14
16.00
21.00
18.8
23.19
10.2

Difference
[%]
27.40
12.00
9.00
44.20
38.00
16.2

detector. The trained classifier was then tested on the fake samples
fabricated using the novel (unknown) fifth fabrication material (200
samples) as well as another 1000 live test samples. The same experiment was repeated using the denoised version of the images. Figure
5 shows the ROC curves of the performance of the liveness detector
trained using a combination of four materials and tested on the fifth
material. In this figure, legend “Latex” denotes the performance of
the liveness detector which is first trained using four materials except latex (ecoflex + gelatine+ silgum + woodglue) and then tested
on latex. Similarly, legend “Latex-denoised” denotes the same experiment repeated using the denoised version of the training and test
images. It can be seen that combination of latex, ecoflex, gelatine
and woodglue (used for training) resulted in the least error rate on
the test samples fabricated using silgum material (legend “Silgum”
). Further, combination of latex, ecoflex, silgum and woodglue (used
for training) obtained the highest error reduction of 24% when tested
on gelatine after denoising (legend “Gelatine-denoised”). Average
error reduction due to denoising is about 18.4% for this case study.

100

Latex (EER=17.38%)
Latex−denoised (EER−denoise=13.9%)
Gelatine (EER= 21.4%)
Gelatine−denoised (EER−denoise=16.4%)
Silgum (EER=9.7%)
Silgum−denoised (EER−denoise=7.9%)
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Fig. 4: Fake fingerprint images fabricated using ecoflex, gelatine
and silgum before and after denoising using symlet-based wavelet
denoising. The output of the LBP-based liveness detector [7] (indicated as 𝑙) is also shown.

Figure 4 shows fake fingerprint images fabricated using ecoflex,
gelatine and silgum before and after denoising using symlet-based
wavelet. Further, the output of the LBP-based liveness detector
[7] (indicated as 𝑙), trained using 1000 live and 200 fake images
from woodglue, is also shown for these images. It can be seen
from the figure that the denoising process significantly reduced
the disparity among fake images generated using different materials. Further, the liveness value of the denoised fake images (not
used during the training stage) decreased by about 26%. Note
that both live and fake fingerprint images were denoised, so the
quality of live sample is further enhanced. Details such as number of pores and non-linearity in the grey scale across ridges in
live images due to perspiration and the fabrication errors in fake
images are captured and used by the local descriptor to distinguish live samples from the fake artifact. Average error reduction over all the materials (Table 1) is 26% for this case study.
Experiment #2: Training using a combination of four materials: In this case, 800 fake fingerprint images fabricated from four
materials (200 samples per material) together with 1000 live fingerprint images were used to train the LBP-based fingerprint liveness

0
0

20

40

60

80

100

FerrFake [%]

Fig. 5: ROC curves of the performance of the LBP-based liveness
detector trained using a combination of four materials and tested on
the novel fifth material. These ROC curves are shown for the original
and denoised images. Average error reduction is 18.4%.

6. CONCLUSION AND DISCUSSION
Recently, number of algorithms have been proposed for fingerprint
liveness detection. Majority of these algorithms are tested on fake
fingerprint samples fabricated using the same materials that were
used during training. We advance the state-of-the-art by proposing a simple solution based on linear and non-linear denoising to
reduce the impact of fabrication materials on a LBP-based fingerprint liveness detector. The proposed scheme works by reducing
material-specific noise and learning general artifacts in fake images
corresponding to different materials. Experimental validations on
the LivDet 2011 dataset indicate that error rates of materials with
least generalization performance such as silgum can be reduced upto
44% by the proposed scheme. An informed choice of the parameters, such as filter size and wavelet type, is vital for the efficacy of
the proposed scheme.
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