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Abstract
A fingerprint liveness detector is a pattern classifier that
is used to distinguish a live finger from a fake (spoof) one in
the context of an automated fingerprint recognition system.
Most liveness detectors are learning-based and rely on a
set of training images. Consequently, the performance of a
liveness detector significantly degrades upon encountering
spoofs fabricated using new materials not used during the
training stage. To mitigate the security risk posed by new
spoofs, it is necessary to automatically adapt the liveness
detector to new spoofing materials. The aim of this work is
to design a scheme for automatic adaptation of a liveness
detector to novel spoof materials encountered during the
operational phase. To facilitate this, a novel-material detector is used to flag input images that are deemed to be made
of a new spoofing material. Such flagged images are then
used to retrain the liveness detector. Experiments conducted
on the LivDet 2011 database suggest (i) a 62% increase in
the error rate of existing liveness detectors when tested using new spoof materials, and (ii) upto 46% improvement in
liveness detection performance across spoof materials when
the proposed adaptive approach is used.

1. Introduction
Fake fingers can be easily fabricated using commonly
available materials, such as latex, silicone and gelatine,
with the fingerprint ridges of an individual engraved on
it [12, 22]. These fake fingers can then be used by an adversary to launch a spoof attack by placing them on a fingerprint sensor and claiming the identity of another individual. The success rate of such spoof attacks can be up
to 70% [12, 2]. Fingerprint liveness detection algorithms
have been proposed as a counter-measure against spoof attacks [22, 10].
Existing fingerprint liveness detection algorithms extract textural (such as local binary pattern [14]), coarseness (statistics from residual noise [13]), anatomical (such
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as pore details [5]) or physiological attributes (such as perspiration [1]) from live and fake fingerprint samples, and a
two-class classifier is learned. The output of these liveness
detection algorithms consists of a label: “Live” or “Spoof”.
In some instances, the output represents a probability that
the fingerprint sample corresponds to a live finger.
Despite recent advances, the state-of-the-art in fingerprint liveness detection is not mature enough. This is because (a) existing fingerprint liveness detection algorithms
do not exhibit acceptable error rates [22, 17, 8, 18], and
(b) the performance of these liveness detectors is significantly influenced by the fabrication materials used to generate spoofs during the training stage.
Reported studies [21, 22, 11] suggest a three fold increase in the error rate of the fingerprint liveness detector
when spoofs using new materials (not used during the training stage) are encountered during the testing or operational
stage. This means the generalization capability of existing
liveness detectors is limited across materials. However, in a
recent study, Rattani and Ross [19] devised a scheme to improve the interoperability of liveness detectors across spoof
fabrication materials. In their study, the authors proposed a
pre-processing scheme based on linear and non-linear denoising that was observed to enhance the generalization
ability of the LBP-based liveness detector across spoof materials by up to 44% on the LivDet 2011 database [22].
As spoofing attacks evolve, it is likely that new materials
will be used to launch spoof attacks. Given that it is not possible to train the liveness detector with spoofs generated using all possible fabrication materials [19], it becomes essential to continuously adapt the liveness detector to mitigate
any security risk posed by new spoof materials. The aim of
this work is to design a scheme for automatic detection and
adaptation of the liveness detector to new spoofs, which are
encountered during the operational phase. Such a scheme
should (a) significantly reduce error rates on spoof samples
in the test set that are generated using new materials, and
(b) preempt the need to perform supervised re-training of
the liveness detector to cope with new fabrication materials.
In summary, the contributions of this work are (a) evaluation of the generalization performance of a liveness detector
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across different fabrication materials, and (b) designing an
automated scheme for detecting spoofs made of new material during the operational stage and adapting the liveness
detector to such spoofs.
This paper is organized as follows: Section 2 lists different characteristics of spoof fabrication materials that lead to
performance differences in liveness detectors across materials. Section 3 explains the proposed scheme for automatic
detection and adaptation of liveness detector to spoofs generated using new materials. Section 4 presents the experimental protocol and performance metrics. Section 5 discusses the results.
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2. Spoof Fingerprint Fabrication Materials
A consensual procedure [22]1 (i.e., with the consent and
collaboration of the user) for fake fingerprint fabrication
consists of the following steps: a) a user is asked to press
his finger against a soft material, such as wax, play-doh or
plaster, to create a mould that holds a negative impression
of the fingerprint; b) a casting (fabrication) material such as
liquid silicon, wax, gelatin, or clay is poured on the mould;
and c) after the liquid solidifies, the cast is lifted from the
mould and is used as a fingerprint replica or fake finger. The
casting (i.e., fabrication) material should have high elasticity and very low shrinkage to avoid reduction in volume as
the cast cools and solidifies. However, different fabrication
(casting) materials exhibit different characteristics:
∙ Differences in artifacts: Different fabrication materials2 possess different potential to hold a ridge and valley pattern. This can result in fabrication errors. Further, due to differences in the elasticity of the materials,
non-linear deformations may be introduced when pressure is applied by an adversary while presenting the
fake finger to the sensor. Figure 1 shows examples of
fake fingerprint samples corresponding to five different
fabrication materials (from LivDet 2011 [22]). Fabrication errors and non-linear deformations (an example
indicated using red circle and white square) are quite
evident in the case of silgum, woodglue and ecoflex.
∙ Differences in image quality: Due to the presence of
organic molecules in fabrication materials that tend to
agglomerate, noise components are observed in the acquired fake fingerprint images [13], which may vary
across materials. Consequently, quality of the fake
fingerprint samples may vary across fabrication materials. Figure 2 shows the difference in the range
of quality values (obtained using the Image Quality
1 Spoofs in existing databases such as LivDet 2011 have been generated
using the consensual method.
2 Note that the material of the mould is not changed during the fabrication process for LivDet 2011 database [22]

Figure 2: Box-plot of the quality measures computed for
200 live and 200 fake fingerprint samples (acquired using
Biometrika sensor) fabricated using five different materials
from the LivDet 2011 dataset [22].
of Fingerprint (IQF) freeware developed by MITRE3 )
across spoof samples generated using different fabrication materials. It can be seen that silgum and woodglue
produced spoofs of relatively low quality. On the contrary, the quality of the spoofs generated using latex is
quite similar to that of live fingerprint samples.
Due to the aforementioned reasons, performance of liveness detection algorithms degrades when spoofs generated
using new materials are encountered during the testing (or
operational) stage. This highlights the need for dynamically
adapting the liveness detector to new spoof materials during the operational phase. Next, we explain the proposed
scheme for automatic detection and adaptation of the liveness detector to new spoof materials.

3. Detection and Adaptation of Liveness Detector to New Spoof Materials
An adaptive classifier regularly modifies its decision
boundaries to fit the operational (input) data [20, 16]. Typically, those input samples encountered during system operation, whose labels are assigned with high confidence by the
classifier are used to re-train the system. The performance
of such adaptive systems have been shown to significantly
improve over time. However, one of the open issues associated with automatic adaptive schemes is labeling errors
induced by the classifier [16, 20].
In the case of fingerprint liveness detection, the output of
the liveness detector cannot be used to automatically adapt
it to spoofs generated using novel materials. This is because, as stated earlier, the error rate of the liveness detector has been shown to significantly increase upon en3 http://www2.mitre.org/tech/mtf/
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Figure 1: Examples of fake fingerprint images (from the LivDet 2011 [22] database) corresponding to five different fabrication materials. The artifacts introduced (an example indicated using circle and square) are typically quite prominent for
silgum, woodglue and ecoflex materials.
a multi-class classifier trained using AdaBoost (multiclass
AdaBoost.M2) [4]. It makes use of a different set of features compared to the liveness detector.
(a) Training stage: During the training stage of the
novel-material detector, a set of 𝑛 feature vectors X =
{x1 , x2 . . . xn } extracted from both live and spoof samples,
along with their corresponding class labels {𝑦1 , 𝑦2 , . . . 𝑦𝑛 }
where 𝑦𝑖 ∈ {𝑐1 , 𝑐2 , . . . , 𝑐𝐾 } are used to train a multi-class
AdaBoost. Spoofs generated using different materials have
different class labels (𝑐1 . . . 𝑐𝐾−1 ). Live samples are assigned a separate class (𝑐𝐾 ). Thus, there are 𝐾 classes,
where 𝐾 − 1 is the number of spoof materials represented
in the training set. The Adaboost algorithm [4] (adaptive
boosting) is an ensemble learning method which combines
multiple weak classifiers to form a single strong classifier
as:
Figure 3: Output of a LBP-based liveness detector [14] on
fake test samples from ecoflex and latex. This liveness detector was trained using 1000 live and 200 fake samples
from woodglue.
countering novel materials (i.e., automatic labeling errors
are high) [21, 22, 11, 19] and, therefore, re-training will be
un-productive. Figure 3 shows the output of a LBP-based
liveness detector [14] trained with fake samples generated
using woodglue, and tested with fake samples generated using ecoflex and latex materials. It can be seen that the liveness measure (𝑙) (the confidence score that the input sample
is live as output by SVM) is rather high for the test fake samples from ecoflex (𝑙 = 0.68) and latex (𝑙 = 0.71). Hence,
these samples are unlikely to be detected as new (i.e., novel)
spoofs by the liveness detector.
Novel-Material Detector: To address this problem, we design a separate classifier to detect spoofs generated using
materials that were not used during the training stage of the
liveness detector (ℒ). We refer to this classifier as the novelmaterial detector (ℳ). This novel-material detector (ℳ) is

𝑦(x) =

𝑇
∑

𝛼𝑡 ℎ𝑡 (x)

(1)

𝑡=1

where ℎ𝑡 (x) refers to the weak classifiers operating on the
feature vector x, 𝑇 is the number of weak classifiers, 𝑦(x) is
the classification output and 𝛼𝑡 is the corresponding weight
for each weak classifier.
The weak classifiers are generated after extracting a texture descriptor from the image. The following descriptors are considered in this work: Grey Level Co-occurence
Matrix (GLCM) [9], Histogram of Oriented Gradients
(HOG) [3], Binary Statistical Image Features (BSIF) [6],
Local Phase Quantization (LPQ) [7], Binary Gabor Patterns
(BGP) [23] and Local Binary Patterns (LBP) [15].
Briefly, Grey Level Co-occurence Matrix (GLCM) characterizes the texture of an image by calculating how often
pairs of pixel with specific values and in a specified spatial relationship occur in an image; statistical measures are
then extracted from this matrix [9]. Histogram of Oriented
Gradients (HOG) is based on examining the gradient orientation in localized portions of the image [3]. Binary Statistical Image Features (BSIF) encode texture information as
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a binary code for each pixel by linearly projecting local image patches onto a subspace, whose basis vectors are from
natural images [6]. Local Phase Quantization (LPQ) [7]
utilizes phase information computed locally in a window.
The phases of the four low-frequency coefficients are decorrelated and uniformly quantized [7]. The Local Binary
Pattern (LBP) operator forms labels for the image pixels by
thresholding the neighborhood of each pixel with the center
value and considering the result as a binary number [15].
Binary Gabor Patterns (BGP) encode textural information
by convolving the image with Gabor filters and binarizing
the responses [23]. The dimensionality of the texture descriptors were 40, 81, 516, 256, 216 and 54 for GLCM,
HOG, BSIF, LPQ, BGP and LBP, respectively.
For each of these descriptors, several weak classifiers are
defined and iteratively added until a total of 𝑇 = 200 (see
equation (1)) weak classifiers are generated. Thus, the AdaBoost classifier for a particular descriptor is an ensemble
of these 200 weak classifiers. Note that each of these descriptors is independently incorporated into an AdaBoost
framework for implementation of the novel-material detector.
(b) Testing stage: For each input sample (x̄i ) encountered
during the operational
phase, the posterior
) probability of the
(
input sample 𝑝(𝑐𝑘 ∣x̄i ) for 𝑘 = 1 . . . 𝐾 belonging to each
of the 𝐾 classes is computed. Then a rule-based approach
is used to determine if this input sample corresponds to a
new spoof material or not. Two rules are considered in this
work. The first rule (R1)
of the 𝐾
)
( computes the maximum
posterior probabilities max𝑘=1...𝐾 𝑝(𝑐𝑘 ∣x̄i ) . If the maximum does not exceed a threshold, then the input sample
is classified as a novel spoof. The second rule (R2) estimates
the standard deviation )of the posterior probabilities
(
std 𝑝(𝑐𝑘 ∣x̄i ) for 𝑘 = 1 . . . 𝐾 . A smaller standard deviation would indicate that an input sample cannot be confidently classified as belonging to one of the known classes.
Thus, if the standard deviation of the posterior probabilities
does not exceed a threshold, then the test sample is classified as a novel spoof. Input samples detected as novel spoof
materials (Xs ) are used to re-train (batch update) the twoclass liveness
( detector (ℒ) by)appending them to the initial
training set X′ = {X ∪ Xs } and the decision boundary is
′
re-computed resulting in an updated liveness detector (ℒ ).
Fingerprint Liveness Detector: Fingerprint liveness is
assessed using three different methods: the histogram
of local binary patterns (LBP) [14], local phase quantization (LPQ) [7] and binarized statistical image features (BSIF) [6] (fed into 2-class Support Vector Machine (SVM)). The dimensionality of the feature vectors
used were 54, 256 and 512 for LBP, LPQ and BSIF, respectively. LBP, LPQ and BSIF based textural descriptors
have been shown to outperform other competing liveness

measures based on pore detection, curvelet, power spectrum, wavelet energy and gray-level co-occurrence matrices
(GLCM) [5] as well as the algorithms submitted to LivDet
2011 competition whose half-total error rates were in the
range [20%, 40%] [22]. On the LivDet 2011 dataset, the
Equal Error Rate (EER) for LBP, LPQ and BSIF based
liveness detectors was evaluated to be 12.2%, 14.7% and
11.8%, respectively.
Figure 4 illustrates the scheme for automatic detection
and adaptation of the fingerprint liveness detector to new
materials. In this Figure, 𝑀 1 and 𝑀 2 are spoofs from
two different materials used together with live samples for
training the novel-material detector. x̄i is the features extracted from the input fingerprint instance, 𝑐𝑘 is the class 𝑘
for 𝑘 = {1 . . . 𝐾}, Rj for j ∈ {1, 2} denotes the detection
rule (R1 or R2) and 𝜃 is the threshold.

4. Dataset, Protocol and Performance Metrics
Dataset: We used the LivDet 2011 dataset for the performance assessment of the proposed adaptive method. This
dataset was also used to evaluate algorithms submitted to
the Second International Competition on Fingerprint Liveness Detection (LivDet11) in 2011 [22]. It consists of 1000
live and 1000 fake fingerprint samples in the training set and
the same number of samples in the test set. For each set,
the live images were obtained from 200 fingers with 5 samples per finger. The fake fingerprints were fabricated using
the following five materials: gelatine, silicone, woodglue,
ecoflex and latex. 200 fingerprints were fabricated per material (200 × 5 = 1000) from 20 fingers (ten samples per
finger) for each set (training and testing). All the images acquired using the Biometrika sensor were used in this study.
Protocol: We next describe the protocol used for the implementation and assessment of the proposed adaptive liveness
detection scheme.
1. Training: We used 1000 live and 400 fake images corresponding to two fabrication materials from the training set of LivDet 2011 dataset [22]. The liveness detectors (ℒ) and the novel-material detector (ℳ) are
trained using this dataset.
2. Adaptation and Testing: The test set of the LivDet
2011 dataset [22] is divided into two non-overlapping
datasets: 𝑇1 and 𝑇2 . Each 𝑇𝑖 consists of 500 live
and 500 fake samples (200 samples from materials
used during the training stage (known materials)4 and
300 samples from materials that were not used during the training stage (novel materials)). First, the performance of the liveness detector trained on the training set is evaluated on 𝑇1 and 𝑇2 . Next, the liveness
4 Samples

used in the training and test sets do not overlap.
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Figure 4: The procedure of automatic detection and adaptation of the fingerprint liveness detector to novel materials. Input
samples (x̄i ) classified as new spoofs by the novel-material detector, using a rule-based approach (detection rule R1 or R2),
are used for re-training the liveness detector.
detector is re-trained on those images in 𝑇1 that are
deemed to be “novel spoof material” by the automatic
novel-material detector. Finally, the re-trained liveness
detector is tested on 𝑇2 . In order to facilitate crossvalidation, the roles of 𝑇1 and 𝑇2 are interchanged and
the performance recomputed.
Performance assessment metrics:
1. Novel-material detector: The performance of the
novel-material detector (ℳ) is assessed using the following two metrics: (a) Correct detection rate (CDR),
which is the proportion of fake samples from novel materials that is correctly classified as novel material, and
(b) False detection rate (FDR), which is the proportion
of live as well as fake samples generated using known
materials that are incorrectly classified as novel materials. The overall performance is summarized using the
Equal Error Rate (EERℳ ), which is the rate at which
FDR = 1 - CDR.
2. Fingerprint liveness detector: The SVM output score
of the liveness detector is compared against a threshold
to ascertain whether the input fingerprint is “Live” or
“Spoof”. The performance of the liveness detector (ℒ
′
and ℒ ) is assessed using EER. Equal Error Rate (EER)
is the rate at which the proportion of live samples incorrectly classified as fake is equal to the proportion of
fake samples incorrectly classified as live.

5. Experimental Results
Experiment #1: Performance of the liveness detector
on previously known and novel materials: The goal of
this experiment is to quantify the degradation in the performance of the liveness detector when tested on spoof samples generated using novel materials. First, three different
liveness detectors are trained based on LBP, LPQ and BSIF
features, respectively, extracted from 400 fake fingerprints
corresponding to two materials and 1000 live fingerprint
samples. The resulting liveness detectors are denoted as
ℒ𝐿𝐵𝑃 , ℒ𝐿𝑃 𝑄 and ℒ𝐵𝑆𝐼𝐹 , respectively. The trained classifiers are tested on 𝑇1 and 𝑇2 consisting of 400 fake samples from known materials and 600 fake samples from novel
materials. Table 1 shows the EER of the liveness detector when tested using fake samples from previously known
(EER𝑘𝑛𝑜𝑤𝑛 ) and novel (EER𝑛𝑜𝑣𝑒𝑙 ) materials.
The following observations can be made from Table 1:
(a) Different combinations of training materials exhibit
different generalization performance. A combination of
latex with other materials resulted in reduced error on the
known as well as novel materials. (b) BSIF features obtain
a lower error rate on known and novel fabrication materials
compared to LBP and LPQ. Average increase in the error
rate of the liveness detector when tested on the set of novel
materials is 66.7%, 64.0% and 56.6%, for BSIF, LBP and
LPQ, respectively. Training materials that tend to produce
low quality spoofs such as silgum and woodglue, have
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higher error rates on new spoof materials. (c) Average
increase in the error rate of all three liveness detectors
(LBP, LPQ and BSIF) on new spoof materials is 61.7%.
This clearly conveys the need for designing a liveness
detection scheme that is robust across fabrication materials.
Experiment #2: Detection of new spoofs using novelmaterial detector: This section evaluates the performance
of the novel-material detector (ℳ). In Table 2, we list the
performance of the various textural descriptors used in the
AdaBoost framework (see section 3) for implementing the
novel-material detector (ℳ). These descriptors were extracted from live and spoof samples corresponding to two
training materials; hence, 𝐾 = 3 classes. For each texture
descriptor, 200 weak classifiers were generated from the
training set and combined to form a novel-material detector. Performance of the novel-material detector is evaluated
on test set 𝑇1 using both the classification rules, i.e., R1
(based on the maximum of the posterior probabilities) and
R2 (based on the standard deviation of the posterior probabilities). Table 2 reports the EER of the novel-material detector corresponding to the various texture descriptors. This
EER is averaged over nine combinations of two training materials each. It can be seen from Table 2 that all the texture
descriptors resulted in a high error rate which can be attributed to the challenging nature of the problem. LBP and
BGP performed better than the other descriptors.
The combination of LBP+BGP (two AdaBoost classifiers were trained independently for LBP and BGP descriptors, and their output was combined using the sum rule)
along with rule R2 gave the best performance. So this configuration was used in subsequent experiments.
Further, in Table 3, the Correct Detection Rate (CDR
[%]) of the novel-material detector based on LBP+BGP features (ℳ𝐿𝐵𝑃 +𝐵𝐺𝑃 ) for nine combinations of two training materials each is reported at the EER threshold. CDR
of (ℳ𝐿𝐵𝑃 +𝐵𝐺𝑃 ) is reported for both the rules, R1 and
R2, and on both the test sets 𝑇1 and 𝑇2 . It can be seen
that (a) performance of the novel-material detector varies
based on the combination of the training materials used, (b)
use of low quality training materials (such as silgum and
woodglue) lowers the correct detection rate, and (c) detection rule R2 performed slightly better than R1. Average
false detection rate (FDR) where live samples are misclassified as new spoofs was 12.9% and 17.2% for the sets 𝑇1
and 𝑇2 , respectively. Note that spoofs from known materials
that are falsely detected as being novel spoof materials are
unlikely to negatively influence the performance of the retrained liveness detector. However, re-training the liveness
detector using low quality live samples that are incorrectly
detected as novel spoofs by the novel-material detector, may
result in performance degradation over time.

Table 2: Average EER, on the test set 𝑇1 , of the novelmaterial detector (ℳ) corresponding to various texture descriptors. This is the average over nine different combinations of two materials each, that were used for training the
novel-material detector. The combination of LBP and BGP
features resulted in the lowest error rate (which is still very
high). Inspite of this high error rate, re-training the liveness
detector based on the output of the novel-material detector
improves performance.
Texture descriptors used
Grey Level Co-occurence Matrix (GLCM) [9]
Histogram of Oriented Gradients (HOG) [3]
Binary Statistical Image Features (BSIF) [6]
Local Phase Quantization (LPQ) [7]
Binary Gabor Patterns (BGP) [23]
Local Binary Patterns (LBP) [15]
Local Binary Patterns (LBP) +
Binary Gabor Patterns (BGP)

EERℳ [%]
R1
R2
47.1 46.8
45.8 45.5
36.8 36.8
34.8 34.8
33.6 32.9
31.1 30.0
27.3

26.5

Table 3: Correct detection rate (CDR [%]) of the novelmaterial detector based on fusing the AdaBoost classifiers corresponding to the LBP and BGP descriptors
(ℳ𝐿𝐵𝑃 +𝐵𝐺𝑃 ) on 𝑇1 and 𝑇2 for both the detection rules
(R1 and R2).

Training materials

Latex+EcoFlex
WoodGlue+Latex
Gelatine+Latex
Silgum+Latex
EcoFlex+Silgum
Gelatine+EcoFlex
Silgum+Gelatine
WoodGlue+Silgum
Gelatine+WoodGlue
Average CDR:

ℳ𝐿𝐵𝑃 +𝐵𝐺𝑃
R1
R2
𝑇1
𝑇2
𝑇1
𝑇2
[%] [%] [%] [%]
80.0 72.3 80.4 72.4
75.7 72.8 75.6 75.3
78.7 68.9 79.6 69.7
76.1 72.4 77.3 74.1
66.6 63.8 66.5 64.5
70.1 67.6 70.1 67.9
68.4 64.8 70.1 65.7
75.3 70.4 75.6 70.4
70.7 66.1 70.7 66.3
73.5 68.7 73.9 69.5

Experiment #3: Performance of the liveness detector retrained on samples flagged by the novel-material detector: The goal of this experiment is to evaluate the performance of the liveness detector when retrained based on the
output of the novel-material detector. Tables 4, 5 and 6
show the EER of the retrained liveness detector for LBP
′
′
′
(ℒ𝐿𝐵𝑃 ), LPQ (ℒ𝐿𝑃 𝑄 ) and BSIF features (ℒ𝐵𝑆𝐼𝐹 ), respectively. These are the error rates when the liveness detector is retrained using samples that are identified as new
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Table 1: Performance of the BSIF, LBP and LPQ based liveness detectors when tested on previously known materials
(EER𝑘𝑛𝑜𝑤𝑛 ) and on novel materials (EER𝑛𝑜𝑣𝑒𝑙 ). The overall average increase in the error rate when encountering novel
materials is 61.7%. This motivates the need for an adaptive algorithm.

Training materials
Latex+EcoFlex
WoodGlue+Latex
Gelatine+Latex
Silgum+Latex
EcoFlex+Silgum
Gelatine+EcoFlex
Silgum+Gelatine
WoodGlue+Silgum
Gelatine+WoodGlue
Average EER:

ℒ𝐵𝑆𝐼𝐹
EER𝑘𝑛𝑜𝑤𝑛 EER𝑛𝑜𝑣𝑒𝑙
[%]
[%]
3.9
13.8
11.0
12.2
8.8
14.9
6.0
16.2
10.8
23.6
13.9
20.9
13.2
20.7
14.7
19.3
12.4
15.4
10.5
17.5

ℒ𝐿𝐵𝑃
EER𝑘𝑛𝑜𝑤𝑛 EER𝑛𝑜𝑣𝑒𝑙
[%]
[%]
6.9
14.4
9.5
11.1
11.5
13.2
12.5
23.6
13.7
31.1
14.8
19.6
18.2
23.0
15.5
33.8
10.5
14.4
12.5
20.5

spoofs in 𝑇1 and the retrained liveness detector is evaluated
on 𝑇2 , and vice-versa. In order to detect spoofs made of
novel material, the threshold of the novel-material detector was set to the EER point. The novel-material detector
based on LBP+BGP (ℳ𝐿𝐵𝑃 +𝐵𝐺𝑃 ) and detection rule R2
was used (this combination resulted in the lowest error rate
in Experiment #2). Comparative assessment has been made
with the performance of the liveness detector (ℒ𝐿𝐵𝑃 , ℒ𝐿𝑃 𝑄
and ℒ𝐵𝑆𝐼𝐹 ) that is not retrained.
The average error reduction was 46.4%, 36.1% and
20.4% on test set 𝑇1 for the LBP, LPQ and BSIF based
liveness detectors, respectively, when retrained using new
spoofs detected in 𝑇2 . For instance, EER of the LBP based
liveness detector reduced from 15.3% to 8.2% when retrained using new spoofs from 𝑇2 and evaluated on 𝑇1 .
Further on test set 𝑇2 , the average error reduction was
29.8%, 27.7% and 15.8% for the LBP, LPQ and BSIF based
liveness detectors, respectively, when retrained using new
spoofs detected in 𝑇1 .

ℒ𝐿𝑃 𝑄
EER𝑘𝑛𝑜𝑤𝑛 EER𝑛𝑜𝑣𝑒𝑙
[%]
[%]
10.5
21.0
13.1
16.5
9.2
18.6
8.3
18.5
14.2
24.5
16.4
23.8
13.7
18.0
15.2
21.6
16.1
19.1
12.9
20.2

Average
EER𝑘𝑛𝑜𝑤𝑛 EER𝑛𝑜𝑣𝑒𝑙
[%]
[%]
7.1
16.4
11.2
13.3
9.8
15.6
8.9
19.5
12.9
26.4
15.1
21.5
15.1
20.6
15.2
24.9
12.9
16.3
12.0
19.4

Table 4: EER of the LBP based liveness detector retrained
′
using images detected as new spoofs (ℒ𝐿𝐵𝑃 ) in 𝑇1 and
evaluated on 𝑇2 . Cross-validation is performed by interchanging the role of 𝑇1 and 𝑇2 . Comparative assessment
has been made with the liveness detector that is not automatically retrained (ℒ𝐿𝐵𝑃 ).

Training materials

Latex+EcoFlex
WoodGlue+Latex
Gelatine+Latex
Silgum+Latex
EcoFlex+Silgum
Gelatine+EcoFlex
Silgum+Gelatine
WoodGlue+Silgum
Gelatine+WoodGlue
Average EER:

Tested on 𝑇2
′
ℒ𝐿𝐵𝑃
ℒ𝐿𝐵𝑃
(not
(adapted
adapted) using 𝑇1 )
[%]
[%]
16.4
13.1
12.3
10.0
16.0
14.5
19.8
12.9
29.9
16.3
21.5
14.5
24.2
15.9
28.5
16.8
13.5
13.9
20.2
14.2

Tested on 𝑇1
′
ℒ𝐿𝐵𝑃
ℒ𝐿𝐵𝑃
(not
(adapted
adapted) using 𝑇2 )
[%]
[%]
7.9
4.5
9.4
7.6
9.8
6.8
18.8
9.6
22.7
7.8
13.4
6.8
17.8
10.4
26.0
11.8
11.8
8.5
15.3
8.2

6. Summary and future work
Recent studies suggest a three fold increase in the error rate of a fingerprint liveness detector on encountering
spoofs generated using materials that were not used during
the training stage. In this paper, we propose a scheme for
automatic detection and adaptation of the liveness detector
to spoofs fabricated using novel materials that are encountered during the operational phase. To this end, a novelmaterial detector is developed that detects spoofs made of
new materials. Detected samples are used to automatically
retrain and update the liveness detector. The proposed automatic novel material detection scheme obtains an average
correct detection rate upto 74%. The performance of the fingerprint liveness detector when retrained based on the out-

put of the novel-material detector improves by upto 46%.
As the proposed adaptation scheme is offline, its computational complexity does not affect the throughput of the
liveness detector. Due to large variations in the quality of
the live samples, some of them are incorrectly classified as
novel spoofs. The cumulative effect of retraining the liveness detector using live samples, which are incorrectly detected as new spoofs by the novel-material detector, may
be counter-productive over a period of time. As a part of
future work, more robust features, classifiers and detection
rules will be investigated.
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Table 5: EER of the LPQ based liveness detector retrained
′
using images detected as new spoofs (ℒ𝐿𝑃 𝑄 ) in 𝑇1 and
evaluated on 𝑇2 . Cross-validation is performed by interchanging the role of 𝑇1 and 𝑇2 . Comparative assessment
has been made with the liveness detector that is not automatically retrained (ℒ𝐿𝑃 𝑄 ).

Training materials

Latex+EcoFlex
WoodGlue+Latex
Gelatine+Latex
Silgum+Latex
EcoFlex+Silgum
Gelatine+EcoFlex
Silgum+Gelatine
WoodGlue+Silgum
Gelatine+WoodGlue
Average EER:

Tested on 𝑇2
′
ℒ𝐿𝑃 𝑄
ℒ𝐿𝑃 𝑄
(not
(adapted
adapted) using 𝑇1 )
[%]
[%]
20.4
13.5
15.8
10.7
19.4
14.5
16.7
12.6
23.4
16.4
24.9
14.5
18.7
18.5
20.5
14.6
18.3
13.5
19.8
14.3

Tested on 𝑇1
′
ℒ𝐿𝑃 𝑄
ℒ𝐿𝑃 𝑄
(not
(adapted
adapted) using 𝑇2 )
[%]
[%]
11.6
5.8
14.2
6.3
12.2
7.8
12.0
8.0
16.2
12.5
16.3
7.8
13.4
12.6
17.0
12.0
16.8
9.8
14.4
9.2

Table 6: EER of the BSIF based liveness detector retrained
′
using images detected as new spoofs (ℒ𝐵𝑆𝐼𝐹 ) in 𝑇1 and
evaluated on 𝑇2 . Cross-validation is performed by interchanging the role of 𝑇1 and 𝑇2 . Comparative assessment
has been made with the liveness detector that is not automatically retrained (ℒ𝐵𝑆𝐼𝐹 ).

Training materials

Latex+EcoFlex
WoodGlue+Latex
Gelatine+Latex
Silgum+Latex
EcoFlex+Silgum
Gelatine+EcoFlex
Silgum+Gelatine
WoodGlue+Silgum
Gelatine+WoodGlue
Average EER:

Tested on 𝑇2
′
ℒ𝐵𝑆𝐼𝐹
ℒ𝐵𝑆𝐼𝐹
(not
(adapted
adapted) using 𝑇1 )
[%]
[%]
13.5
14.2
14.4
10.9
16.5
16.2
16.6
13.7
23.2
18.0
22.4
16.2
21.6
18.6
19.6
17.2
16.9
14.4
18.3
15.4

Tested on 𝑇1
′
ℒ𝐵𝑆𝐼𝐹
ℒ𝐵𝑆𝐼𝐹
(not
(adapted
adapted) using 𝑇2 )
[%]
[%]
6.5
6.2
8.6
7.7
9.0
8.2
9.1
7.6
13.7
12.2
14.8
8.0
14.2
9.9
12.9
10.9
12.6
10.3
11.3
9.0
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