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Predicting Identification Errors in a Multibiometric System Based on
Ranks and Scores
Emanuela Marasco, Arun Ross, Carlo Sansone
Abstract— The goal of a biometric identification system is to
determine the identity of the input biometric data. In such
a system, the input probe (e.g., a face image) is compared
against the labeled gallery data (e.g., face images in a watch-list)
resulting in a set of ranked scores pertaining to the different
identities in the gallery database. The identity corresponding
to the best score is then associated with that of the probe.
The aim of this work is to predict identification errors and
improve the recognition accuracy of the biometric system. The
method utilizes the rank and score information generated by the
identification operation in order to validate the output. Further,
we demonstrate the proposed predictor can be effectively applied in multimodal scenarios. Experiments performed on two
multimodal databases show the effectiveness of our framework
in improving identification performance of biometric systems.

I. I NTRODUCTION
The goal of a biometric identification system is to determine the identity of the input biometric data. In such a
system, the input probe (e.g., a face image) is compared
against a labeled gallery data (e.g., face images in a watchlist) resulting in a set of ranked scores pertaining to the
different identities in the gallery database. The identity corresponding to the best score is then typically associated with
that of the probe. In large-scale identification systems, the
feature space of the identities in the gallery may significantly
overlap resulting in the degradation of identification accuracy. Moreover, in adverse operational scenarios the input
data is often noisy, and the similarity between the probe and
the associated gallery data is substantially reduced thereby
impacting overall recognition accuracy.
This paper concerns itself with the possibility of automatically determining if the decision rendered by a biometric
identification system is correct or not. In the work proposed
here, we use both rank and score information in order to
predict errors and, subsequently, improve the performance of
a biometric system. In the proposed methodology, the probability that the output decision is reliable is estimated by a
pattern classifier referred to as a predictor. Its role is to detect
potentially erroneous decisions. Further, we propose three
fusion mechanisms based on the trained predictor that can
extend the benefits of the proposed scheme into a multimodal
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scenario. In particular, a predictor-based voting strategy, a
predictor-based serial fusion scheme and a predictor-based
Borda Count method are presented and compared against
other common approaches to rank-level fusion.
The idea of marginalizing potentially incorrect decisions
in a pattern recognition system was used by Chow [1] to
define an optimum rejection rule. In the pattern recognition
and machine learning literature, several techniques have been
proposed to predict the reliability of a classification decision
rendered by a pattern recognition system (e.g., [2]). However,
such methods have been sparingly used in the biometric
literature until recently. Kryszczuk et al. [3] presented a
method in which classifier decisions and the corresponding
reliability information are combined to predict and correct
verification decisions. Kryszczuk et al. [4] later proposed
a framework for probabilistic error rectification based on
credence estimation which was used to eliminate unreliable
verification decisions.
Quality has been generally considered a good indicator for
failure prediction. However, a quality-based scheme cannot
be applied unless real-time assessment about the quality
of the input data is possible; also Scheirer et. al [5] have
shown cases in which ‘poor quality’ images produce better
matching scores than ‘high quality’ images. An alternative to
quality-based analysis was presented by Scheirer and Boult
[6] in which they proposed the idea of post- recognition
failure prediction. They defined two types of error, viz.,
Failure Prediction False Accept Rate (FPFAR) and Failure
Prediction False Reject Rate (FPFRR) which were used to
generate the Failure Prediction Receiver Operator Characteristic (FPROC) curve. The failure prediction features were
derived from similarity scores and were designed to capture
information that are not explicit in the raw score. Specifically,
they extracted the differences between scores and the DCT
coefficients based on transforming the top n scores. Their
scheme predicts the failure of individual modalities and also
assigns weights to individual modalities during fusion.
The novelty of our work is two-fold: (a) it addresses the
problem of incorrect decisions in an identification system,
and (b) it utilizes this information to improve the recognition
accuracy in a multibiometric scenario.
The paper is organized as follows. In Section 2, we
describe the sources of information that can be exploited
during the biometric recognition process. Section 3 presents
the proposed approach. Section 4 reports the experimental
procedure and some comparative results against traditional
schemes for rank-level fusion. Section 5 presents our conclusions.
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II. BACKGROUND
In a typical biometric system, the sensor acquires the
biometric data of a user from which a representative feature
set is extracted. This feature set is matched against the feature
set stored in the database of the system. The decision taken
by the system is based on the match scores generated during
the matching process [7]. In an identification system, these
scores are transformed to ranks in order to determine potential matching identities. Since we consider a multibiometric
scenario in our work, the use of score and rank information
in a fusion framework is discussed below.
A. Match Score Information
Match scores are commonly used to consolidate the
decisions rendered by multiple biometric classifiers since
they are easy to access (compared to, say, feature sets
which can be proprietary). However, the scores output by
different biometric matchers may not be homogeneous and
can conform to different scales [8]. Thus, before integration,
they may have to be transformed into a common domain via
an effective normalization scheme. Such a scheme may rely
on a fixed set of parameters estimated from the impostor
and genuine score distributions [7] [9]. A number of match
score fusion schemes have been proposed and studied in the
literature [10].
B. Rank Information
At the rank level, each biometric matcher orders the candidate identities in the gallery according to their similarities
to the given probe and transforms this ordering into a set of
N integer values or ranks. A fusion scheme at this level
consolidates the rankings provided by multiple biometric
matchers in order to obtain a consensus rank for each identity
in the gallery [8]. If we consider an input image having low
quality, the genuine score as well as the impostor scores are
likely to be low [11] [12]. The use of such a score (for
a genuine user) during the fusion process may confound a
fusion algorithm. The rank, on the other hand, is a relatively
stable statistic and does not require normalization; combining
this rank with other ranks (for the genuine class) in a
judicious manner can result in a correct classification.
C. Hybrid Rank-Score Information
The use of both ranks and match scores [9] is expected to
be more reliable and has been demonstrated to increase the
recognition accuracy of a multibiometric system [13]. For a
given probe image, a N × C score matrix S = [sik ] can be
generated where sik represents the similarity score computed
by the k th modality matcher Ck after comparing the probe
against the ith entry in the gallery database, i = 1 . . . N and
k = 1 . . . C. For each modality, the corresponding scores
can be sorted in decreasing order. So a N × C rank matrix
R = [rik ] can be generated where rik is the rank assigned
to the ith identity in the database by the matcher Ck . Thus,
the output of each matcher, Ck , can be viewed as a twotupled entry (sik , rik ), i = 1 . . . N . The approach presented
by Brunelli and Falavigna [9] generated a mapping from

(sik , rik ) into the set {0,1} where the entries corresponding
to the correct identity label is mapped to 1 and to 0 otherwise.
A HyperBF network was used to approximate this mapping.
This method has some drawbacks. Firstly, a network-based
framework requires a large amount of training examples to
tune the free parameters involved. Secondly, it requires the
availability of all classifiers. Finally, when a new user is
added, the network has to be trained again.
Recently, Nandakumar et al. [13] proposed a scheme that
utilizes both ranks and scores to perform fusion in identification systems. They defined a hybrid rank-score fusion
rule based on a combination of score and rank statistics.
This approach, however, requires an explicit estimation of
the genuine and impostor distributions, and a large dataset
is required to accurately estimate the score distributions.
III. P ROPOSED A PPROACH : A R ATIO - BASED A NALYSIS
As stated earlier, a generic identification system compares
the input biometric data to all the known identities stored
in the database and outputs a set of similarity scores. The
scores are then sorted in decreasing order to form a ranking
list in which the lowest rank is assigned to the highest
similarity [14]. Let G = [G1 , G2 , ...GN ] be the gallery
set, composed by N biometric samples belonging to N
different subjects. Let P = [P1 , P2 , ...PM ] be the probe
set, composed by M unknown samples belonging to subjects
that are presumed to be in the gallery. Given a single probe
image, N comparisons of that probe against the gallery are
performed and N similarity scores are generated [15].
The present study is based on computing the ratio of
scores corresponding to rank 1 and the other ranks. The
vector of these ratios is treated like a feature vector and
used for training a pattern classifier. Such a classifier is used
to learn the relationship between the ratios and the posterior
probabilities of the correct and error classes. Here, the term
“correct class” is used to indicate that the rank-1 identity
is indeed the correct identity of the probe; the term “error
class” is used to indicate that the rank-1 identity does not
correspond to the correct identity of the probe. Thus, the
classifier ( predictor) is used to learn the decision boundary
between the correct identification region and the erroneous
one.
For a given input probe, let ρj denote the ratio of the
rank-1 score to that of the rank-j score. Thus, the vector
(ρ2 , ρ3 , . . . ρd+1 )t , d ∈ {1 . . . N − 1}, is used as input
to the classifier. Typically, the rank-1 similarity score is
expected to be significantly higher than the other scores (for
a genuine match at rank-1). However, there are situations
when the rank-1 score may be comparable to that of other
scores associated with the nearby ranks thus suggesting the
possibility of an error. In this work, we confirm this notion
and, further, exploit it to improve recognition accuracy.
The architecture of the proposed approach is shown in Fig.
1.
A. Error prediction in multibiometric identification system
In a multibiometric identification system, the output of K
different biometric modality matchers C1 , C2 , ...CK have to
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Algorithm for training the unimodal predictor
Let G = [G1 , G2 , ...GN ] be the gallery set.
Let P = [P1 , P2 , ...PM ] be the probe set.
1) For each probe, generate N similarity match scores
si , i = 1 . . . N by comparing that probe against the
gallery.
2) Sort the match scores in decreasing order.
3) Based on the previous sorted match scores, assign a
rank Ri to each enrolled identity.
4) Compute the ratio ρj between the score corresponding
to rank-1 and the score corresponding to rank-j.
5) Label the ratio score vector as correct if rank 1
is assigned to the correct identity by the unimodal
matcher; otherwise label it as an error.
6) Use the labeled ratio score vectors as feature vectors
to train a supervised classifier.

Fig. 1. Error Prediction in a unimodal identification system. Here, ski and
rik denote the score and rank, respectively, assigned to the ith identity in
the gallery by the k th matcher; Pk denotes the classifier used to predict
if the rank-1 identification is correct (C) or not (E) based on the vector of
score ratios (ratiok ). The output of the matcher, Idk , is accepted or rejected
based on the predictor.

be consolidated. The information observed at the score level
can be represented as a N × K matrix S = [skn ], where
skn represents the match score output when the probe image
is compared against the nth gallery image, using the k th
classifier, k = 1, ..., K; n = 1, ..., N . This score matrix can
be converted to a rank matrix R = [rnk ] where rnk represents
the rank of the nth gallery image with respect to the probe
as assessed by the k th modality matcher.
B. Predictor-based Majority Voting
In the majority voting scheme, the outputs of the K
classifiers are examined and the most commonly occurring
output is selected as the final output. Thus, for a given probe,
K unimodal matchers are employed and the winner is the
identity to which the majority of matchers have assigned a
rank value equal to one. The majority vote will result in an
ensemble decision [16]:
arg max

i=1...N

K


dik · vk

(1)

k=1

where the binary variable dik is 1 if the k th matcher
outputs identity i in rank-1, and the binary variable vk is

1 if the identification is deemed to be correct by the k th
predictor. Fig. 2 denotes this scheme. The majority vote
scheme will assign an identity to the probe only if the output
of at least ΣK
k=1 vk  + 1 unimodal systems correspond to
the same identity and are deemed to be correct by vk . If
a majority is not possible, then the proposed mechanism
attempts to use the rank-1 accuracy of individual classifiers
to make the decision. According to this design, when the
unimodal outputs are K different identities, the output from
the overall system will correspond to the identity output
from the unimodal system with the highest accuracy (as
assessed using training data before deployment of individual
matchers). Those contributions considered as errors by the
predictor module are excluded from the final decision.

Fig. 2.

Predictor-based Majority Voting.

C. Predictor-based Serial Fusion Scheme
In the serial scheme, the decisional process is split into
two successive stages [17]. The subject to be authenticated
submits the first biometric modality to the system which is
processed and matched against all the templates present in
the gallery. If the resulting identity is labeled to be correct by
the predictor module, the input biometric trait is associated
to the current identity, otherwise the system suspends the
decision and an additional processing stage is performed.
In the second stage, K-1 additional biometric modalities are
automatically requested and a voting strategy involving K1 unimodal matchers is adopted in the second stage. The
predictor-based serial combination framework is shown in
Fig. 3. It can be formulated as follows:
⎧
Idu ,
if
vu = 1
⎪
⎪
⎨
K−1
Idm =
⎪
if
vu = 0
arg maxi=1...N k=1 dik · vk ,
⎪
⎩
(2)
where Idm is the output of the multimodal system and Idu
is the output of the unimodal system at the first stage.
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TABLE I
WVU M ULTIMODAL B IOMETRIC D ATABASE

Biometric
Face

Subjects
240

Samples
5 per subject

Fingerprint

240

5 per finger

Scores
Gen 1200 × 4
Imp 240 × 239 × 25
Gen (1200 × 4) × 4
Imp (240 × 239 × 25) × 4

TABLE II
T HE B IOSECURE DATABASE : D EVELOPMENT S ET

Fig. 3.
Predictor-based Serial Fusion: the first stage is based on the
unimodal system and the error predictor for this modality while the second
stage consists of a predictor-based majority voting scheme which uses K-1
modalities.

D. Predictor-based Borda Count Fusion
In the Borda Count model, the rank for each identity in the
database is calculated as the weighted sum of the individual
ranks assigned by the K matchers:
Ri =

K


wk rik ,

i = 1, 2, ...N.

(3)

k=1

This method assigns a higher weight to the ranks provided
by the more accurate matcher. Therefore, it is useful when
different biometric matchers exhibit significant differences in
their accuracies. A training phase has to be used to determine
the weights. This is achieved by computing the weight wk
(using the training set) as the ratio between the number of
correct identifications as detected by the predictor and the
total number of test probes. The weight factor based on the
predictor reduces the effect of inaccurate decisions due to
potentially incorrect matcher output.
IV. P ERFORMANCE E VALUATION
A. Datasets
The performance of the proposed strategy was evaluated
on two databases. The first is the West Virginia University
(WVU) multimodal biometric database. A subset of this
database pertaining to the fingerprint (left thumb [FL1], right
thumb [FR1], left index [FL2], right index [FR2]) and face
modalities of 240 subjects was used in our experiments. Five
samples per subject for each modality were available. Table
I provides the details of the database. For the face modality,
frontal images were collected in a controlled scenario. For
the fingerprint modality, images were collected using an
optical biometric scanner, without explicitly controlling the
quality [18]. The entire dataset was divided into five sets: the
first sample of each identity was used to compose the gallery
and the remaining four samples of each identity were used
as probes (P1 , P2 , P3 , P4 ). The VeriFinger software was
used for generating the fingerprint scores and the VeriLook
software was used for generating the face scores.

Biometric
Face

Subjects
51

Samples
4 per subject

Fingerprint

51

4 per subject

Scores
Gen 204 × 3
Imp 51 × 50 × 16
Gen (204 × 3) × 3
Imp (51 × 50 × 16) × 3

The second database is a subset of the BioSecure multimodal database. This database contains 51 subjects in the
Development Set (training) and 156 different subjects in the
Evaluation Set (testing). For each subject, four biometric
samples are available over two sessions: session 1 and
session 2. The first sample of each subject in the first session
was used to compose the gallery database while the second
sample of the first session and the two samples of the second
session were used as probes (P1 , P2 , P3 ). For the purpose of
this study, we used the face and three fingerprint modalities,
denoted as fnf, fo1, fo2 and fo3, respectively [19]. The details
about the number of match scores per person are reported in
Tables II and III.
B. Evaluation Procedure
First, we performed a preliminary analysis to understand
the distribution of the ratios between scores as a function of
the ranks (i.e., the ρk ’s) for the correct and error classes.
This was used to determine the dimension of the vector
of ratios (i.e., d) that is suitable for error prediction. The
number d was empirically derived for each modality in
the individual databases considered in this work. Next, the
proposed algorithm was evaluated on the two databases.
Since the number of identification errors made by some
of the biometric matchers is low, the negative class cannot
be efficiently represented. This affects the training of the
predictor. In order to maximize the amount of available data,
the training and testing was performed by adopting the leaveone-out strategy. The classifier was trained by using the
TABLE III
T HE B IOSECURE DATABASE : E VALUATION S ET

Biometric
Face

Subjects
156

Samples
4 per subject

Fingerprint

156

4 per subject

Scores
Gen 624 × 3
Imp 156 × 155 × 16
Gen (624 × 3) × 3
Imp (156 × 155 × 16) × 3
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samples provided by all but one of the identities in the gallery
and its performance was tested on the excluded identity [9].
C. Results
As Fig. 4 and Fig. 5 show, in the space of ratios, the
distributions of the misclassified identities are reasonably
separated from those that were correctly recognized.

Fig. 6. Performance of the prediction scheme using a Support Vector
Machine trained on the WVU data.

Fig. 4. The distribution of the ratios between scores in terms of ranks of
all the users in the WVU database for the face modality, where the gallery
set is composed by the first sample of each subject and the probe set by
the fifth sample. Red points represent rank-1 misclassifications.

Fig. 7. Performance of the prediction scheme using a Support Vector
Machine trained on the Biosecure data.

TABLE IV
P ERFORMANCE OF THE TRADITIONAL FUSION SCHEMES ON THE FOUR
PROBE SETS IN THE

Probe

Fig. 5. The distribution of the ratios between scores in terms of ranks
of all the users of the Development Set in the Biosecure database for the
face modality, where the gallery set is composed by the first sample of each
subject and the probe set by the second sample. Red points represent rank-1
misclassifications.

The classification was accomplished using three different
classifiers: a Support Vector Machine (SVM), a Decision Tree
and a Bayesian classifier. Since the SVM classifier gave
the best results on both databases, only its performances
are being reported in this paper. Further, the classification
performance was observed as a function of d, i.e., the number
of ratios used to construct the feature vector. The face
modality in the WVU database required d = 5; the FL1, FR1
and FR2 modalities required d = 7 and the fingerprint FL2
modality required d = 10 (see Figure 6). For the Biosecure
dataset, all the 3 fingerprint modalities required d = 3 while
the face required d = 5 (see Figure 7).
Tables IV, V, VI and VII compare the results of the
proposed scheme against other schemes. We compared the

P1
P2
P3
P4
Avg

Highest
Rank
91.67%
88.33%
90.56%
93.33%
90.97%

WVU DATABASE .

Borda
Count
97.22%
95.56%
96.11%
96.67%
96.39%

Pure Majority
Voting
100.00%
99.44%
97.78%
99.44%
99.17%

TABLE V
P ERFORMANCE OF THE PREDICTOR - BASED FUSION SCHEMES ON THE
FOUR PROBE SETS IN THE WVU DATABASE
Probe
P1
P2
P3
P4
Avg

Predictor-based
Majority Voting
100.00%
100.00%
100.00%
100.00%
100.00%

Predictor-based
Serial
100.00%
99.44%
99.44%
98.89%
99.44%

Predictor-based
Borda Count
97.22%
96.11%
96.11%
97.22%
96.67%
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performance of our methods against the Highest Rank and
Borda Count approaches [10] as well as the pure Majority
Voting Scheme in which the predictor for each modality was
not used (ties were broken randomly). From these tables
it is evident that the predictor-based majority voting which
uses the predictor for each modality, outperformed the other
traditional approaches. Moreover, the serial scheme also
improved the correct identification rate since, in the second
stage, it is able to handle those cases that are classified
as errors in the first stage. We also observed that the
improvement in performance was especially significant in the
case of the BioSecure Database where traditional rank-level
fusion schemes did not perform very well.
V. C ONCLUSIONS
In this paper we presented a methodology in which both
ranks and scores have been used to improve the identification
accuracy of multimodal biometric systems. Ranks and scores
have been used for designing a classifier (predictor) for
each modality in order to detect identification errors. This
information has been used to design novel rank-level fusion
schemes in a multimodal scenario. The proposed predictorbased techniques performed better than the commonly used
rank-level fusion mechanisms. In particular, the predictorbased majority voting resulted in the best accuracy by achieving an average recognition rate of 100% on the WVU dataset
and 97.22% on the Biosecure dataset. The improvement
in performance is especially significant in the BioSecure
database. Since the predictor is based on a training phase,
it generalizes very well across identities. Consequently, the
predictor does not have to be retrained when a new individual
is added to the database. Experiments are underway to determine the robustness of the scheme to variations in quality
on the input data. It must be stated that the simple sum
of scores results in good identification performance on the
database used in our experiments; however, we can consider
the methodology proposed in this paper as a promising
approach for using both ranks and scores in a systematic
way to predict identification errors in biometric systems.
TABLE VI
P ERFORMANCE OF THE TRADITIONAL FUSION SCHEMES ON THE THREE
PROBE SETS IN THE

Probe
P1
P2
P3
Avg

Highest
Rank
87.18%
78.85%
74.36%
80.13%

B IOSECURE DATABASE
Borda
Count
96.15%
88.46%
92.31%
92.31%

Pure Majority
Voting
89.74%
83.97%
84.62%
86.11%
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