Secure Biometric Recognition

Abhishek Nagar
Department of Computer Science and Engineering

Michigan State University

Submitted
for partial ful llment of the requirements

for the qualifying examination



Contents

1

Introduction

Biometric System Vulnerabilities

2.1 Biometric Recognition System . . . . . . . . ... ... oo

2.2 Wulnerabilities . . . . . . ... . ... ... ...

2.2.1 Intrinsic Failure . . . . . . . . . . .o

2.2.2 Adversary Attacks . . . . . .

2.3 Consequences of attacks . . . . ... ... ..

Template Security
3.1 Biometric Template . . . . . ... .. ... ...
3.2 Feature Transformation Based Techniques . .

3.3 Biometric Cryptosystem . . . ... .. ... ..

3.3.1 Key Binding Cryptosystem . . . . . . . . . ... ... ... ... ...

3.3.2 Key Generation Biometric Cryptosystem

3.4 Hybrid Approaches . . . . . . . . .. e

3.5 Multimodal Approaches . . ... ... .....

3.6 Evaluation of Template Protection Techniques

Applications

Major Challenges

13
18

20
20
23
28
29
35
36
38
41

48

50



1 Introduction

Biometric recognition is the science of identi cation of idividuals based on their biological
and behavioral traits [4]. It is being used in various spheseof life, be it authenticating a
person for entering a building, computer login, or forensi@enti cation. Figure 1 shows
the distribution of biometric deployments with respect to derent sectors and depicts the
pervasiveness of biometrics. It is expected that the totalevwenue for the world biometric
market will increase from US$2.7 billion in 2007 to US$7.1 lkon in 2012 [8]. A major
impetus to the growth of biometric industry is its superiorfy as an identity management
technique which is one of the major threats hovering the widesociety. According to Javelin
Strategy and Research Survey, there were 8.4 million victsnof identity fraud in U.S.A.

alone in 2007, amounting to US$50 billion worth of illegitirate transactions [55].
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Figure 1: Distribution of biometric deployments with respet to di erent sectors in the
United States in 2003 (see chart 2.3 in [40]).

Biometrics has time and again manifested itself as an e egg identity management
system. As early as 14 century AD, many o cial documents dated in Persia had nger-

print impressions [77]. The development of modern identitynanagement systems based on



biometrics can be traced back to 1883 when a French police aal, Alphonse Bertillon de-
veloped an anthropometric system, called Bertillonage (sd-igure 1) to be used to identify
criminals. One of the plausible motivations for developmérof such a system was to iden-
tify and deter habitual criminals as proposed in the HabituaCriminal Act (1869) of the
United Kingdom [129]. Around the same time, Faulds [36], Hechel [45] and Galton [41]
discovered the distinctive nature of ngerprints which fomed the basis for extensive research
and the use of ngerprint identi cation that subsequently followed. Later in the early 20"
century, United States started collecting ngerprints in ader to have a dependable criminal
identi cation database. Currently, FBI has a criminal ngerprint database of around 55 mil-
lion individuals and a civil database of around 20 million; wer 90 000 ngerprint searches
are performed every day against this database (see [86], padf)). The success of biometric
recognition systems in the law enforcement sector also sralined its introduction in various
government and commercial sectors with an increasingly & number of applications, e.g;
securing data on USB pen drive, personal computer login, &tdance system, ATM authen-
tication, physical access control, etc. Like any other sety system, a biometric recognition
system also has its share of threats arising from intentiohenaneuvers and fragile construc-
tion. Since biometric systems are being deployed at an inagngly large and diverse scale,
their security is of great concern.

Reliability and convenience are the two main bene ts of bioetric systems over the con-
ventional authentication mechanisms based on a secure tokpossession (e.g. smart cards)
and knowledge of a secret (i.e., PIN or password). Biometrauthentication involves veri -
cation of certain body characteristics of an individual andhus is inherently more reliable
than verifying a secure token or secret message which can lasily stolen or shared. At the
same time, biometric systems free the user from the inconvence of carrying secure tokens
or remembering complex passwords. But since biometrics amet secrets and recognition
systems can be easily fooled by spoof biometrics or otheravisacked, and also since a person

can be easily tracked based on biometrics (due to relativetynall number of biometric traits
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Figure 2. Some characteristics of an early anthropometrigstem, called \Bertillonage" [9].



as compared to large number of di erent passwords possibleg robust implementation of
biometric system is very important.

In this survey, we present various vulnerabilities assod¢&d with biometrics, and discuss
the e ectiveness of the approaches designed to counter tieogulnerabilities. We have tried
to structure the survey using di erent categorizations in oder to create a framework that is
comprehensive and yet easily readable. In section 2, we dése the various vulnerabilities
that plague biometric recognition systems, the attacks thacan be staged by taking advan-
tage of the vulnerabilities, and the potential e ects of thee attacks on the security, privacy
or convenience of the users. In section 3, we describe theioas representations of biomet-
rics usually referred to as biometric templates, and summiae approaches to secure these
templates. Finally, in section 4, we describe the di erent ays in which secure biometric
recognition can be used to replace or augment password basgdoken based veri cation

systems.

2 Biometric System Vulnerabilities

In this section we shall priovide a brief introduction to bienetric recognition system and the

various vulnerabilities that undermine the e ectiveness ba biometric recognition system.

2.1 Biometric Recognition System

The two main stages in a biometric authentication system are(i) Enrollment: to collect
biometric data from a user and store it in the system, and (iiAuthentication: to identify
or verify the identity of a user by matching the data providedby the user with the data
stored in the system. See gure 3 for a schematic diagram ofrefiment and authentication
processes.

During enrollment, the biometric system stores biometricraits of the user (in the form

of biometric template T). As an example, a user's ngerprint is scanned, features .(g
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Figure 3: Enrollment and recognition stages in a biometricystem. Here, T represents the
biometric sample obtained during enrollment,Q is the query biometric sample obtained
during recognition, X+ and X4 are the template and query feature sets, respectively arsl
represents the match score. See [50].

minutiae, orientation map, quality map etc.) are extractedfrom the ngerprint (usually
referred to as biometric template,T), and stored along with a unique number (useriD)
associated with the user. During authentication, the stom® user specic information is
used to recognize a user who provides his biometric tra&. Depending on the manner in
which the authentication is done, a biometric recognitionystem can operate in two di erent
modes: (i) veri cation and (ii) identi cation. The main di erence between veri cation and
identi cation is that in an identi cation mode, the user is not required to provide his identity,
i.e. user ID, during authentication. Thus in identi cation, the biometric trait provided by
the user is matched with all the users enrolled in the databasn order to nd a match or
to reject the claim of the user being in the database. In vercation however, the biometric
is matched only with the trait stored against the claimed uselD.

Note that enrollment is an important step since the quality 6 the enrolled template
determines the matching accuracy. A signi cant amount of reearch has been undertaken

to improve the enroliment stage which need not be limited to &one-time" process. As
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Figure 4: Components of a biometric recognition system.

an example, Uludag et al. [122] proposed techniques to updathe biometric template as
new biometric samples become available after several auttieations. Roli et al. [100] also
proposed template update mechanisms based on semi-supssdi clustering techniques.

A generic biometric recognition system comprises of ve maj components, namely,
sensor, feature extractor, template database, matcher ardkcision module (see gure 4).
Sensor is the interface between the user and the authenticat system and its function is
to scan the desired biometric trait of the user. Feature exaiction module processes the
scanned biometric data to extract the salient information feature set) that is useful to
distinguish between di erent users. During enroliment, tle extracted feature set is stored
in a database as a template X ) indexed by the user's identity information. Note that
the template database could be geographically distributednd contain millions of records
(e.g., in a national identi cation system). The matcher modile is usually an executable
program which accepts two biometric feature setX+ and Xqo (from template and query,
respectively) as inputs and outputs a match scoreS|) indicating the similarity between the
two sets. Finally, the decision module makes the identity agsion and initiates a response
to the query.

Fingerprint, face and iris are the three most commonly useddmetric traits. Less salient
demographic characteristics, called \soft" traits, e.g. &ight, weight and eye color are also
used along with primary biometric traits to increase the ovall performance of biometric

systems [49]. Such soft biometric traits, if su ciently steble over time, can be used as a key



for indexing a large biometric database. It should be notedhait biometrics is not only limited
to individual authentication, it can also be used for classiation or clustering of individuals
which may or may not be consistent over time. Two such examdere group identi cation
based on tattoos (e.g. for gang identi cation [68]) and faal expression recognition [72].
Though not being very discriminative, soft biometric traits many a times contain sensitive

private information about the user and thus also need to be sered.

2.2 \Wulnerabilities

Vulnerabilities of a biometric system have been analyzedoim di erent viewpoints. In this
survey, we organize them into a generic framework.

A sh bone model (see Figure 5) is an e ective means of orgamg the various vulnerabil-
ity sources and their consequences [53]. At the highest levibe failure modes of a biometric
system can be categorized into two classesttrinsic failure and adversary attack Intrinsic
failures occur due to inherent limitations in the sensingghture extraction or matching tech-
nologies as well as the limited discriminability of the spec biometric trait. In adversary
attacks, a resourceful hacker (or possibly an organized gm attempts to circumvent the
biometric system for personal gains. We further classify ¢hadversary attacks into three
types based on factors that enable an adversary to compromithe system security. These

factors include system administration, non-secure infrasicture and biometric overtness.

2.2.1 Intrinsic Failure

Intrinsic failure is the security lapse due to an incorrect écision made by the biometric
system. A biometric veri cation system can make two types oérrors in decision making,
namely false accept and false reject. A genuine (legitimataser may be falsely rejected by
the biometric system due to a large di erence between his std template and query (see
Figure 6). These intra-user variations may be due to incorgent interaction of the user

with the biometric sensor (e.g., changes in pose and expriessin a face image) or due to the
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Figure 5: Fish-bone model for categorizing biometric systevulnerabilities and their conse-
guences (adapted from [53]).

noise introduced at the sensor (e.g., residual prints lefhca ngerprint sensor). False accepts
are usually caused by lack of individuality or uniqueness dhe biometric trait which can
lead to a large similarity between feature sets of di erent sers (e.g., similarity in the face
images of twins or siblings). Both intra-user variations aah inter-user similarity may also
be caused by the use of non-salient features and non-robusatechers. Sometimes, a sensor
may fail to acquire the biometric trait of a user due to limittations of the sensor or adverse
environmental conditions. For example, ngerprint sens@ generally do not capture a good
quality ngerprint image of dry/wet ngers. This leads to Failure to Enroll (FTE) and
Failure to Acquire (FTA) errors. Note that FTE/FTA are not fa ilure of the matcher rather,
these are corrective measures taken by the biometric systesiesigners to guard against
excessive false accepts and false rejects. Neverthelegghdr values of FTE/FTA lead to

greater inconvenience to the users which contradicts onetbe desirable characteristics of a



Figure 6: lllustration of biometric intra-class variabilty. Two di erent impressions of the
same nger obtained on di erent days are shown with minutia pints marked on them. Due
to translation, rotation and distortion, the number and loation of minutiae in the two images
are di erent. The number of minutiae in the left and right images is 33 and 26, respectively.
The number of common minutiae in the two images is 16; some dieise correspondences are
shown.

biometric recognition system.

Intrinsic failures can occur even when there is no explicit @t by an adversary to
circumvent the system. This type of failure is also known asero e ort attack e.g. an
adversary can get falsely accepted by the system because leé timitations of the system.
Table 1 shows the error rates estimated for various state ofi¢ art biometric systems. In
order to appreciate the threat posed by non-zero false actegnd false reject probabilities,
consider that a system has an FAR of 1%. This implies that an adrsary can, on average,
compromise one in 100 users in the system database. Ongoieggarch is directed at reducing
the probability of intrinsic failure. This includes designof new sensors that can acquire
the biometric traits of an individual in a more reliable, corenient and secure manner, the
development of salient feature representations, robust dre cient matching algorithms, and
use of multibiometric systems [101].

Note that FAR and FRR are complementary. It is not possible taeduce both of these

errors simultaneously without changing the feature extraor and the matcher. This e ect



Table 1: False reject and false accept rates associated witate-of-the-art ngerprint, face,
voice and iris veri cation systems. Note that the accuracy gimates of biometric systems
are dependent on a number of test conditions and target poiion.

Biometric Test Test Conditions False False
Trait Reject Accept
Rate Rate
Fingerprint FVC 2006 [10] | Heterogeneous poput 2.2% 2.2%
lation including man-
ual
workers and elderly
people

FpVTE 2003 [126]| U.S. government op-|  0.4% 0.1%
erational data
Face FRVT 2006 [89] | Controlled illumina- | 0.8%-1.6%| 0.1%
tion, high resolution
Voice NIST 2004 [92] | Text independent, 5-10% 2-5%
multi-lingual
Iris ICE 2006 [89] | Controlled illumina- | 1.1%-1.4% 0.1%
tion, broad quality
range

is illustrated by a toy example shown in gure 7, where the sgad of biometric features
corresponding to di erent individuals is depicted using a amber of light gray circular disks.
Black circular disks correspond to the genuine accept regibbased on the matcher used and
the system threshold. Note that FAR is proportional to the rgion of overlap of the spread
of features corresponding to one individual (light gray ragn) with the accept-region (black
region) of another individual. It can be clearly observed that reducing either FAR or FRR by
changing the system threshold will increase the other kindf @rror. In order to reduce both
FAR and FRR of a system, feature extraction and matching praadures should be improved
which would reduce the overlap among the light gray disks.

Doddington et al. [32] identi ed four di erent categories d users that have dierent
matching performance characteristics: i) Goats, that areidult to recognize, ii) Lambs,
that are easy to imitate, iii) Wolves, that can easily imitate others, and iv) Sheep, typical

users. These categories have been identi ed in gure 7. Notkat due to limit on dimension
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(@) (b)

Figure 7: E ect of changing the threshold on the match-scoren FAR and FRR of the
system. Each gray disk represents distribution of biometrifeatures §;; X,) corresponding to
an individual whereas the black disk corresponds to the paoin of the distribution accepted
by the system as genuine. (a) shows an operating point wher&iR is lower but FRR is higher
than that shown in (b). Users corresponding t&eheep Goat, and Lamb/Wolf categories [32]
have been identi ed.

(planar representation) and assumption of symmetric matehg in constructing the example
shown in gure 7, the di erent con gurations of users shown lelonging to di erent categories
are not exhaustive. For example, \Lambs" and \Wolves" are sbwn together in gure 7
whereas in real scenarios, those would have di erent chatadstics [114]. Note that gure 7
corresponds to a veri cation scenario since in identi catin the black disks should not ideally
intersect each other. Poh et al. [90] utilized this classiation of users to reject 10% of the
users in order to increase the matching performance.

A number of studies have attempted to model a biometric syste using a digital or
analog communication framework in order to estimate the sahcy or information content
of a biometric trait (that determines the performance of a sstem). Willems et al. [125]
assume that the biometric features are observed via a memtays enrollment channel whose
input is the ideal (noise-free) biometric feature and its dput is the measured (potentially
noisy) feature. Figure 8 shows the two phases of the biometridenti cation system, where
M is the number of enrolled individuals,w 2 f 1;2; Mg is the index to each individual,

xt = fxi;X,;  X_g represents the noiseless biometric feature vector agt and z- are the

11



Figure 8: Model of a biometric identi cation system in [125]

corresponding enrollment and query features. Here eachraknt of the biometric feature
vector is supposed to be generated by an independently ancemdically distributed source
according to some distribution. P, and P; are the conditional probabilities (output given
the input) corresponding to the enrollment and identi cation channel, respectively. w”=
d(zt;yt(1);y-(2);  ;y-(M)) is the estimated index of the individual corresponding tdhe
query feature. The capacity of the biometric identi cation system is de ned as the value
C if for any > O there exist, for large enough., identi cation algorithms that achieve
llopM C  andP™* | where

P™  max PfW 6 Wjw = wg:

w=l M

That is, the capacity of a biometric feature is proportionalto the maximum number of
individuals M that can be identi ed with the identi cation error P™® below a certain
threshold . Further, it was shown in [125] that the capacityC of a biometric identi cation
system is given byl (Y; Z), i.e. the mutual information between enrolled and query loimetric
features.

Adler et al. [3] proposed a way to measure the information ctemt of biometric feature
representation using relative entropy between the featudstribution of an individual and the

feature distribution of the target population. They de ned the biometric information as the

12



decrease in uncertainty about the identity of a person givea set of biometric features. Adler
et al. proposed the following requirements that a measure bfometric feature information

should satisfy:

1. If the probability distribution (say p) of the features of a person is equal to the distribu-
tion (say q) of features of the whole population then the biometric featre information

is zero.

2. Biometric feature information should increase with the @curacy of feature measure-

ment.

3. A user with atypical features should have greater biometr feature information than

the one having typical features.

4. Biometric information of uncorrelated features should & the sum of biometric infor-

mation of individual features.

5. Features unrelated to identity should not increase the bmetric information. Such

features can either be pure noise or something that is constdor the whole population.

It was shown that the relative entropy D (pjjq) is a suitable measure for biometric fea-
ture information that satis es the above requirements. Expriments were performed using
Eigenface features in the face recognition context. Undehe& assumption that the feature
distributions are Gaussian, it was shown that users with lgre intra-class variations had lower
biometric feature information. One limitation of this modé is that it is not very intuitive how
the designed information measure can be translated into tmeaximum number of individuals

that can be enrolled into the system while maintaining cert@ minimum performance.

2.2.2 Adversary Attacks

Here an adversary intentionally stages an attack on the biostric system whose success

depends on the security loopholes in the system design ane thvailability of computational

13



and other resources to the adversary. Note that there are fomain system components that
are vulnerable: (i) user, (i) administrator, (iii) systemitself, and (iv) device/application. In
this survey we shall consider only the rst three componentthat are also called biometric
overtness, administration attack and non-secure infragicture. The manipulation of output

device/application is beyond the scope of our study.

1. Biometric Overtness
It is possible for an adversary to covertly acquire the biontec characteristics of a
genuine user (e.g., ngerprint impressions lifted from a stace) and use them to create
physical artifacts (gummy ngers) of the biometric trait or to perform skilled forgery
(e.g. forged online signatures). Hence, if the biometric sgm is not capable of dis-
tinguishing between a genuine biometric presentation andspoofed or forged one, an
adversary can circumvent the system by either presenting admetric spoof or forging
the genuine biometric trait. Moreover, such covert acquisbon compromises a user's

privacy as well.

2. Administration Attack
This attack, also known as the insider attack, refers to allMnerabilities introduced due
to improper administration of the biometric system. Thesenclude the integrity of the
enrollment process (e.g., validity of credentials presesd during enrollment), collusion
(or coercion) between the adversary and the system adminigtor or a legitimate user

and abuse of \exception processing" procedures, i.e. trusg user's credentials.

3. Non-secure Infrastructure
The infrastructure of a biometric system consists of hardwa, software and the commu-
nication channels between the various modules. There are amber of ways in which
an adversary can manipulate the biometric infrastructure tat can lead to security

breaches.
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Technique Biometric Property used
Trait

Parthasaradhi et al., 2005 [87]| Fingerprint Perspiration patterrn

Antonelli et al., 2006 [5] Fingerprint Skin distortion

Setlak, 1999 [108] Fingerprint Electrical resistance

Nixon and Rowe, 2005 [85] Fingerprint Spectral characteristics

Li et al., 2004 [70] Face Fourier spectrum properties

Kollreider et al., 2005 [62] Face Motion of di erent parts

Jee et al., 2006 [56] Face Eye movement

Daugman, 1999 [30] Iris Photonic, spectrographic (red eye
purkinje) and behavioral properties
(hippus, light re ex)

Lee et al., 2006 [67] Iris Purkinje re ection

Table 2: Dierent spoof detection techniques for ngerprin, face and iris.

A number of researchers have identi ed vulnerabilities in &iometric recognition system
infrastructure [28, 96]. Ratha et al. [96] identi ed eight mints of attack in a biometric
system. Here we categorize these attacks into four classég:user interface (input level),

(ii) interfaces between modules, (iii) modules and (iv) teplate database.

1. Attacks at the User Interface
An attack at a user interface is mostly due to the presentatio of a spoof biometric
trait [35, 44,75, 76]. If the sensor is unable to distinguishetween fake and genuine
biometric traits, the adversary can easily intrude the sygm under a false identity. A
number of e orts have been made in developing hardware as Wa$ software solutions
that are capable of performing liveness detection for di @nt biometric traits (see table
1). In addition to liveness detection techniques, increase system threshold would
also be bene cial since fake biometrics are usually of verypr quality and thus could
be easily rejected based on quality. This would require veilyigh quality sensors and
better matching algorithms such that the false rejects do riasigni cantly increase as

a result of raising the system threshold.

2. Attacks at Module Interfaces

An adversary can either sabotage or intrude on the communittan interfaces between

15



di erent modules. For instance, he can place an interferingource near the commu-
nication channel (e.g., a jammer to obstruct a wireless intlace). If the channel is
not secured physically or cryptographically, an adversarynay also intercept and/or
modify the data being transferred. For example, Juels et aJ57] outlined the security
and privacy issues introduced by insecure communication amnels in an e-passport
application that uses biometric authentication. Insecureommunication channels also
allow an adversary to launch replay [115] or hill-climbing tacks [2]. A common way
to secure a channel is by cryptographically encoding all the#ata sent through the in-
terface, say using the public key infrastructure. But evenhten an adversary can stage
a replay attack by rst intercepting the encrypted data passg through the interface
when a genuine user is interacting with the system and thenrs#ing this captured data
to the desired module whenever he wants to break into the sgsh. A countermeasure

for this attack is to use time-stamps [64, 65] or a challengedsponse mechanism [12].

. Attacks on Software Modules

The executable program at a module can be modied such that ialways outputs
the values desired by the adversary. Such attacks are knows &rojan horse attacks.
Secure code execution practices or specialized hardwarachitan enforce secure exe-
cution of software should be used as countermeasures. Amatltomponent of software
integrity relates to algorithmic integrity. Algorithmic i ntegrity implies that the soft-
ware should be able to handle any input in a desirable manneAs an example of
algorithmic loophole, consider a matching module in which speci ¢ input value, say
Xo, IS not handled properly; wheneveX is input to the matcher, it always outputs a
match (accept) decision. This vulnerability might not a ed the normal functioning of
the system because the probability oK, being generated from a real biometric data
may be negligible. However, an adversary can exploit thisdphole to easily breach
the security without being noticed. A detailed account of hadware and software tech-

niques that ensure secure biometric transactions is avabla in [98], chapter 11. Also

16



there are a number of standards available speci cally to ense security of the biometric

recognition system infrastructure as explained in [118].

4. Attacks on Template Database
One of the most damaging attacks on a biometric system is agat the user templates
stored in the system database. Attacks on the template candd to the following

compromises:

A template can be destroyed to hinder legitimate access toelsystem or replaced

by an impostor's template to gain unauthorized access

A physical spoof can be created from the template (see [1,1@2]) to gain unau-
thorized access to the system (as well as other systems whige the same bio-

metric trait)
The stolen template can be replayed to the matcher to gain unéorized access

Templates from di erent databases can be linked and the usercan be tracked

across multiple biometric systems

Private information can be extracted from biometric samplg e.g. some diseases

can be detected from certain biometric traits like face, i, etc. [128]

The last two compromises are also referred to as function epe[48].

The most straightforward way to secure the biometric systemncluding the template,
is to put all the system modules and the interfaces betweendm on a smart card
(or more generally a secure processor). Such systems areallgtknown as match-on-
card or system-on-card technology [51]. The advantage ofckutechnology is that the
biometric information never leaves the card. However, symnh-on-card solutions have

certain disadvantages:

High quality biometric sensors and matchers cannot yet be g incorporated in

a small card.

17



They are expensive and users must carry the card with them atlaimes.
It is possible that the template can be gleaned from a stolera.

They can only be used in veri cation scenarios as identi cabn requires matching

of a biometric trait with all the users enrolled in the databae.

2.3 Consequences of attacks

When a biometric system is compromised, it can lead to: (i) aéal-of-service, (ii) intrusion,

and (iii) loss of privacy (see gure 5).

1. Denial-of-Service

Denial-of-Service refers to the scenario where a legitineatiser is prevented from ob-
taining the service that he is entitled to. The biometric sesing process can be sabo-
taged by dis guring the sensors, functioning of di erent malules and communication
between modules can be disrupted, also the application degican be attacked result-
ing in a denial-of-service attack. The template storage minf also be sabotaged by
enrolling large number of fake users leading to data over awThe system thus needs
to be secured against such attacks for proper functioning. die that since sabotage
directly does not benet the adversary in gaining any undue fivilege but using such
attack an adversary can force the system administrator to deice the security level of
the system e.g. if the quality of the sensor is degraded, sgst administrator will have
to reduce the matching score threshold in order to maintainhie false reject rate. In
case an adversary enrolls large number of templates in orderover ow the database,
the system administrator might remove the access restricin since certain legitimate

users are not able to enroll into the system.

Intrinsic failures like false reject, failure to capture ad failure to acquire also lead
to denial-of-service. Administrative abuse such as modiation of templates or the

operating parameters (e.g. matching threshold) of the bioetric system can also result
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in denial-of-service.

2. Intrusion
It refers to an impostor gaining illegitimate access to theystem, resulting in a loss
of privacy (i.e. unauthorized access to personal informath) and security threats
(e.g. terrorists crossing borders). All the four factors tat cause biometric system
vulnerability, namely, intrinsic failure, administrative abuse, non-secure infrastructure

and biometric overtness, can result in intrusion.

Intrusion attacks are commonly staged by either bypassing @cquiring and injecting
the biometric features into the biometric system. In ordera bypass the security checks
at various modules, the integrity of the physical and logidainfrastructure is usually
breached. The false accepts, injecting information into aaonmunication channels, and
taking advantage of an algorithmic loophole are some exanegl of system bypass. The
information required to be injected usually includes the lometric features which can be
acquired from the legitimate user e.g. lifting the latent rgerprints etc. or by gaining
access to a database of enrolled biometric templates. Theobietric features can then
either be directly injected into the system by bypassing thesecure communication

channel or by creating a spoof biometric and presenting it tthe sensor.

3. Privacy Loss
It refers to an impostor being able to track a user across mile databases by com-
paring the stored templates. Also personal sensitive infmation can be obtained from
the stolen templates e.g. indication of certain diseasesicae obtained from biomet-
rics e.g. face, iris, hand shape etc. Such information e.gergon's speci ¢ a liations,
medical conditions, etc. could be used by an employer to dgsdeny the person an

opportunity.

Table 3 lists various attacks staged on a biometric recogiin system and the various

attributes of these attacks.
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Attacks Kind of compro- Subtasks Countermeasures

mise
Template database| Privacy Loss (tem-| Gain access to the Encrypt the tem-
compromise plate theft, database| template database plates
cross-matching)
Hill Climbing Privacy Loss (tem-| i) Injecting biometric | Avoid outputting the
plate theft) features ii) Obtaining | match scores
match score
Biometric Spoof Intrusion  (multiple | i) Acquiring biomet- | Liveness  detection
systems) ric features ii) Creat- | techniques

ing reliable spoof
Biometric Injecting | Intrusion (single sys-| Bypass a communi-| Cryptographically
tem) cation channel secure communicaf
tion

Fake enrollments Denial of service| i) Generating fake| Controlled enroll-
(system's template| biometric features ii) | ment procedure
database over ow)| Enrolling fake bio-
e.g. multiple email | metrics

accounts

Table 3: Dierent attacks on a biometric recognition systemcharacterized using kind of
compromise achieved, subtasks to realize the attack and cbermeasures proposed.

3 Template Security

Biometric templates are one of the most vulnerable and crwadicomponents of a biometric

system. Here we describe and analyze various approachesdouse biometric templates.

3.1 Biometric Template

A biometric trait being a biological and behavioral charaatristic of an individual is usually
captured either in the form of an image (e.g. anatomical chacteristics like face, ngerprint,
iris, etc.) or a time varying signal (e.g. voluntary or involintary movements like signature,
voice, gait, etc.). From these captured biometric signalsjsually referred to as a biometric
sample, multiple biometric features are extracted which dlectively are called a biometric
template. There are three main aspects of a biometric featr Data representation, noise

model, and distance metric (see table 4).
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Table 4: Data representation, Noise model and Distance metrfor certain biometric traits.

Biomteric Representation | Noise Model Distance Metric
template
Fingerprint Point-set Missing/spurious | Set di erence, dis-
Minutiae [97] points, additive | tance among points
noise
Fingercode [52] | Fixed length vec-| Additive noise, | Vector distance
tor unassigned
values
Eigenface [120] | Fixed length vec-| Additive noise Vector distance
tor
Elastic  Bunch | Point-set additive noise Distance between
Graph Matching matched points
for Face [127]
IrisCode [30] Fixed length vec-| Additive noise, | Normalized vector
tor unassigned distance
values

We identify two main goals of feature extraction procedure:(i) invariance to relative
transformation among multiple biometric acquisitions and(ii) noise reduction (or saliency
increase). A number of image registration methods [133] labeen designed which aim at
eliminating the relative transformation between multiple acquisitions of the same object.
The relative transformation could be linear, e.g. a ne, prgective, etc. which modify the
image globally, or non-linear, which can modify the image &ally as well e.g. thin plate
splines [13]. Whereas it is common to consider linear tramsmations for feature extraction,
non-linear transformations are usually considered only dimg matching due to their complex

nature. Table 5 shows a list of features with their invariane properties.

Table 5: Various invariant features proposed in literatur@nd the kind of invariance ensured.

| Invariant Feature | Invariance |
Fourier-Mellin transform modulus [134]| Rotation and translation
Image Moments [38] Scale,translation,rotation
Trace Transform [88] A ne Transform
SIFT Features [73] Scale,translation,rotation
Ridgelets [94] A ne Transform
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The most common relative transformation that is observed imiometric samples is ro-
tation and translation. Image alignment is a common practie to overcome this where the
biometric image is transformed to a canonical representati. For ngerprints, core point is
often used for this [52] whereas for faces, a xed number ofd@or points e.g. xed points
on eyes and nose are used for alignment [25].

We further categorize image based biometric features inta) (global features and (ii)
interest point features. Global features are those extraetl from the whole image e.g. Eigen-
faces [120], Histogram of gradients [29], color, intensift09] etc., color-correlogram [46],
HMM [93], etc. Note that global features can be easily represted in the form of a vector.
In order to obtain interest point features, certain points & identi ed in the image and lo-
cal features are computed around those points leading to at4msed representation of the
image. Schmid et al. [106] provide a comprehensive surveytbé available interest point
detectors and their characteristics. Harris corner, SIFTdatures, ngerprint minutiae, etc.
are some examples of interest points.

In addition to the representation of the biometric template its e ectiveness in a secure
recognition system should also be addressed. Note that ifobietric features were like tra-
ditional identity management medium e.g. passwords or seeutokens, then i) one could
store their encrypted form in the database and matching codlalso be performed in the
encrypted domain to induce secrecy of biometric samples), dii erent encryption techniques
could be used for di erent databases precluding any posdiby of illegitimate cross-matching
of databases and easy revocability of templates, and iii) meerror performance could be
achieved due to the uniqueness of such media. But such is nbetcase with biometric traits
where multiple acquisitions of the same biometric trait do ot result in the same feature set
(see Figure 6). Another limitation of biometrics is that thetraits are limited in number (only
2 irises per user) and they are available to public (one coulthpture someone's iris surrep-
titiously). Thus speci ¢ techniques need to be designed inrder to take advantage of the

reliability and convenience of biometrics without compronsing the advantages of traditional
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identity management systems.

An important question that a ects the need for template secuty is whether a spoof
biometric is e ective in compromising a system. In case thenawer is yes, the security of a
system is equivalent to the di culty of, either guessing or gealing the biometric trait and the
corresponding userID of some enrolled user. In case the aesvs no, it would be di cult
to compromise a particular system's security but user privey can still be compromised.
Although the e ectiveness of biometric spoof is dynamic due discovery of newer techniques
to i) create e ective biometric spoofs and ii) e ective detetion of biometric spoofs, this does
not preclude the need for an e ective template security tectique.

In order to maintain the advantages provided by traditionalkey based identity manage-
ment techniques it is desirable to associate a key with a biatric trait. This requirement
leads to a class obiometric cryptosystemswhich also ensure security of the key. Further,
feature transformation based approachesere introduced which incorporate some external
information into biometric templates (say in the form of paswords) in order to render the
template incomprehensible. This also prevents any crossatohing between databases (also
referred to asdiversity requirement [74]) and also allows one to revoke a templaté,com-
promised, and reissue a new template.

A brief summary of the various template protection approaass is presented in Table 6.

3.2 Feature Transformation Based Techniques

In the feature transformation based approaches, a transfoation function (F) is applied
to the biometric template (T) and only the transformed template £ (T;K)) is stored in
the database (see Figure 9). The parameters of the transfoation function are typically
derived from a random key K) or password. The same transformation function is applied
to query features Q) and the transformed query F (Q; K)) is directly matched against the
transformed template E (T;K)).

There are two main objectives of a feature transformation ls2d scheme, i) cancelability
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Table 6: Summary of di erent template protection schemes. &te, T represents the bio-
metric template, Q represents the query anK is the key used to protect the template. In
feature transformation based techniques; represents the transformation function andvi
represents the matcher that operates in the transformed dam. In biometric cryptosys-
tems, F is the helper data extraction scheme an#1 is the error correction scheme that
allows reconstruction of the keyK .

Approach What imparts se-| What entities are | How are intra-user
curity to the tem- | stored? variations handled?
plate?

Feature Trans-| Secrecy of keyK, | Public domain: | Quantization and

formation based | Non-invertibility of | Transformed tem-| matching in trans-
F plate F (T;K) formed domain

Secret: KeyK M (F(T;K);F(Q;K))

Key-binding Level of security| Public domain: | Error correction and

cryptosystem depends on the|l Helper Data | user speci ¢ quantiza-
amount of informa-| H = F(T;K) tion
tion revealed by the K=M(F(T;K);Q)
helper dataH

Key-generating | Level of security| Public domain: | Error correction and

cryptosystem depends on the Helper Data | user speci c quantiza-
amount of informa-| H = F (T) tion
tion revealed by the K=M(F(T);Q)
helper dataH

|
|
Enroliment ! Authentication
|
|
|
Translorm #l FQK) [ storm
F |
1 Matching
|
Key (K l ) )
Biometric Yy (K) Transformed | l Key (K) Biometric
Template (T) Template I Query (Q)
P F(T,K) | Match/
| Non-match
|
|
1

Figure 9: Authentication mechanism when the biometric temiate is protected using a fea-
ture transformation approach.

24



and ii) non-invertibility. Cancelability refers to the requirement that givenF (T; K ;) it should
not be easy to gues$ (T;K,) whereas non-invertibility requires it to be di cult to gue ss
the original biometric template T givenF (T;K) and K..

An example of feature transformation based technique is trendom multi-space quan-
tization technique or biohashing as proposed by Teoh et all16]. In this technique, the
biometric template T 2 R" consists of the most discriminative projections of the fadenage
obtained using Fisher discriminant analysis. The transfoned template is obtained by pro-
jecting T on a randomly selected set of orthogonal directions obtaiddérom the secret keyK
i.e. F(T;K)= T%= WT whereW is the matrix consisting of orthogonal vectors obtained
from K. Further, T?is quantized and binarized in order to obtain a compact and sicrete
representation, sayT?2. Figure 10 shows a schematic diagram of this scheme. Note tlia
this approach, cancelability is ensured, since di erent @jection matrices lead to very di er-
ent transformed templates, but non-invertibility is not fully ensured. If an adversary gains
access to the transformation matrix, he can obtain a coarsedme information is lost due
to binarization) estimate of the biometric template. Simiar biohashing schemes have been
proposed for iris [22] and palmprint [26] modalities. Cantable face lter approach proposed
in [103] is another feature transformation approach wheresar-speci ¢ random kernels are
convolved with the face images to obtain the transformed tephate.

In order to ensure non-invertibility in addition to cancelaility, Ratha et al. [95] proposed
three schemes based on space folding for ngerprint tempkd. The basic premise of these
schemes is to use a smooth many-to-one transformation on themetric template so that
i) the intra-class variation is not signi cantly a ected and ii) non-invertibility is induced
due to the form of transformation used. Since the feature regsentation as well as the
intra-class variation are not largely a ected, the same mahing algorithm can be used for
the transformed template as used for the original templateThree kinds of transformations
are proposed namely, cartesian, polar and functional for gerprint minutiae. In cartesian

transformation, the minutiae space ( ngerprint image) is essellated into a rectangular grid
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Figure 10: Schematic diagram for the random multispace quration scheme, [116].

and each cell (possibly containing some minutiae) is shifteto a new position in the grid
corresponding to the translations set by the key. The polarransformation is similar to
cartesian transformation with the di erence that the imageis now tessellated into a number
of shells around a stable point e.g. ngerprint core, and ehcshell is divided into sectors.
Since the size of sectors can be di erent (sectors near thentsr are smaller than the ones
far from the center), restrictions are placed on the transtgon vector generated from the
key so that the radial distance of the transformed sector isat very di erent than the radial
distance of the original position. Examples of minutiae por to and after polar and cartesian
transformations are shown in Figure 11.

For the functional transformation two di erent transformation functions are proposed: i)

mixture of 2D Gaussians and ii) electric potential eld in a D random charge distribution
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@) (b)

(c) (d)

Figure 11: lllustration of cartesian and polar transformabn functions used in [95] for gener-
ating cancelable biometrics. (a) Original minutiae on radil grid, (b) Transformed minutiae
after polar transformation, (c) Original minutiae on rectangular grid and (d) Transformed
minutiae after cartesian transformation.
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| Technique | Template | Transformation used | Alignment |

\Biohashing" [117] Eigenface features projection on random or-| Manual
thogonal vectors

\Cancelable Face"| Facelmage convolution with random | Manual

[103] matrix

Ratha et al., 2007 [95]| Fingerprint Minutiae many-to-one function Manual

Lee et al.,2007 [66] Fingerprint Minutiae many-to-one function Automatic

Table 7: Common feature transformation based approaches.

as a means to translate the minutiae points. The magnitude dfiese functions at the point
corresponding to a minutia is used as the magnitude of trarzglon and the gradient of these
functions is used to estimate the direction of translation fothe minutiae. In all the three
transforms, two or more minutiae can possibly map to the samgoint in the transformed
domain. So that even if an adversary knows the key and henceetfranslations at di erent
points on the image, he cannot determine the original minwe position. Also since the
transformations used are locally smooth, the error rates amot signi cantly a ected and
the discriminability of minutiae is preserved to a large exdnt. A major di erence between
this scheme and biohashing is that there is a reduction in germance using this scheme as
compared to biohashing but at the same time non-invertibily is ensured much strongly as
described in section 3.6.

A major drawback of all the abovementioned feature transfamation based approaches is
that they require the biometric templates to be aligned befe transformation can be applied.
Lee et al. [66] provided a solution to this problem in which e& minutiae is transformed
according to the features obtained from its local neighbodod and due to relative nature
of the transformation, alignment is not required before trasformation. Table 7 lists the

various feature transformation based approaches describe

3.3 Biometric Cryptosystem

Biometric cryptosystems [31, 60] were developed for the pnose of generating or recovering

a key from biometric features. This obviates explicit storge of biometric features in the
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recognition system. Note that biometric features as such oaot be considered as a key due
to their intra-class variations and this makes this problenrmon-trivial to solve. The two
main requirements for a key generated/recovered by a biomt cryptosystem are: i) key
repeatability, i.e. multiple captures of the same biometd should lead to the same key with
high probability, and ii) key entropy, i.e. di erent biometric traits should lead to di erent
keys with high probability.

In order to eliminate the e ect of intra-class variation, sene information about the bio-
metric and the associated key is stored as a template in thessgm. Such templates are
usually referred to ashelper data[123]. The helper data is expected not to reveal signi cant
information regarding the biometric sample or the securedek.

The two stages of a biometric recognition system, i.e. enholent and authentication, are
shown in gure 12. During enrollment, helper data is extractd from the biometric trait with
or without an external key and during authentication, the asociated key is recovered using
the query biometric trait. We categorize the existing biomeic cryptosystem approaches
into 1) key binding, and ii) key generation approaches basedn whether an external key is

secured using biometric features or a key is generated frotretbiometric features.

3.3.1 Key Binding Cryptosystem

In a key binding cryptosystem, the biometric features are sared by binding those with a
randomly chosen key within a cryptographic framework. A sigle entity that embeds both
the key and the features is stored in the database as helpertalauch that neither key nor
the biometric features can be guessed from it. A simple exataf a biometric cryptosystem
is the Quantization Index Modulation (QIM) based construcion described by Linnartz and
Tuyls [71]. QIM is a Digital Watermarking approach proposed by Chen and Wornell [21]

where the external information is embedded by quantizing thhost signal using a particular

1Digital Watermarking [27] aims at embedding external information into a host signal without deterio-
rating the host signal such that the embedded information can be recovered from the signal when desired.
It is usually used in digital rights management and secret conmunication.
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Extracted q Validity Match/
Key (K) Check Non-match

Recovery

Helper Data
Extraction
Helper Data

Biometric H=F (T) . .
Template (T) Biometric

Query (Q)

Enrollment Authentication

|

Figure 12: Authentication mechanism when the biometric teplate is secured using a key
generation biometric cryptosystem. Authentication in a kg-binding biometric cryptosystem
is similar except that the helper data is a function of both tle template and the keyK, i.e.,
H = F(T;K).

guantizer selected from an ensemble based on the externdbimation. QIM is shown not to
signi cantly degrade the host signal while embedding infonation; this is due to its inherent
similarity to the dithering technique [99] followed in ima@ processing to improve the quality
of image by adding additive noise to the image before quanitig the color values. Note that
watermarking is very similar to key binding as in the former Bo a key (that was embedded
in the signal earlier) needs to be recovered from a noisy viers of the signal in order to
authenticate the signal. Below we describe a speci ¢ QIM bad key binding technique.
Consider the biometric feature vectorx = ( X1;Xz;:::;X,) 2 R". During enroliment, a
secret bit-string s = (s1;Sz;::5;Sn) 2 f 0; 19" is chosen randomly. Eaclx; is quantized using
one of the two quantizers selected based on whethgris 0 or 1. Speci cally, x; is translated
using one of the two di erent values based og; before quantization. Such translation values,
i.e. w=(wg; Wy w,) 2 R", constitute helper data. Note that the ensemble of quantize
(characterized byw) are modi ed such that the biometric feature extracted fromthe query

biometric can be considered as a noisy version of the watemked signal. Speci cally,
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8
o i (2k+ L x, ?f s=1 "
T (2k g x ifs=0
where q is a quantization step appropriately chosen to obtain reasable performance
andk 2 Z, i.e. the set of integers, is chosen such thatg < w; < q. Figure 13 graphically
depicts the helper data extraction procedure. Note thaty; is selected such thak; + w; lies
just after an even multiple ofqif s; = 1 and odd otherwise.
During authentication, the secret keys is regenerated from the query biometric vector
x0= (x%;x9; 5, x9) as
8

21 2kq x°+ w; < (2k+1)q for somek 2 Z )
Si =
20 if (2k 1)q x%+ w; < 2kq for somek 2 Z:

Figure 13: Schematic diagram for helper data extraction in ¥ scheme described in [71].

The above scheme works correctly only jk; x% < g=2 8i, thus qdecides the error tol-
erance of the system. Also, any di erence of; from x° essentially becomes itglistance from
the center of the quanta (interval between two consecutiveniegers considered) leading to
error tolerance. Since error correction codes can also basidered as quantization schemes,
similar key binding scheme can be designed for binary feaéuvectors instead of real vectors.
Such scheme should essentially transform the errors in bietric feature to error in a code-
word which can be easily corrected. Note that designing rable quantization schemes in
higher dimension is very di cult whereas error correction odes for high dimensional binary

vectors are available.
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Fuzzy commitment scheme [60] proposed by Juels and Wattemges a well-known exam-
ple of the key binding approach where the biometric templats assumed to be in the form of
a bit string. During enrollment, we commit (bind) a codewordw of an error-correcting code
C using a xed length biometric feature vectorx as the witness. Given a biometric template
X, the fuzzy commitment (or the helper data) consists ofi(w) and x w = x 2w, where
h is a hash function [18]. During veri cation, the user presen a biometric vectorx® The
system subtractsx w stored in the database fronx°to obtain w°= w+ , where = x° x.
If x%is close tox, wlis close tow sincex® x = w® w. Therefore,w°can now be decoded
to obtain the nearest codeword which would be provided that the distance betweerw and
wlis less than the error correcting capacity of the codé. Reconstruction ofw indicates a
successful match. Figure 14 shows the enrollment and authieation procedures followed in

fuzzy commitment scheme.

Figure 14: Enrolliment and authentication steps for fuzzy somitment scheme [60].

The main limitation of these schemes is that matching has todbdone using error correc-
tion schemes and this precludes the use of sophisticated rizrs designed speci cally for
matching the original biometric template. This usually leas to a reduction in the matching
accuracy. Also it is important to select the codeC carefully taking into account the nature

of associated intra-user variations.
2

stands for exclusive OR operation
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Note that fuzzy commitment scheme cannot be used for point tsbased features e.g.
ngerprint minutiae. One way to convert point set based repesentation to binary vector is
to obtain a characteristic vector from the point set. Due toimitation of the representation,
let there can be onlyn di erent kinds of minutiae e.g. there can only be 6K 16-bit minutiae.
A characteristic vector can be represented as= fXxy;X;;:::;Xng 2 f0; 19" wherex; = 1 if
the minutia with i con guration is present in the set considered and 0 otherwagsee Figure
15). Due to unavoidable additive noise in minutiae con gurion among multiple impressions
of the same nger, con gurations of most of the correspondm minutiae are not expected
to match exactly leading to large di erence between their dracteristic vectors. This will
lead to large overlap between the distributions correspoimy to hamming distance between
characteristic vectors of genuine pairs and those of impastpairs. Thus fuzzy commitment

scheme will not be e ective in such case.

Figure 15: Extraction of characteristic vector from a set ominutiae.

For handling the additive noise, a data speci c coarse quagtion can be performed
by means of adding some cha points to the set which togetherith the original minutiae
can be considered as a set of representation points corrasgiag to the di erent quanta.
Now given a minutiae set from the enrolled ngerprint that includes cha points, it is easier
to detect the genuine points when the query minutiae are prested. Once the genuine
bits are detected in the characteristic vector, fuzzy comriment scheme can be e ectively
employed. Note that it is hard to obtain the genuine points fom the stored characteristic

vector corresponding to the enrolled biometric as the cha @ints obscure the genuine points
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| Technique | Template representation | Errors handled |

QIM [16] R additive noise

Fuzzy Commitment [60] f0; 10 bit- ips

Fuzzy Vault [59] point set spurious/missing points, ad-
ditive noise

Distributed Source coding point set spurious/missing points, ad-

based solution [34] ditive noise

Table 8: Common key-binding biometric cryptosystems.

in addition to providing a coarser quantization of minutiaecon gurations.

With the similar idea, Clancy et al. [24] used fuzzy vault saime for encoding nger-
print minutiae. Fuzzy vault scheme as proposed by Juels andu&an [58,59] in 2002 is an
authentication scheme based on set-based features whereimy enrollment user presents
a set of values which are transformed into helper data usingiaxternal key K. During
authentication, if the number of missing or spurious pointsn the feature-set is less than a
certain threshold, the keyK is perfectly recovered. Various other implementations otizzy
vault for ngerprint [23,24,80,121,130], face [37], iri6P] and signature [39] modalities have
been proposed in literature.

Draper et al. [34] also proposed a Low Density Parity Check RPC) code based solution
to the problem of additive noise in ngerprint minutiae where during decoding, probabil-
ity of a minutiae being shifted to neighboring cells was alstaken into account. However
this approach has a limitation that the neighborhood of a miatia cannot be made larger
(including more con gurations than the immediate neighbos) as it would introduce extra
loops in the graphical model leading to ine ciency in the Bekf propagation algorithm used
for decoding.

Other schemes for securing biometric templates such as thees proposed in [6,19, 43,

61,78,79,112,113,132] also fall under the category of kegding biometric cryptosystems.
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| Key Binding | Key Generation |
Desirable key can be associated | Generated key might not have de-
sirable properties

Non-repudiation is usually di cult | Non-repudiation is relatively easier|

to ensure to ensure
Compromised key can be easily re-Di cult to replace if compromised
placed

Helper data usually has larger size Helper data is usually of small size

Table 9: Dierences between Key Binding and Key Generationckemes.

3.3.2 Key Generation Biometric Cryptosystem

Direct cryptographic key generation from biometrics is an tiractive proposition as it is
expected to provide a better safeguard against non-repudian. But, on the other hand
the generated key may not have some desired properties e.gucrgption keys for an RSA
cryptosystem are required to be prime and it is di cult to transform the key to one having
the desired properties without incurring loss in key entrop Table 9 shows some common
di erences between Key Binding and Key Generation schemes.

Chang et al. [20] and Veilhauer et al. [124] proposed key geai@on schemes for biometric
features represented in form of vectors of real numbers. Thera-class variation is eliminated
using user speci ¢ quantization. Information about quantzation boundaries is stored as
helper data.

The non-randomized constructions as described in [42] i#he code redundancy construc-
tion [31] and syndrome construction [33] can also be congidé as key generation schemes in
current context. In the code redundancy construction, thereollment biometric feature (say
ak-bit string) is assumed to be the information bits correspaiing to an error correcting code.
The corresponding check bits are stored as helper data. Dagi authentication, any errors in
the query biometric template are corrected using the storecheck bits. The syndrome con-
struction is also very similar to the code redundancy wherastead of check bits, syndrome
of the biometric feature corresponding to a linear code is@ed as the helper data. Ik and

x? are the enrolled and query features such that = x° e, then syn(e) = syn(x9 syn(x)
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since syndrome ok i.e. syn(x) = Wx whereW is the check matrix of the linear code. If the
error is small i.e.jjegjj t for some smalilt then e can be uniquely obtained fromsyn(e) and
thus x can be exactly reconstructed. Note that the helper data obiaed in these schemes is
usually smaller in size than that obtained in key binding satmes.

Dodis et al. [33] identi ed that most of the key binding cryptosystems reproduce the
enrolled biometric features during authentication which an be used as a key. Dodis et
al. also proposed biometric cryptosystems for biometric d&ures having either Hamming
distance, set di erence or edit distance as the distance m&t. They proposed syndrome
based key generation scheme based on polynomial interp@at (as in fuzzy vault) called
PinSketch which has relatively less storage requirementlan usual fuzzy vault.

In PinSketch, during enrollment a syndrome of set-based bietric feature is computed
which is stored as the helper data and during authenticatiothe error vector is computed
from the query biometric and the helper data to recover the eolled biometric. Note here
that no external information is used and that the noise in thebiometric template serves as
source of randomness which needs to be recovered in orderdoaver the enrolled biometric
template exactly.

Since biometric features can have multiple kinds of errorg a time, it is desirable to
incorporate multiple levels of error correction in biomeic cryptosystem approaches. Hao et
al. [43] propose use of two di erent error correcting codesrfcreating biometric cryptosystem
for irisCode [30] where they rst use Hadamard code to correerrors due to sensor noise
etc. and then use Reed-Solomon code to account for the burstags due to obscuring eye

lashes etc.

3.4 Hybrid Approaches

As clear from the discussion, the two kinds of secure biometrecognition techniques, i.e. fea-
ture transformation based schemes and biometric cryptodgsns, are complementary. Thus

both these techniques can be used simultaneously to obtaihet bene ts of both. Towards
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this end, a number of approaches have been introduced wheteetbasic motivation is to
incorporate external user speci c information during somestage of template/helper data
generation in a biometric such that during authentication loth the biometric and external
information are required. Template protection schemes pposed in [14,83,110,111] are
examples of the hybrid approach.

The hybrid template protection scheme described in Soutat al. [111] is one of the most
comprehensive schemes and thus a suited example for a genhyibrid template protection
scheme. This scheme is mainly divided into three stages: Revocable Template Generation,
(i) Key Association, and (iii) Key Veri cation.

In the Revocable Template Generation stage rst a desired tput responser(x) is se-
lected and then an optimal lter H(u) (in fourier domain) for the ngerprint image f is
designed that satis es two criteria: i) variance among the wtputs corresponding to di erent
samples captured during enrollment is minimum, ii) there ideast deviation of the output
from the desired response i.er(x) (we here refer to it as bias). The overall scheme for

template creation can be explained as follows:

1. Select a desired output functiorr (x) such that jR(u)j = j& *Wj=1 8u

2. Obtain the optimal Iter h(x) which satis es the two criteria related to variance and

the bias as follows.

P— A
_ > (WR()
HW="1 = T 0,00

- 1 P T t - 1 P T st i2 t i
where,Ao(u) = + ; Fg(u) , Do(u) = + (., f] Fg(u)j<g, Fo(u) denotes the fourier
transform of the t" ngerprint impression, capital letters like R(u) correspond to

fourier transform of the signal,r (x),

P P _ . .
PW= g 1 s IF T w097

s.t. fi(x) = f§(x) + it}fput (x), wheret indicates training and s indicates query. is a

design parameter, denotes the complex conjugate.
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3. Instead of storingR(u) or H(u) in the clear,

Heoreq(U) = € 1 20 r(W s stored, where represents phase of the signal. Since

this is similar to one time pad scenario, no information abduA is leaked giverH goreq -

4. Calculate the response of the average Fourier transforrhtbe training imagescy(x) =

FT f Ao(u)jHo(u)jHstorea (u)g Where Ho(u) = o)

P (u+ 1 2Do(u)

During veri cation, again T samples of the biometric are obtained and the corresponding

A;(u) and D4(u) are calculated.c;(x) = FT fA;(u)jH1(u)jHswreq (U)g is calculated where

— Ai(u) ;
Hi(u) = - O o Note that subscript O refers to the enroliment stage and 1 fers to

the veri cation stage. cy(x) ¢;(x) using the assumption thatA;(u) Ag(u) and Dy(u)
Do(u). Thus essentially feature transformation scheme includeltering the biometric sample
using a lter designed to produce a desired response. A fornmh d&er function is stored as
a key that can be used to reproduce the transformed templataudng authentication. Note
that the invertibility problem here corresponds to obtainng Ag(u) given Hggreq (U) and co(X)
which is not very straightforward. Moreover,cy(x) is not stored explicitly in the database.
In the key association stage, an external key (sd&) is associated with the template i.e.
Co(x) using a technique similar to fuzzy commitment. For veri cdion stage, k is used to
encode certain portion oHg,eq and this encoded content is hashed to obtaid,. Generation

of sameid during veri cation is assumed as a successful veri cation.

3.5 Multimodal Approaches

Multibiometric systems [101] consolidate evidence from rtiple sources of biometric infor-
mation in order to reliably determine the identity of an individual. Depending on the extent
of independence/uncorrelatedness of information amongehmultiple biometric features be-

ing combined, such approaches are categorized into three joraclasses:

1. Fusion of multiple impressions of the same biometric trai
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2. Fusion of multiple features of the same biometric trait

3. Fusion of di erent biometric traits

Figure 16: Categorization of di erent multibiometric sysems.

Figure 16 shows the three di erent kinds of multibiometric gstems.

Note that independence between the biometrics being mergedrelatively small if those
are di erent impressions or di erent representations of tie same biometric, and signi cant
in case of completely di erent traits. This leads to di erert performance improvement in
case of di erent kinds of biometric being fused.

In addition to improving performance, a major advantage of sing a multibiometric sys-
tem is increased universality: even if a person has only onktloe biometric traits associated
with a multibiometric system, s/he can still possibly use tle system. Further, privacy of
biometric traits can be enhanced by feature level fusion ofuttiple biometric traits.

Ross et al. [101] provide a good insight into the kinds of fus strategies that can be
implemented in order to combine di erent biometric featurs. Depending on the processing

stage at which fusion is performed, di erent fusion strateigs can be categorized into:
1. Sensor level fusion

2. Feature level fusion
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3. Score level fusion

4. Decision level fusion

Sensor level fusion is usually performed for the rst or send kind of multibiometric sys-
tem where either multiple impressions are used to obtain adh quality biometric sample or
di erent features of a biometric trait captured using di erent sensors modules are combined
e.g. color and depth are combined in the sample obtained by ® 3ace scanning camera. In
feature level fusion, di erent kinds of biometric featuresare fused e.g. ngerprint minutiae
and texture features can be combined to achieve higher acaay [47]. In score level fusion
the match scores obtained using di erent algorithms are cdomed in an optimal manner
that would lead to largest separation between the genuine dnmpostor distributions. It is
commonly agreed that score level fusion provides a good tead between complexity of the
fusion scheme and performance improvement. The top most &\of fusion is decision level
fusion, for which the inputs are the decisions (accept or est) provided by the dierent
matching algorithms usually using di erent biometric traits.

It is important to note that feature level fusion is most releant to secure biometric
recognition system. Techniques for sensor level fusion M@le una ected by the fact that
whether the system is a secure biometric recognition systesna usual biometric recognition
system. Thus far there has been no interest in decision levekion being speci cally opti-
mized for a secure biometric recognition system since déois are not assumed to have any
intra-user variability and hence traditional cryptographic techniques can be used to securely
perform the fusion. Score level fusion is only relevant foedture transformation based se-
cure recognition scheme as in biometric cryptosystems a kesygenerated/released to show
acceptance instead of scores.

Nandakumar and Jain [81] designed multibiometric cryptostems for cases corresponding
to (i) multiple impressions of the same nger, (ii) multiple ngers, and (iii) multiple biometric
traits. In that multiple impressions are used for mosaicingmultiple ngers are merged to

include two ngerprints in the same fuzzy vault, and a ngergint and an iris image are
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merged in order to obtain a multibiometric vault. Note that increase in security by cascading
multiple systems would be at most one bit (assuming each sgsh either recovers the correct
key or outputs a decoding failure) as an adversary has to doitve the work in compromising
two systems instead of one whereas feature level fusion canused to increase the security
to a larger extent.

Kholmatov and Yanikoglu [131] show increase in privacy by mging two di erent nger-
prints of a person as it makes it harder for an adversary to seh in a database containing
merged ngerprints using a single print. Note that secure mging of two features is a
challenge due to alignment issues. If one could design analghm to align two di erent n-
gerprints uniquely and with repeatability, privacy can be firther enhanced by transforming

one ngerprint according to the other.

3.6 Evaluation of Template Protection Techniques

Ballard et al. [7] have identi ed four main sources of inforration in a biometric key generation

system that extend well to a generic secure biometric recagan system:

1. Biometric

This constitutes the biometric trait and the features extrated from it e.g. minutiae,

Eigenface features, etc.

2. Template
This constitutes the information stored in the database as eeference e.g. the trans-

formed template and helper data.

3. Key
This constitutes any speci ¢ external information embeddg into biometric trait e.g.
password used in feature transformation based schemes oy kised in fuzzy commit-

ment.
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4. Auxiliary Information
This constitutes all the information sources not covered imabove three categories for
a speci c user e.g. biometric features for all users other d@h the specic user being

considered.

Feature transformation based schemes and biometric crysigstems aim at achieving dif-
ferent objectives thus their e ectiveness is also measuradcordingly. Feature transformation
schemes aim at ensuring non-invertibility and cancelabiji of biometric traits using some
external information. Non-invertibility ensures that biometric feature is still secure even if
the template as well as the key are compromised and canceldypiensures that multiple
templates obtained from same biometric feature using di @nt keys should be su ciently
dissimilar i.e. knowledge of one template does not reduceetluncertainty of another tem-
plate obtained from the same biometric feature. Another imgrtant requirement that is
usually not considered in literature is that if the biometrc is compromised how di cult it is
to identify the template without the knowledge of the key.

While analyzing Non-invertibility, the external information K, which is most often ob-
tained from the user password, is assumed to be known to thewadsary. This means that
for a good Non-invertible schemeH (X jF (X ;K);K) i.e. the uncertainty left in the biomet-
ric template X given the transformed templateF (X ; K) and the external informationK is
as large as possible and/or it is computationally hard to olatin X given F (X ;K) and K.
Cancelability on the other hand means that it is di cult to gu ess or computationally hard to
obtain the value ofF (X ;K 9 given F (X ;K) such thatK 6 K% H(F (X ;K9jF (X ;K)) thus
guanti es information theoretic security with respect to Cancelability. Note that informa-
tion theoretic security does not assume any strategy to védyithe guess made and thus leads
to stronger security as compared to security in terms of compational complexity which
usually assumes veri cation is possible.

For Biohashing techniques [116] described in section 3.2,cdlty in obtaining the bio-

metric template given the transformation function can be fonulated as:
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Find an X such that
X
Wij X; i 8i=1::'m (3)
j=1

where (v;) 2 R™ " is the transformation matrix and ;'s are the thresholds used for
binarizing the transformed template. Note, here we assumbdt W is known to an adversary.
The above problem can have a unique solution onlyrfi  n, otherwise we need to introduce
more constraints or an objective function to obtain a uniquesolution. Note that the lesser
the constraints the more is the security as the confusion rieg (intersection of solution space
and region where the probability distribution of biometricfeatures is not zero) is expected
to be larger but at the same time the performance would be lowud to limited saliency
captured by low dimensional transformed template.

If W is not assumed to be known to the adversary, Biohashing impmes the matching
performance signi cantly possibly due to increase in the &mopy of the biometric features
after being multiplied by a random matrix. But the performarce is degraded iV is known
by the adversary and he uses the sam\& with di erent biometric features to compromise
the system [63].

In case of functional transformation scheme, Ratha et al. 39 provided a security analysis
of the techniques. They assumed that each minutia, after tresformation, could be present in
a shell of widthd pixels at a distance ok pixels from the original position. Further, assuming
that the matcher cannot distinguish minutiae that are within r pixels and their orientations
are within  degrees, each transformed minutia encodés = log( % —) bits
of information. Assuming that there areN minutiae in template ngerprint and one needs
to match at least m minutiae to get accepted, the adversary needs to maké2™ l0g2 (1))
attempts. Note that this analysis is based on the simplifyig assumption that each minutiae is
transformed independently which is a slight overestimatioof the security due to smoothness
of the transform. In this case the di erent values for biomeic traits that the adversary

has to try in order to guess the correct biometric trait are nbcontiguous (as opposed to

Biohashing) so an incorrect guess of the original biometricait gives little benet to the
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adversary in terms of guessing even an approximation of theiginal biometric.

The performance of the Feature Transformation based apprdais a ected by the smooth-
ness of the transformation i.e. how the change in the input &cts the change in output.
Any deviation of the transformation function from similarity mapping could lead to increase
in the false reject rate of the system since the intra-classwation would be ampli ed. Also,
estimating performance in case when same key is used for &k tusers provides a measure
of discriminability imparted only by the biometric traits which is usually less than the case
when di erent keys are used.

Ballard et al. [7] provide a set of three requirements that aibmetric cryptosystem should

satisfy in order to implement a secure system:

1. Key Randomness
This requirement ensures that the key obtained form the temate during authentica-
tion should appear random to an adversary. l.e. it should bei dult for an adversary

to guess the key associated with the biometric.

2. Weak Biometric Privacy
The template should not reveal any information about the bimetric features. |l.e.
even given the stored template (helper data), it should be d@ult for the adversary

to guess the biometric features.

3. Strong Biometric Privacy
Even if the adversary gains access to the associated key inddibn to stored helper

data, still it should be di cult for an adversary to guess the biometric feature.

The auxiliary information in terms of the distribution of the biometric features is aasmed
available to an adversary.

In the above requirements, the biometric feature is alwaysaumed to be hidden and the
helper data is always assumed to be openly available. Noteathf helper data is assumed to

be secure then in that scenario biometric features can be éatly stored in place of helper
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data obviating the need for secure recognition. Ballard etl.afurther point out that the key
used in a biometric cryptosystem can be guessed using camnt&ryptographic attacks and
then can be used to compromise the system. This motivates tl&rong Biometric Privacy
requirement. Also, due to the manner of construction of mosif the biometric cryptosystem
techniques, knowledge of a key can easily lead to compromadebiometric features. One
easy way to protect against this attack is that only a portionof the key generated during
authentication is used in already existing cryptographicnfrastructure such that information
about the whole key is not stored anywhere except that it canébgenerated from the helper
data.

Golic and Baltatu [42] on the other hand argue that in practie biometric features are
openly available but stored template is usually protectedsing the secure database manage-
ment techniques thus in order to safeguard the system agalrsich pitfalls, it is desirable
to introduce user speci ¢ randomization into the biometricfeatures. Note that the Feature
Transformation based schemes essentially provide such uspeci c randomness.

Fuzzy vault [59] is one of the most practical and secure biotne cryptosystem based on
ngerprints. Security of fuzzy vault and other helper data lased schemes has been analyzed
in [33] by estimating the loss in entropy of the enrolled biogtric template (say X ) given that
the helper data (saySS) is accessible in public. This entropy loss provides an asiate of the
extent to which Weak Biometric Privacy requirement is enswgd. It is observed that this loss
is proportional to the number of errors that can be correctedby the error correction code.
Two improvements over the fuzzy vault scheme are presentet[B3] (referred to admproved
JS Secure Sketghand Pinsketch) which have lower entropy loss as well as smaller storage.
However these techniques allow errors only in the form of reiag points or spurious points
whereas the ngerprint minutiae have signi cant additive noise in their localizing features.

An implementation of a ngerprint minutiae based vault can ke explained as follows. The
position and orientation of all the minutiae in a ngerprint are converted to a number in some

eld F. The key K, that needs to be secured, is converted into a polynomiél of degree
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n. The minutiae x;;i = 1; ;r along with their corresponding polynomial evaluations
f(xi);i=1; ;r are stored in the vaultV. A set of s cha points f(y;;z);j =1; ;sg
is generated randomly such thaty; 6 x;;8 =1; ;r;j =1, sandz 6 f(y;);8 =
1, ;s. The cha point set is added to the vault V which can now be represented as
V = (A;B), where A and B are the sets of ( + s) abscissa and ordinate values in the
vault, respectively. During authentication, rst the template and query ngerprints are
aligned using the high curvature points on the ngerprint rdges as described in [82]. Then,
r minutiae from the query are matched with the points in the valt in order to Iter out
most of the cha points. If some minimum number ( + 1) of genuine points in the vault are
identi ed, the polynomial f can be correctly reconstructed indicating a successful ncht
Note that due to the restrictive form of matching in a fuzzy vailt, sophisticated matching
algorithms cannot be e ectively used and this leads to losa matching performance. Security
of a fuzzy vault is usually estimated as chances that a randdynselected set oh + 1 points

(nil)

from the vault belongs to the set of genuine minutiae which isqual to )

n+1

Since Biometric cryptosystems alone do not ensure canceldyp and non-invertibility,
a number of attacks on these have been proposed in literatuf¥s, 42,104]. In [104], three
kinds of attacks on fuzzy vaults have been proposed: (i) attk via record multiplicity, (ii) key
inversion attack, and (iii) blended substitution attack. In attack via record multiplicity, two
sets of helper data generated using the same biometric trasan be compared to possibly
obtain the stored biometric e.g. in case of fuzzy vault, twoaults can be compared to
obtain the common points which in fact would be the genuine mutiae. Here the Weak
Biometric Privacy requirement is not satis ed su ciently. In case of key inversion attack,
an adversary can obtain the biometric in case he gains accdsesthe key secured in the
biometric cryptosystem. Here Strong Biometric Privacy cterion is not satis ed. In the
blended substitution attack, an adversary can replace songha points in the vault by his
own minutiae and the polynomial evaluations associated witthose with evaluation at some

speci ¢ polynomial. If the authentication procedure requies generation ofany key and not
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some speci c key, such attack will be successful as otheraithe adversary has to know
the specic key in order to evaluate the added points on the sare polynomial. Boyen
in [15] and Golic et al. in [42] identi ed threats posed by muiple enroliments when specic
error correcting codes are used. For example, as described15], error correcting codes in
which number of one's and number of zero's in the codewordsriet same, multiple fuzzy
commitments can be used to detect the biometric using majtyivoting of each element.

Note that the error correcting codes usually used in biometr cryptosystems are not
complete decoding codes (i.e. they output decoding error stoof the time when the query
biometric trait is not the correct one). Thus generation of ay key is strong indication that
the input biometric is the correct and key generation itsel€an be used as an authentication
requirement.

Note that false accept rate is also a measure of security of mimetric recognition system.
False accept rate ofx% means thatx di erent biometric traits out of 100 tried would be
acceptable to the system as a particular biometric trait (say). But it is important to
note one thing that for a poor matching algorithm, high secuty in terms of entropy loss is
still meaningful since although the matching algorithm caraccept a large number of non-
matching biometric traits but still that does not reveal the original biometric trait of the user
completely. So the false accept rate might be an indicator tfe e ectiveness with which an
adversary can compromise a particular biometric system buit does not directly mean that
he can compromise other biometric recognition systems caiting the same biometric trait
(which themselves might also be characterized by weak maioly algorithms).

It is important to note that di erent applications require dierent functionalities from
a secure biometric recognition system for example a recogom system in which double
dipping needs to be avoided, cancelability need not be imphented. Double dipping means
illegal multiple enrollments by a single individual in a sym in order to receive multiple
bene ts while he is entitle to only one. If cancelability is asured in such case, it would be

di cult to detect if an individual being currently enrolled is already existing in the database.
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4 Applications

Secure biometric recognition has many applications in etegnic content authentication. As
an example, it can be used for digitally signing secure docemts, and solve the key manage-
ment problem in network communication which mainly rely on erti cation authorities. A
signi cant amount of research is underway for privacy preseing and non-repudiable infor-
mation veri cation. An example of this is provided in [11] wlere a biometric authentication
mechanism is used to anonymously verify the credentials bdby a user. A security product
implementing similar capabilities is now available [91]; BsID is a keyfob sized handheld
device which has a ngerprint sensor embedded in it. Upon psenting an enrolled nger-
print, this device rst veri es the user and then releases aexure signal to a desired external
application in order to actuate a response (e.g., open thercdoor). The device is physically
secure so that the biometric template stored in it cannot beaessed.

Digital signatures, that are crucial to ensure proper digél rights management, can also be
strengthened using biometrics. Janbandhu and Siyal [54]grided a mechanism of converting
a stable biometric feature into a key for a digital signaturalgorithm (DSA [84]). Essentially,
they provide a mechanism rst to extract a stable key from a mmetric trait (which can be
implemented using some key generation mechanism) and thdstain a relative prime number
in a desired eld which can be used as a key in the cryptosystenTheir success, however,
was contingent upon e ectiveness of key generation mecham. Also e ectively ensuring
non-repudiability depends on the way the key is obtained fro a biometric trait as biometric
traits are not secrets.

In order to obtain a digital signature for a document,D, the document is hashed to
obtain a large number, called message digediD . This message digest is then encrypted
using the private key for an RSA cryptosystem to obtain the djital signature, DS. The
person in possession of the document can verify the legitioyaof the document by rst
decoding the digital signature using the public key to obta the message digest and then

comparing it with the message digest extracted afresh fronmé document.
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Secure electronic communication is an important problem iwhich biometric recognition
can be used to curb some of the loopholes in existing approash In [105], Scheirer and Boult
identi ed major problems in certain handshake protocols exd to ensure a secure communi-
cation between two electronic entities and proposed a biotne based solution. Speci cally,
they identi ed a \Man in the Middle Attack" in a commonly used communication protocol
called Public Key Kerberos [107] and a dictionary based att& on the standard Kerberos
in which the communication is started using the password spped by the client. A man
in the middle attack relies on convincing the two communicatg parties that the attacker
intercepting and relaying the communication is the other pdy. They replace the public key
authorization and the password authorization with a biomaic token based authorization.
A major bene t of biometric token based authorization is tha the security imparted is inde-
pendent of the security protocols implemented by the cliergystem (which is usually based
on certain certi cation authorities (or trusted third part ies)).

In terms of commercially available products, most implemeations are either stand alone
applications e.g. door sensors where only physical secuniteeds to be ensured or are net-
worked where the authentication over network rely only on ta cryptographic techniques
available. In addition to standardized cryptographic seaity, only few vendors implement
robust liveness detection capabilities e.g. Lumidigm Inc.uses multiple images obtained
using multispectral illumination to detect whether the nger presented is a live nger or
a spoof. However, commercial biometric systems implemeangi speci ¢ template protection
techniques can be seen only very recently. The only vendorgposing such capability is priv-
ID, envisaged on October 20, 2008. Priv-ID claims to provida biometric recognition tech-
nology where the actual biometric templates are not storedsasuch in the database. From
the government side also recently there is signi cant iniéitive taken by European Union
recently through its Seventh Framework Programme (FP) whit includes the TURBINE
(Trusted Revocable Biometric Identities) research projed¢119] that propose development of

practical biometric template protection solution.
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5 Major Challenges

Major challenges that are still unresolved in terms of ensung a secure biometric recognition

system include:

1. Rigorous analysis of the security of feature transformiain based techniques

2. Designing a secure biometric recognition technique thd¢ads to least reduction in

matching performance

3. Designing a key generation scheme for point set based meg@ntation that can e ec-

tively work with additive noise

4. Designing key generation schemes that are safe from coompise due to multiple en-

rollments

5. Combining features from multiple biometric traits in degning a secure biometric recog-

nition technique
6. Standardizing secure biometric database management irder to avoid any correlation
attacks

Solutions to the above challenges is the key to utilize the Ifupotential of biometric

recognition.
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