
Defending P2Ps from Overlay Flooding-based DDoS 

Yunhao Liu1, Xiaomei Liu2, Chen Wang2, and Li Xiao2

1Department of Computer Science, Hong Kong University of Science and Technology, Kowloon, Hong Kong 
2Department of Computer Science and Engineering, Michigan State University, East Lansing, MI 48824, USA  

Abstract 

A flooding-based search mechanism is often used in un-
structured P2P systems. Although a flooding-based search 
mechanism is simple and easy to implement, it is vulnerable to 
overlay distributed denial-of-service (DDoS) attacks. Most pre-
vious security techniques protect networks from network-layer 
DDoS attacks, but cannot be applied to overlay DDoS attacks. 
Overlay flooding-based DDoS attacks can be more damaging in 
that a small number of messages are inherently propagated to 
consume a large amount of bandwidth and computation re-
sources. We propose a distributed and scalable method, 
DD-POLICE, to detect malicious nodes in order to defend P2P 
systems from overlay flooding-based DDoS attacks. We show the 
effectiveness of DD-POLICE by comprehensive simulation 
studies. We believe that deploying DD-POLICE will make P2P 
systems more scalable and robust. 

1 Introduction 

There are mainly three different architectures for P2P sys-
tems: centralized, decentralized structured, and decentralized 
unstructured [1]. Unstructured P2P systems are most commonly 
used in today's Internet [2-9]. The most popular search mecha-
nism in unstructured P2P systems is to “flood" a query to the 
network among peers or among super-peers. A query is broad-
cast and rebroadcast until certain criteria are satisfied. The sim-
plicity of the flooding based search mechanism makes it vul-
nerable to overlay DDoS attacks. DDoS attacks have already 
become a major threat to the stability of the Internet [10-14]. 
The basic goal of denial of service (DoS) is to overwhelm the 
processing or link capacity of the target by saturating it with 
bogus packets. Flooding based overlay DDoS attacks are DoS 
attacks performed from multiple compromised peers (agents), 
who generate as many bogus queries as they can toward the 
victims. One character of P2P overlay DDoS is that the attack 
target is not a single site in the Internet, but the whole system. 

Most previous research on DDoS focused on Network layer 
attacks. Since a P2P system can have millions of insecure users 
online simultaneously, and the IP address of a query source peer 
is not included in the query or query hit messages, network 
layer defense approaches often find it difficult to effectively 
protect against overlay DDoS attacks. It is therefore a worth-
while endeavor to design an overlay level defending mechanism 
inside P2P applications. 

In this paper, we propose a detection based approach, 
DD-POLICE (Defending P2Ps from Overlay Distrib-
uted-Denial-of-Service), to protect P2P systems against overlay 

DDoS. In DD-POLICE, peers monitor the traffic from and to 
each of their neighbors. If a peer receives a large number of 
queries from one of its neighbors, it will mark this neighbor as a 
suspicious DDoS peer. This peer will exchange query volume 
information with the suspicious peer‘s neighbors so that it can 
figure out the number of queries originally issued by the suspi-
cious peer. Based on this number, this peer makes a final deci-
sion on whether the suspicious neighbor is a DDoS peer and 
should be disconnected.  

The remainder of this paper proceeds as follows. Section 2 
analyzes the characteristics of overlay DDoS. Section 3 presents 
the design of DD-POLICE. Performance evaluation of 
DD-POLICE is presented in Section 5. Section 4 reviews the 
related work. We conclude the work in Section 5. 

2 Overlay DDoS in unstructured P2Ps  

2.1 Overlay DDoS in P2Ps 

Our belief that unstructured P2P systems are vulnerable to 
overlay DDoS attacks, is based on following observations.  

First, the flooding based search mechanism makes overlay 
DDoS in P2Ps simple in design and operation without requiring 
any special resources. Malicious nodes may attack the system 
by walking in and sending out a huge number of useless search 
queries. The message volume will be quickly propagated and 
the resources in the P2P system can be exhausted by a small 
number of DDoS attack machines. 

Second, the anonymity design of P2P helps the malicious 
nodes easily hide behind other peers. The forwarding peers do 
not know the original sender of each query and the query re-
sponse is only delivered to the neighbor along the inverse path 
of the search path. Disconnecting all the peers who send out a 
large number of queries is dangerous in that a large number of 
“good” peers could be forwarding queries for “bad” peers. We 
show a simple example in Figure 1. Instead of flooding the 
same queries to all its neighbors, a “bad” peer issues different 
queries to its neighboring peers in order to make DDoS attacks 
more damaging to the system. We can see in Figure 1 that the 
query traffic in some connections between “good” peers is 
much higher than that in the connections between a “bad” peer 
and a “good” peer.  

Finally, the nature of free downloading in P2P systems 
makes peers easily recruited as DDoS agent (slave) peers. It is 
challenging to handle overlay DDoS in P2P systems because of 
the difficulty in separating attack query traffic from legitimate 
traffic, while it is relatively easy to perform DDoS in P2P with-
out being detected. Note that the victim of P2P overlay DDoS is 
not a single peer but the P2P system itself. 
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HKUST6152/06E. 
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Figure 1. q sends 5000 queries/min, but it is a ‘good’ peer  

2.2 Definition of a “good” peer and a “bad” peer 

In our model, the definition of a “good” peer is twofold. 
First, we assume they have the same processing capacity, and 
they will forward as many incoming queries as they are capable 
of. Second, a “good” peer will not issue more than 100 queries 
per minute. Actually, some observations in [16] show that one 
peer issues less than 1 query per minute on average. We also 
have done some experiments in our lab, and no peer ever cre-
ated more than 40 queries per minute. The assumption that a 
“good” peer does not issue more than 100 queries per minute 
makes sense as it is hard for a human user to generate more than 
one query every second. We further model a “bad” peer’s be-
havior pattern as it will do everything else as a “good” peer 
except that it generates and issues a large number of queries 
during every time unit.  

We quantitatively define a “good” peer and a “bad” peer 
as follows. We use Qih(t) to denote the number of queries 
sent out (issued plus forwarded) from peer i to peer h during 
the time period from (t-1)th  to tth time unit. We assume 
that a peer j has k neighbors, m1, m2…mk.

Definition 2.1 Peer j’s General Indicator at time t is de-
fined as: ))()1()((1),(
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is the threshold in distinguishing a “good” peer and a “bad” 
peer. We set q=100 based on the above discussion that a 
“good” peer does not issue more than 100 queries per min-
ute. 

Definition 2.2 Peer j’s Single Indicator measured by its 
neighboring peer i at time t is defined as s(j,t,i), where 
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Definition 2.3 For any peer j at any time t, for any peer i
other than j, if g(j, t)>1 or s(j, t, i)>1, peer j is a “bad” peer; 
otherwise, peer j is a “good” peer. 

Figure 2 gives an example, in which peer j has three 
neighbors, i.e. k=3. At time t, peer j issues q0 queries and re-
ceives q1, q2, q3 queries from its three neighbors, respectively. 
From [15] we know that a query message will be dropped if the 
query message has visited the peer before. Thus, when peer j
receives q2 and q3 queries from the other two neighbors, it may 
or may not send all q0+q2+q3 queries to its neighboring peer i,
depending on the number of duplicated query messages from 
the other two neighbors. For simplicity, here we assume there 
are no query message duplications in peer j, and all the incom-
ing queries are sent out. This assumption is acceptable be-
cause q0+q2+q3 is an upper bound of the number of queries 
sent from peer j to i. Both g(j, t) and s(j ,t ,i) are less than or 

equal to q0 /q. If a peer’s general indicator or single indicator 
is much larger than 1, we will have confidence to disconnect 
it as a “bad” peer. The two indicators at peer i for peer j in 
Figure 2 are show here. 
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In this example g(j,t)=s(j, t ,i)=q0/100, where q0 is the 
number of queries issued by peer j per minute. Note that the 
assumption that all of peer j’s incoming queries should be 
forwarded is not always true. But at least we are sure that g(j, 
t) and s(j, t, i) could reflect q0/q.

2.3 Implementation of an overlay DDoS agent 

We build a traffic-monitoring node to collect queries flood-
ing through the Gnutella network. Using a modified LimeWire 
[17] client with logging functionality, all queries passing by the 
monitoring node are recorded to a log file. The monitoring 
node, as shown in Figure 3, is configured as a super node con-
necting to ten peers in the Gnutella network. Our experiment to 
collect query trace lasted 24 hours. We collected 13, 705, 339 
queries with the size of 112 MB. 

It is easy to design and implement an overlay DDoS agent. 
To better study the characteristics of a DDoS agent, a LimeWire 
client is modified and an experiment is conducted as illustrated 
in Figure 4. We modified the command line version of 
LimeWire 2.0.2 by adding a new querying thread to the original 
source code in peer A. The querying thread reads queries from 
the log file collected by the monitoring node and issues these 
queries, and forwards queries coming from the Gnutella net-
work to its neighbors based on the pre-configured time interval. 
Thus, peer A may work like an overlay query flooding based 
DDoS agent, a “bad” peer. 

Peer B is a “good” peer who never issues any queries and 
only attempts to forward the queries coming from A. Peer C is a 
query traffic observer who counts the number of queries for-
warded by peer B. Peer C never issues or forwards any queries. 
The three peers’ network bandwidths are 10M. The machines 
are all PCs of Dell Optiplex GX300 with P3 733 MHZ CPU and 
256M memory.  

In the experiment, peer A keeps sending queries to peer B at 
a speed ranging from 1,000 queries per minute to as fast as it 
could. Indeed, eventually we find Peer A is capable of reading 
the log file and sending out queries to peer B at a rate of around 
29,000 per minute. According to Gnutella protocol, for each 
received query, peer B will first look up its local sharing storage 
index, and then forward the query to peer C. Peer C counts the 
number of queries forwarded by peer B to C so as to measure 
the capability of a peer in processing search queries and the 
impact of query flood based DoS on a single Gnutella peer. 

We present the experimental results in Figures 5 and 6. Fig-
ure 5 shows that when the number of queries sent out from peer 
A to B is approaching 15,000 per minute, peer B started dis-
carding queries. Figure 6 shows the growth of the query drop 
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Figure 2. Query traffic analysis Figure 3. A query trace collection experiment Figure 4. Implementation a DDoS agent 

rate in peer B when the query density increases. When peer A 
sends queries to B as fast as it is capable of, 47% of the que-
ries are dropped by peer B. Note that in our experiment both 
A and B are dedicated to this experiment, while in a real sys-
tem a normal peer may have other conventional tasks. Nor-
mally a peer’s local index includes many contents; while in 
our experiment the local index is almost empty, which re-
duces time for local look up. Based on these observations, we 
assume on average a “bad” peer is capable of sending 20,000 
queries per minute, and a “good” peer is capable of process-
ing 10,000 queries per minute in the rest of the paper. 

3 DD-POLICE 

The basic idea of DD-POLICE is that all peers are in-
volved in policing their direct neighbors’ query behavior by 
cooperating with each neighbor’s r-hop away neighbors, and 
identify the possible “bad” peers for disconnection. For sim-
plicity of the discussion, we first introduce DD-POLICE-r
with r=1, in which a peer will collaborate with all its direct 
neighbors to identify “bad” peers. In Section 3.5 we will dis-
cuss why it is necessary to employ DD-POLICE-r with r>1. 
Our discussion will focus on DD-POLICE-1. DD-POLICE 
consists of three steps: neighbor list exchanging, neighbor 
query traffic monitoring, and bad peer recognizing.

3.1 Neighbor list exchanging 

In DD-POLICE, each peer maintains a neighbor list in-
cluding all its logical neighboring peers. Two neighbors ex-
change their neighbor lists periodically. One issue here is the 

frequency at which peers exchange their neighbor lists. P2P 
networks are highly dynamic with peers’ joining and leaving 
randomly. The study in [18] has shown that over 20% of the 
logical connections in a P2P network last one minute or less, 
and around 60% of the IP addresses keep active in FastTrack 
for no more than 10 minutes each time after they join the sys-
tem. The measurement in [19] indicated that the median 
up-time for a peer in Gnutella and Napster is 60 minutes. If 
we assume that a peer’s average lifetime is 60 minutes and the 
exchange frequency is once every 2 minutes, the probability 
we miss one or more neighboring peers on detecting query 
heavy peers in the third step (bad node recognizing) is around 
3% (2/60). However, simply increase the frequency of ex-
changing neighbor lists to increase accuracy will cause more 
overhead to the system. One alternative solution is to make 
the information exchange event-driven, in which a peer in-
forms all its neighbors whenever its neighboring peer is leav-
ing or a new peer is joining as its neighbor. This solution is 
favorable to relatively stable networks, but will cause some 
peers to be super busy during some period of time if the net-
work is highly dynamic. Clearly there is a tradeoff between 
overhead and accuracy in the frequency selection. Since 
the P2P network is highly dynamic, DD-POLICE employs 
a fixed frequency policy,where a peer sends its neighbor 
lists to all its neighbors periodically. 

Another issue is what if a host lies to its neighbor. In our 
design, when peers exchange their neighbor lists, they will 
confirm the correctness of the lists with the corresponding 
peers. A malicious peer could lie about who are its neighbors. 
If a peer finds out that the claim of a pair of neighboring peers
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are not consistent, it will disconnect with the one which is its 
neighbor, and send out a message to both peers indicating the 
reason of disconnection. In such a way, the good peer in this 
pair could start to pay more attention to the other peer in this 
pair. If it gets too many such messages, the good peer will dis-
connect with the neighbor.  

We define peer j’s r hop Buddy Group (BGr-j) as the set of 
peer j’s neighbors. BG1-j is illustrated in Figure 7. Depending 
on how many logical neighbors each peer has, a peer could be-
long to multiple different BGs. At the same time, each BG has 
multiple members. A joining peer creates its BG membership 
after its first neighbor list exchanging operation. A peer ping
members within the same BG periodically to make sure that 
other members are online. 

3.2 Neighbor query traffic monitoring  

In this step, two lists are designed in a peer for each of its 
logical neighbors, Out_query(i) and In_query(i), to record the 
number of queries per minute from and to the neighboring i.

3.3 Bad peer recognition 

Based on Gnutella 0.6 protocol, we design a new message 
type called Neighbor_Traffic. In addition to the Gnutella’s uni-
fied 23-byte header for all message types, a Neighbor_Traffic
message has a message body as shown in Table 1. When a peer 
identifies one of its neighbors as a suspicious peer because the 
neighbor sends out a large amount of queries, this peer will start 
working with other members in the neighbor’s Buddy Group by 
sending Neighbor_Traffic messages to them. A 
Neighbor_Traffic message includes five fields: Source IP Ad-
dress, Suspect IP Address, Source timestamp, # of Outgoing 
queries, # of Incoming queries. The first three fields contain the 
source IP address of the current peer, the IP address of the sus-
picious neighbor, and the time the source sends out the message. 
The last two fields are the number of queries sent out from the 
source peer to the suspicious peer, and the number of queries 
that came from the suspicious peer to the source in the past one 
minute, i.e. Out_query(suspicious peer) and 
In_query(suspicious peer). The payload type of this message 
can be defined as 0x83. On receiving a Neighbor_Traffic mes-
sage, a peer in the BG will check whether it has sent a 
Neighbor_Traffic message to other members in this BG in past 
5 seconds. If not, it will send such a message to other members.  

Let us look at the example in Figure 7. Suppose we define 
the warning threshold as 500 queries per minute, meaning if 
peer j sends more than 500 queries to peer A in the past minute, 
A will mark peer j as a suspicious peer. For example, at time t,
peer A marks peer j as a ‘suspect’ and then sends a 
Neighbor_Traffic message to each of other members in BG1-j 
(B, C and D). Since some of members in BG1-j (A, B, C and D) 
may find peer j suspicious at the same time period, and start to 
send Neighbor_Traffic messages to other members, peer A 
needs to check whether peer B, C or D has sent a 
Neighbor_Traffic message in past 5 seconds. On receiving all 
the Neighbor_Traffic messages from B, C and D, or waiting for 
another 5 seconds, peer A starts to calculate the General Indica-
tor g(j, t) and the Single Indicator s(j, t, A). If any of the two 
indicators is greater than a predefined value (this value will be 

discussed in Section 5), peer A will affirm peer j as a DDoS 
compromised peer and disconnect with it. 

One issue is that of what criteria can convince peer A that 
peer j is a DDoS compromised peer with very high probability. 
One choice is to simply make use of definition 2.3, which im-
plies that if one of g(j, t) and s(j, t, i) is greater than a threshold, 
s (where s=1), peer A can classify the suspicious peer as a “bad” 
peer and disconnect with it. However, in real systems, we must 
carefully choose the threshold. The tradeoff is that the damage 
of the overlay DDoS on the system will be controlled by 
DD-POLICE for low threshold, but some “good” peers may be 
miscounted as “bad” peers, while a high threshold will lead to 
“good” peers spending a long time before disconnecting with 
“bad” peers. 

3.4 An example of DD-POLICE

Let us look at the example shown in Figure 8 to see how 
DD-POLICE works. In Figure 8, peer j has three neighbors, h, r, 
and m, who form a Buddy Group, BG1-j. Meanwhile, peer j is 
also involved in three Buddy Groups, which are BG1-h, BG1-r 
and BG1-m. Suppose peer j is a DDoS compromised peer, and 
starts issuing a large amount of queries at time t. When any of 
peer j’s neighbors, such as h, realizes that peer j has sent out too 
many queries, it will exchange query volume information 
(Neighbor_Traffic messages) with the members in BG1-j. If 
peer r and m are “good” peers, they will inform peer h that they 
did not send a large amount of queries to peer j. Thus h can 
figure out that a large amount of queries have been issued by 
peer j, and may disconnect with peer j immediately. 

The question is if suspicious peer j reports a correct number 
of queries that it sent out to others. Since peer j issues a large 
amount of queries, one or all of its neighbors may forward a 
large amount of queries out too. Thus, they could also be ques-
tioned by their neighbors. For example, peer m could be sus-
pected by members of BG1-m because peer m is forwarding a 
large amount of queries for peer j. Peer j belongs to BG1-m. 
There are three choices for peer j in delivering Neighbor_Traffic
messages to other members in BG1-m: (1) to cheat, (2) not to 
cheat, or (3) refuse to report. If peer j does not cheat, members 
in BG1-m will figure out that m is a “good” peer since the ma-
jority of outgoing queries from m are the forwarded queries 
from j instead of initial queries issued by m. We know m will 
work within BG1-j and disconnect from peer j. There are two 
cases if peer j chooses to cheat. 

Case 1, peer j reports a larger number than the number of 
queries it really sent to peer m. In this case, members in BG1-m 
will have higher intention to treat peer m as a “good” peer. Peer 
m will disconnect from peer j without any confusion, and so do 
the other two members in BG1-j. Thus, this is not a meaningful 
cheating for peer j.

Case 2, peer j reports a smaller number than that the number 
of queries it really sent to peer m. For example, peer j sent 5,000 
queries to peer m in the past minute, but it reports in BG1-m 
that it has only sent to m 100 queries. As a result, peer m could 
be treated as a “bad” peer and be disconnected by the other 
neighbors in BG1-m. However, this choice has no benefit to 
peer j either. On the one hand, making peer m be wrongly dis-
connected as a “bad” peer will lead to peer j’s attack queries 

2007 International Conference on Parallel Processing (ICPP 2007)
0-7695-2933-X/07 $25.00  © 2007



Table 1. Neighbor Traffic message body 

 Source IP Address Suspect IP Address Source timestamp # of Outgoing queries # of Incoming queries  
Byte offset 0             3 4             6 7            9 10        11   

Figure 8. An example of DD-POLICE 

being blocked, while peer j’s goal is to attack the P2P system 
instead of a single peer m. If all of peer j’s neighbors (h, r and 
m) are disconnected by their neighbors, queries issued by peer j
will be isolated among these three peers only, which eliminate 
the impact of peer j’s attack and is not what peer j wants to 
achieve. On the other hand, in DD-POLICE, this cheating does 
not mislead peer m’s decision making. Peer m works with 
members in BG1-j, and is able to identify peer j as the “bad” 
peer without being confused by peer j’s cheating. 

The third choice for peer j is not to report the number of 
queries it sent to m, which is the same situation as in Case 2 
since, in the design of DD-POLICE, if a peer has not received a 
Neighbor_Traffic message from peer j within a predefined time 
period, it just assumes that peer j sent 0 query to peer m.

In other words, cheating or not reporting will do nothing 
good for peer j, and could only degrade the effects of its attacks. 
Therefore, we assume that peer j will not cheat in delivering the 
Neighbor_Traffic messages. 

3.5 Experimental methodology 

Using BRITE, we generate 10 logical topologies with 20,000 
peers. Most peers have 3 or 4 logical neighbors, and a few peers 
have tens of direct neighbors. The average number of neighbors 
of each node is 6. Some basic settings of the workloads used in 
this simulation follow a 200-day trace of KaZaA P2P traffic 
collected at University of Washington [20]. In our first simula-
tion, 1,000,000 search operations are simulated. 

We model a malicious node such that it generates as many 
queries as it is capable of [21]. Measured by our implemented 
DDoS agent prototype described in Section 2.3, a “bad” peer 
could generate more than 20,000 distinct queries per minute. 
We assign bandwidth to each link based on the observations in 
[19], which show that 78% of the participating peers have 
downstream bottleneck bandwidths of at least 100Kbps, and 
22% of the participating peers have upstream bottleneck band-
widths of 100Kbps or less. In our simulation, the number of 
attack queries sent by a compromised peer per minute, Qd, is 
given by: Qd=min{20,000, the capacity of the link} 

Studies in [22] show that the peer population is quite tran-
sient by arguing that measurement according to host IP ad-
dresses underestimates peer-to-peer host availability and ob-
serving that each host joins and leaves a P2P system 6.4 times a 

day on average, and that over 20% of hosts arrive and depart 
every day. We simulate the joining and leaving behavior of 
peers via turning on/off logical peers. In our simulation, every 
node issues 0.3 queries per minute, which is calculated from the 
observation data shown in [16], i.e., 12,805 unique IP addresses 
issued 1,146,782 queries in 5 hours. When a peer joins, a life-
time in seconds will be assigned to the peer. The lifetime of a 
peer is defined as the time period the peer will stay in the sys-
tem. The lifetime is generated according to the distribution ob-
served in [19]. The mean of the distribution is chosen to be 10 
minutes [18]. The value of the variance is chosen to be half of 
the value of the mean. The lifetime will be decreased by one 
after passing each second. A peer will leave in the next second 
after its lifetime reaches zero.  

3.6 Consequences of overlay DDoS attack in P2Ps 

We generate 1,000,000 queries and track the delivery and 
response of each query message under a flooding based search 
mechanism. In each of the simulations, k random peers, where k
is ranging from 1 to 200, are selected as DDoS compromised 
peers and each of them keeps sending out attack queries at the 
maximum rate they are capable of. Meanwhile, normal peers 
issue queries too. We study the impact of the overlay DDoS 
attack on a dynamic P2P environment. 

Figure 9 shows the effect on network traffic. Here traffic 
cost is a function of consumed network bandwidth and other 
related expenses.We see that ten to twenty (<0.1 %) compro-
mised peers will double the total traffic. When there exists 
around 100 compromised peers, representing only 0.5% of the 
network, the total search traffic increases to 10 times that of the 
original traffic. Observations in [18, 23] have shown that P2P 
traffic contributes the largest portion of Internet traffic based on 
their measurements on some popular P2P systems, such as 
FastTrack (including KaZaA and Grokster) [24], Gnutella [14], 
and DirectConnect. Measurements in [25] have shown that even 
95% of any two nodes are less than 7 hops away, the flood-
ing-based routing algorithm generates 330 TB/month in a 
Gnutella network with only 50,000 nodes. Figure 10 and 11 
show that the service quality of the system is also degraded by 
DDoS attacks in terms of response time and normalized success 
rate. Response time is defined as the time period from when the 
query is issued until when the source peer received a response 
result from the first responder. 

Query success rate measures the ratio of the queries for 
which at least one location of the desired data is found. If we 
use qw(t) to denote the total number of queries issued by all the 
peers during the period from t-1th to tth time unit, and use qs(t) to 
denote the total number of queries for which one or more loca-
tions of the desired data are found, the query success rate at any 
given time t, S(t), is given by: 

%100
)(
)()( ×=
tq
tqtS

w

s .

We can see that 100 comprised peers will increase the aver-
age response time of queries by 2.4 times, and up to 89.7% of 
queries could fail to receive query responses. These results in-
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dicate that, in a real-world P2P system that usually has about 2 
millions peers online at any time, less than one thousand DDoS 
compromised peers could stress the system greatly while ten 
thousand DDoS agents could overwhelm the whole system. 

3.7 Effectiveness of DD-POLICE 

This section presents performance analysis on DD-POLICE. 

3.7.1. Frequency of neighbor list exchanging We have dis-
cussed that the frequency of neighbor list exchanging is one of 
the key issues to be examined. We have simulated and evaluated 
two policies: (1) periodic policy: to exchange neighbor lists 
every s minutes, where s ranges from 1 to 10; and (2) event 
driven policy: a peer reports its neighbor list whenever a new 
neighbor is joining or an existing neighbor is leaving. As we 
observed from our simulation results, there is no big difference 
on the overall performance by using the first policy as long as s 
is no more than 2 minutes, while the second police incurs much 
higher traffic overhead compared with the first policy because 
the P2P network is very dynamic. But if we further increase s, 
such as to 4 or 5 minutes, the probability of DD-POLICE mis-
judging “good” peer and “bad” peers will be increased because 
of the inaccurate neighbor lists. Therefore, in other simulations 
and the DD_POLICE implementation prototype, we use peri-
odic policy in which peers report their neighbor lists every 2 
minutes. 

3.7.2. Cut threshold Another issue to examine is when a peer 
should make the decision to disconnect a suspicious neighbor as 
a “bad” peer. The decision is based on two calculated indicators 
g(j, t) and s(j, t, i). In DD-POLICE, we define CT as a cut 
threshold. If the value of g(j, t) or s(j, t, i) computed by peer i is 
greater than CT, peer i will disconnect from peer j. CT is 1 in 
definition 2.3. However, we have mentioned that g(j, t) and s(j, 
t, i) are based on some assumptions which may affect the accu-
racy of the estimation, and the dynamic changing of the overlay 
topology makes the choice of CT a challenging endeavor. The 
dilemma is that a smaller value of CT may mislead the peers to 
wrongly disconnect “good” peers, while a larger value of CT 
could allow some “bad” peers to avoid disconnection. In order 
to select an optimal value of CT, we study the impact of differ-
ent values of CT using three kinds of errors: false negative is the 
number of “good” peers that are wrongly disconnected, false 
positive is the number of “bad” peers that are not identified and 
not disconnected, and false judgment is the sum of the above 
two. 

Another consideration in the choice of CT is the conver-
gence speed of the algorithm. Decentralized P2Ps are fully dis-
tributed systems. When some peers recognize a “bad” peer, the 
only thing these peers can do is to disconnect with the “bad” 
peer. No mechanism can prevent the DDoS Agent from joining 
the system again and launching another round of attacks. We 
desire our approach to identify “bad” peers in a very short pe-
riod of time in a dynamic P2P environment. The metric of 
damage recovery time is used to evaluate the performance of 
DD-POLICE for this consideration. We strive for short damage 
recovery time. 

Figures 12-14 show the impact of CT on the performance of 
DD-POLICE when there are 100 DDoS agents in a 20,000-peer 
system. DD-POLICE-n means DD-POLICE scheme with CT=n. 
Figure 12 shows that DD-POLICE with CT=3 reduces the 
damage of attack faster than DD-POLICE with CT=7. Damage 
rate, D(t), is given by: 

%100
)(

)(')()( ×−=
tS

tStStD ,

where S(t) denotes query success rate of the P2P system when 
there does not exist any DDoS compromised peers, and S’(t) 
denotes the query success rate when the system is under 
DDoS attack. 

The damage rate of CT=3 scheme cannot be reduced as low 
as that of CT=7 scheme. The reason is that, compared with 
CT=7 scheme, more “good” peers are misjudged as “bad” peers 
and disconnected by their neighbors in CT=3 scheme, causing a 
lower success rate. However, CT cannot be too large. Figure 12 
shows that with CT=10, DD-POLICE converges very slowly 
and the stabilized damage rate is much higher than that in CT=3 
and CT=7.  

We further show the three kinds of errors in Figure 13 and 
damage recovery time in Figure 14. Damage recovery time is 
defined as the time period from when the system damage rate 
D(t) is equal or greater than 20% until when the damage is equal 
or less than 15%. If the damage recovery time is short, this 
means the DD-POLICE is effective. 

We can see that in Figure 13, as CT increases, the false 
negative decreases, while the false positive increases. That 
means when we set a larger cut threshold, fewer “good” peers 
will be misjudged as “bad” peers and more “bad” peers will be 
misjudged as “good” peers. The false judgment is optimal when 
CT is within 5 to 7 in Figure 13. Figure 14 shows that as CT 
increases, DD-POLICE needs a longer time to identify a peer as 
a “bad” one. Thus, the damage recovery time is longer. Com-
prehensively considering the performance of DD-POLICE, we 
choose CT = 5 or 6. 

3.7.3. DD-POLICE in dynamic P2P environments Adding 
DD-POLICE into the peers in the dynamic simulation environ-
ment, we repeat the experiment described in Section 5.1 with 
the same 1,000,000 queries. Basic setup of DD-POLICE in-
cludes exchanging neighbor lists every 2 minutes and CT=5. 
Figures 9-11 show that DD-POLICE effectively reduces the 
damage of overlay DDoS and is very scalable. Compared with 
the case of “no DDoS attack”, DD-POLICE achieves a compa-
rable average response time and success rate with slightly 
higher average traffic cost. 

4 Related work 

Many general efforts have been made to defend against 
DDoS [10, 26], which are roughly divided into three categories: 
prevention, traceback and identification, and detection and fil-
tering. 

The first type is prevention, in which the defense tools 
monitor or scan the network to intercept the DDoS before the 
attacks start. They avoid the malicious peers’ illegal access to 
normal machines [27], and install security patches and virus  
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scanners[28, 29]. One basic goal of these approaches is to pre-
vent DDoS attackers from recruiting a large number of agents. 
Most of these methods are based on knowledge of existing 
DDoS attacks to recognize attackers’ behaviors. Although it is 
of great importance to improve Internet security, it is hard to 
believe that preventive approaches could successfully avoid 
DDoS attackers recruiting hundreds of agents in a P2P network 
with millions of peers online at any given time. We have shown 
that only tens of DDoS agents in a 20,000-peer system cause 
serious damage. 

The second type is the TraceBack and Identification ap-
proach [30-34], which is usually used after experiencing attacks. 
Most of them are based on IP traceback. They try to track the 
attackers and identify them via the routers’ records or by send-
ing special traceback packets. However, these approaches are 
not effective for P2P overlay DDoS attacks because the query 
and query hit messages do not include the IP addresses of query 
source peers. In P2P systems, the anonymity requirement makes 
it hard to know who originally issued the queries.  

The third type is based on Detection and Filtering. Our pro-
posed DD-POLICE is of this type. They detect the occurrence 
of DDoS attacks and respond to it. For example, although IP 
spoofing is not a necessary component for DDoS attacks, it 
helps the attackers hide [35]. Ingress/egress filtering [36] pre-
vents packets with spoofed source IP addresses from entering or 
leaving the network. Theoretically, ubiquitous ingress packet 
filtering (UIPF) [10] can stop all address-spoofed direct attack 
packets as well as the attack packets sent to reflectors. But it is 
hard for them to be employed in P2P systems with such a large 
scale. Route-Based defense is similar to UIPF, and employs 
some distributed detection systems and filters attack traffic at 

some key nodes. Pushback mechanism [37] is a useful means of 
detecting the attack packets’ flow and dropping them. In a P2P 
system, it is hard for a peer to trace the source of a query be-
cause the values of TTL and hops could be easily modified by 
DDoS compromised peers. Thus, it is hard to separate good 
traffic and bad traffic. A source-end defense system, such as 
D-WARD [38] or Reverse Firewall, attempts to observe incom-
ing and outgoing flows and connections over time, aiming at 
separating the normal links from the attack links to provide 
good service to normal clients. However, in a P2P system, since 
normal traffic and attack traffic may come from the same logi-
cal link because of the flooding search, the source-end system is 
not effective in P2P systems. 

To our knowledge, the most related work to this research to 
date is discussed in [21], where application-layer load balancing 
techniques are proposed to give clients a fair share of available 
resources, so as to alleviate damage of application-layer DoS 
attacks. It is basically a survival approach: it does not require 
servers to distinguish attack queries form normal queries, but 
maintain a fair load distribution in the P2P system. However, 
this approach could be less effective when the number of DDoS 
agents is getting large.   

5 Conclusion and future work 

Unstructured P2P systems are vulnerable to overlay DDoS 
attacks. Most previous techniques protect networks from net-
work-layer DDoS attacks and cannot be applied to overlay 
DDoS attacks. Overlay flooding-based DDoS attacks can be 
more damaging in that a small number of messages are inher-
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ently propagated to consume a large amount of bandwidth and 
computation resources. 

In this paper, we show the serious consequences of query 
flooding based overlay DDoS attacks on P2P systems, and pro-
pose a distributed and scalable method, DD-POLICE, to detect 
malicious nodes and defend P2P systems from overlay DDoS 
attacks. We discuss the design of DD-POLICE and show the 
effectiveness of DD-POLICE by comprehensive simulation 
studies. Results show that DD-POLICE can help peers discon-
nect with DDoS agents in a very short time period after attacks 
are launched. 

Other future work includes employing and measuring 
DD-POLICE in larger scale systems, such as PlanetLab[39], 
and studying overlay DDoS in structured P2P systems [40]. 
Overall, we believe that deploying DD-POLICE will make un-
structured peer-to-peer systems more scalable and robust. 
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