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Abstract Increasingly, applications need to be able to self-
reconfigure in response to changing requirements and envi-
ronmental conditions. Autonomic computing has been pro-
posed as a means for automating software maintenance
tasks. As the complexity of adaptive and autonomic systems
grows, designing and managing the set of reconfiguration
rules becomes increasingly challenging and may produce in-
consistencies. This paper proposes an approach to leverage
genetic algorithms in the decision-making process of an au-
tonomic system. This approach enables a system to dynam-
ically evolve target reconfigurations at run time that balance
tradeoffs between functional and non-functional require-
ments in response to changing requirements and environ-
mental conditions. A key feature of this approach is incor-
porating system and environmental monitoring information
into the genetic algorithm such that specific changes in the
environment automatically drive the evolutionary process
towards new viable solutions. We have applied this genetic-
algorithm based approach to the dynamic reconfiguration of
a collection of remote data mirrors, demonstrating an effec-
tive decision-making method for diffusing data and mini-
mizing operational costs while maximizing data reliability
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and network performance, even in the presence of link fail-
ures.
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1 Introduction

As distributed computing applications grow in size and com-
plexity, it is increasingly difficult to build a system that sat-
isfies all requirements and design constraints to be encoun-
tered during its lifetime. Many types of systems must op-
erate continuously, thus disallowing periods of downtime
while humans modify code and fine-tune the system. For
instance, several studies [5, 30] document the severe finan-
cial penalties incurred by companies when facing problems
such as data loss and data inaccessibility. As aresult, it is im-
portant for applications to be able to self-reconfigure in re-
sponse to changing requirements and environmental condi-
tions [24]. IBM proposed autonomic computing as a means
for automating software maintenance tasks [17]. Autonomic
computing refers to any system that manages itself based
on a system administrator’s high-level objectives while in-
corporating capabilities such as self-reconfiguration and
self-optimization. Typically, developers encode reconfigura-
tion strategies at design time, and the reconfiguration tasks
are influenced by anticipated future execution conditions
[3, 8, 13, 33]. We propose an approach for harnessing ge-
netic algorithms [10] to support the decision-making process
of an autonomic system. This approach enables a decision-
making process to dynamically evolve target reconfigura-
tions at run time.

Autonomic systems typically comprise three key ele-
ments: monitoring, decision-making, and reconfiguration.
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Monitoring enables an application to be aware of its envi-
ronment and detect conditions that warrant reconfiguration;
decision-making determines which set of monitored condi-
tions should trigger a specific reconfiguration response; and
reconfiguration enables an application to change itself in
order to fulfill its requirements. Many adaptive and auto-
nomic systems have applied rule-based decision-making ap-
proaches to match particular events against specific recon-
figurations [7, 13]. Others leverage utility-based decision-
making approaches to address multiple reconfiguration ob-
jectives and dimensions [3, 33]. These approaches, how-
ever, enable a system to self-adapt only against scenarios
that were considered at design time. Furthermore, as the
complexity of adaptive logic grows, designing and manag-
ing the set of reconfiguration rules becomes unmanageable
and potentially inconsistent [3]. To address these concerns,
several researchers have applied evolutionary computation
techniques to the design of adaptive and autonomic sys-
tems [8, 9, 19]. Although these approaches enable devel-
opers to explore richer sets of behavioral models that sat-
isfy system and adaptation requirements, most are applica-
ble only at design time due to the significant amount of com-
putational time required to evolve target reconfigurations.

This paper proposes an approach to incorporate genetic
algorithms in the decision-making process of autonomic
systems. A genetic algorithm is a stochastic search-based
technique for finding solutions to optimization and search-
based problems [10]. Genetic algorithms comprise a pop-
ulation of individuals that encode candidate solutions in
the search space. Domain-specific fitness functions are used
to determine the quality of each individual. Genetic algo-
rithms use this fitness information, along with the processes
of selection, crossover, and mutation, to direct the search
process towards promising parts of the search space. In
practice, genetic algorithms can be surprisingly fast in ef-
ficiently searching complex, highly nonlinear, and multidi-
mensional search spaces [20]. For this work, we developed
Plato, a genetic-algorithm based decision-making process.
We demonstrate that Plato can search solution spaces for tar-
get reconfigurations, generating suitable reconfigurations in
response to changing requirements and environmental con-
ditions. A key benefit of Plato is that developers need not
prescribe reconfigurations in advance to address specific sit-
uations warranting reconfiguration. Instead, Plato harnesses
the power of natural selection to evolve suitable target re-
configuration at run time.

We have applied Plato to the dynamic reconfiguration of
an overlay network [2] for diffusing data to a collection of
remote data mirrors [11, 14]. Plato evolved suitable target
reconfigurations at run time that balanced tradeoffs between
functional and non-functional requirements as requirements
and environmental conditions changed. Specifically, Plato
evolved overlay networks for data diffusion that balanced
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the competing objectives of minimizing operational costs
while maximizing data reliability and network performance,
even while facing adverse conditions such as repeated link
failures. Our results suggest genetic algorithms provide an
effective method of online decision-making in autonomic
computing systems, enabling run-time generation of target
reconfigurations that balance competing objectives while ac-
counting for environmental dynamics.

The remainder of this paper is organized as follows. In
Sect. 2 we provide background material on remote data
mirroring systems and genetic algorithms. Section 3 de-
scribes Plato’s design and how it can be integrated with the
decision-making process of an autonomic computing sys-
tem. Section 4 presents the experimental results obtained
when applying Plato to the dynamic reconfiguration of a
network of remote data mirrors, followed by discussion in
Sect. 5. A preliminary report on this study was presented
in [28]. The extended version presented here includes ad-
ditional details of the Plato design and the experimental
setup, as well as an entirely new section assessing the abil-
ity of Plato to respond to degrading network failures. Sec-
tion 6 reviews other approaches to decision-making and
dynamic configuration of networks involving genetic al-
gorithms and other evolutionary computation techniques.
Lastly, in Sect. 7, we summarize our main findings and dis-
cuss future directions for our work.

2 Background

This section reviews two topics fundamental to this paper.
First, we describe the concept of remote data mirrors and
discuss the challenges that complicate their design. We then
describe genetic algorithms and explain the mechanisms by
which they efficiently search for suitable solutions amidst
complex solution landscapes.

2.1 Remote mirroring

Remote data mirroring is a particular form of data mirroring
in which copies of critical data are stored at one or more sec-
ondary sites. The main objective of remote data mirroring is
to isolate the protected data from failures that may affect the
primary copy [15]. Thus, by keeping two or more copies of
important information physically isolated from each other,
access can continue if one copy is lost or becomes unreach-
able [11, 35]. In the event of a failure, recovery typically
involves either a site failover to one of the remote data mir-
rors, or data reconstruction. Designing and deploying a re-
mote mirror, however, is a complex and expensive task that
should be done only when the cost of losing data outweighs
the cost of protecting it [11]. For instance, ad hoc solutions
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may provide inadequate data protection, poor write perfor-
mance, and incur high network costs [15]. Similarly, over-
engineered solutions may incur expensive operational costs
to defend against negligible risks.

Two important design choices for remote data mirrors in-
clude the type of network link connecting the mirrors and
the remote mirroring protocol. Each network link incurs an
operational cost. In addition, each network link has a mea-
surable throughput, latency, and loss rate that determine the
overall remote mirror design performance [15]. Remote mir-
roring protocols, which can be categorized as either syn-
chronous or asynchronous propagation, affect both network
performance and data reliability. In synchronous propaga-
tion the secondary site receives and applies each write before
the write completes at the primary site [15]. In batched asyn-
chronous propagation [15], updates accumulate at the pri-
mary site and are periodically propagated to the secondary
site, which then applies each batch atomically. While syn-
chronous propagation achieves zero potential data loss, it
consumes large amounts of network bandwidth. Batched
asynchronous propagation, on the other hand, achieves more
efficient network performance than synchronous propaga-
tion, but may have a higher potential data loss.

2.2 Genetic algorithms

Genetic algorithms are stochastic-based search techniques
that comprise a population of individuals, where each indi-
vidual encodes a candidate solution in a chromosome [10].
In each generation, the fitness, or quality, of every individ-
ual is calculated, and a subset of individuals is selected,
then recombined and/or mutated to form the next genera-
tion. For example, Fig. 1 shows two individuals in a popula-
tion of overlay network topologies. Each individual contains
a vector to encode which overlay links are used in the cor-
responding topology. Specifically, given the underlying net-
work topology vector (AB, BC, CD,AD,AC, BD), a 1 indi-
cates the link is part of the overlay and a 0 otherwise. Other
link properties, such as the propagation methods described
above, can be encoded in such vectors. In addition, each in-
dividual has an associated fitness value that is determined
by evaluating the encoded solution against certain domain-
specific fitness functions. This fitness information enables a
genetic algorithm to choose promising solutions for further
evolution in the next generation.

Genetic algorithms use crossover to exchange building
blocks between two fit individuals, hopefully producing off-
spring with even higher fitness values. The two most com-
mon forms of crossover in genetic algorithms are one-point
and two-point crossover. In one-point crossover, a position
in the chromosome is selected at random and the parts of
two parents after the crossover position are exchanged. In
two-point crossover, two positions are chosen at random and

the segments between them are exchanged. Figure 2 illus-
trates two-point crossover for the representation described in
Fig. 1. Specifically, the link properties between (CD, AD),
denoted by the underlined genome segment for clarity, are
exchanged between both parents to form two new offspring.
As a result, Offspring I deactivates link (CD) from Parent I
and activates link (AD) from Parent II. Likewise, Offspring
II deactivates link (AD) from Parent II, and activates link
(CD) from Parent I.

Unfortunately, genetic algorithms are susceptible to de-
ceptive landscapes, possibly evolving suboptimal solutions
(i.e., local maxima). The key idea behind mutation is to in-
troduce genetic variation that may have been lost through-
out the population as a result of the selection process [10].
Mutation takes an individual and randomly changes parts of
its encoded solution based on some specified mutation rate.

Network Representation:
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Fig. 1 Encodings of two overlay network solutions as individuals in a
genetic algorithm
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Fig. 2 Performing two-point crossover in overlay networks
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Fig. 3 Performing mutation on an overlay network

For example, Fig. 3 illustrates a sample mutation where link
(BD) is activated in one of the individuals. The activation
of this link would not have been possible with the crossover
operator only since link (BD) is not active in either parent.
As such, the key effect of the mutation operator is to ex-
plore additional areas of the solution space that may not be
reachable through the crossover operator alone.

Genetic algorithms are typically executed until one of
two conditions is met: Either the allocated execution time
is exhausted or the algorithm converges upon a particular
solution. If the execution time has been exhausted, then the
best solution found thus far is considered to be the solution.
Otherwise, if the algorithm has converged upon a particular
solution, then the solution should be assessed for its qual-
ity. In particular, it is possible for the algorithm to converge
prematurely upon a suboptimal solution. One strategy often
used to address this problem is to reseed and restart the ge-
netic algorithm while altering some configuration parame-
ters such as crossover and mutation rates, forcing the search
process to explore different parts of the solution landscape.

3 Proposed approach

We designed Plato with the goal of deciding how and when
to diffuse data to a collection of remote data mirrors across
a potentially unreliable network [11, 15]. Specifically, given
a network containing a set of remote data mirrors, Plato
must construct and maintain an overlay network such that
data may be distributed to all nodes while satisfying the
following requirements. First, the overlay network must re-
main connected at all times. If the overlay network becomes
disconnected for any reason, then it must be reconfigured
to re-establish connectivity. Second, it should never be the
case that the constructed overlay network exceeds the allo-
cated monetary budget specified by the end-user. Third, data
should be distributed as efficiently as possible, that is, the
amount of bandwidth consumed when diffusing data should
be minimized. All considerations combined, the task of data
diffusion is a multi-objective problem in which data must be
distributed as efficiently as possible, while minimizing ex-
penses and potential data loss.

Extensive research has been conducted on many aspects
of self-adaptive and autonomic systems [17, 24, 33]. As a
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Fig. 4 Overview of the Plato approach

Table 1 Update interval and corresponding data batch sizes for link
propagation methods [15]

Time interval Avg. data
batch size
0 0GB
1 min 0.0436 GB
5 min 0.2067 GB
1 hr 2.091 GB
4 hrs 6.595 GB
12 hrs 15.12GB
24 hrs 27.388 GB

result, we assume the existence of a monitoring [7, 26, 27,
31] and reconfiguration [7, 29, 36] infrastructure to support
self-adaptation with assurance [37, 38] at run time. As Fig. 4
illustrates, in the proposed approach, the decision-making
process comprises a genetic algorithm that accepts moni-
toring information as input and produces target reconfigu-
rations as output. The monitoring infrastructure periodically
observes both the system and its execution environment and
reports those values to the decision-making process. The
decision-making process interprets the monitoring data, de-
termines when a reconfiguration is required, and selects the
appropriate target reconfiguration. The reconfiguration in-
frastructure effects the changes throughout the system using
an adaptation driver.

3.1 Plato design

Representation. Developers must select a suitable repre-
sentation scheme for encoding candidate solutions as indi-
viduals in a genetic algorithm. For example, in Plato, every
individual in the population encodes a complete overlay net-
work, where each link is either active or inactive and is asso-
ciated with one of seven possible propagation methods (Ta-
ble 1). Table 1 lists the average data batch size associated
with each of the seven propagation methods, previously re-
ported by Keeton et al. [15]. This table also illustrates that
larger amounts of data can be lost due to a failure as the
amount of time for data propagation increases. In particu-
lar, synchronous propagation (time interval equal to 0) pro-
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vides the maximum amount of data protection while asyn-
chronous propagation with a 24-hour time interval provides
the least amount of data protection. Nonetheless, as the level
of data protection increases, the overall performance of the
network decreases. Specifically, as the average data batch
size decreases, fewer opportunities arise for coalescing data
writes. As a result, synchronous propagation methods typi-
cally incur worse network performance than asynchronous
propagation methods with larger data batch sizes [15].

Plato uses a representation scheme similar to the one il-
lustrated in Fig. 1, where each overlay network link can be
set to either active or inactive and is associated with one
of the seven propagation methods presented in Table 1. In
terms of complexity, an individual with this representation
scheme comprises a vector of @ links that can be acti-
vated and configured to form an overlay network. With 25
nodes, for example, there are 239 % 73% possible overlay
network configurations. The total number of possible con-
figurations makes it infeasible to exhaustively evaluate all
possible configurations in a reasonable amount of time.

GA operators. Crossover and mutation operators are
specific to the encoding scheme used. The default crossover
and mutation operators are designed to work on fixed-length
binary string representations [10]. If a different represen-
tation scheme is used to encode candidate solutions for a
particular domain, then specialized crossover and mutation
operators need to be developed and applied. For example,
each individual in Plato encodes a candidate solution that
comprises binary, integer, and floating-point values. As a re-
sult, Plato uses domain-specific crossover and mutation op-
erators to directly manipulate overlay network topologies.
The crossover operator used by Plato (shown in Fig. 2) ex-
changes link properties between two parents. Specifically,
two network links in the link vector are selected at random
and the segments between them are exchanged. Likewise,
the mutation operator used by Plato (shown in Fig. 3) ran-
domly activates/deactivates a link and changes its propaga-
tion method.

GA setup. Developers must set up the GA for the prob-
lem being solved. Typical parameters include population
size, crossover type, crossover and mutation rates, selec-
tion methods, and the alloted execution time, typically ex-
pressed in generations. Table 2 specifies the parameters and
values used for Plato. In particular, notice that for each gen-
eration, Plato performs two-point crossover on 10 individu-
als, thereby producing 20 offspring for the next generation.
Likewise, Plato mutates approximately 5 individuals each
generation. To select which individuals survive to the next
generation, Plato applies tournament selection. In tourna-
ment selection, the fitness values of two randomly selected
individuals from the population are compared. The individ-
ual with the higher fitness value is moved to the next gener-
ation.

Table 2 Genetic algorithm parameters and values used in Plato for
this study

Parameter Value
Max. population size 100
Crossover type Two-point
Crossover rate 10%
Mutation rate 5%

Selection method Tournament (K = 2)

Max generations 2500

3.2 Fitness sub-functions

In general, a single fitness function is not sufficient to
quantify all possible effects of a particular reconfiguration
when balancing multiple objectives [3, 4]. Instead, devel-
opers should define a ser of fitness sub-functions to evalu-
ate a target reconfiguration according to the optimization di-
mensions specified by end-users. Each fitness sub-function
should have an associated coefficient that determines the
relative importance of that sub-function in comparison to
others. A weighted sum can be used to combine the val-
ues obtained from each fitness sub-function into one scalar
value [6, 21, 25].

Plato uses several fitness sub-functions to approximate
the effects of a particular overlay network in terms of costs,
network performance, and data reliability. Most of the fit-
ness sub-functions used by Plato were derived from studies
on optimizing data reliability solutions [15] and modified
for our specific problem. This set of sub-functions enables
Plato to search for overlay networks that not only satisfy
the previously mentioned properties, but that also yield the
highest fitness based on how the end-user defined the sub-
function coefficients to reflect the priorities for the various
fitness sub-functions.

We use the following fitness sub-function to calculate an
overlay network’s fitness in terms of cost:

cost

budget)
where cost is the sum of operational expenses incurred by
all active links, and budget is an end-user supplied con-
straint that places an upper bound on the maximum amount
of money that can be allocated for operating the overlay net-
work. This fitness sub-function, F.g, guides the genetic al-
gorithm toward overlay network designs that minimize op-
erational expenses.

Likewise, we use the following two fitness sub-functions

to calculate an overlay network’s fitness in terms of perfor-
mance:

Feost =100 — (100 *

latency,
Fpert, = 50 — <50 ﬁ)

*
latency.,,
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and

bandsys — bande

Fpert, = 50 < + bound),

bandsys

where latency,,, is the average latency over all active links
in the overlay network, latency,,. is the largest latency value
measured over all links in the underlying network, band;ys
is the total available bandwidth across the overlay network,
band.g is the total effective bandwidth across the overlay
network after data has been coalesced, and bound is a limit
on the best value that can be achieved throughout the net-
work in terms of bandwidth reduction. The first fitness sub-
function, Fhpert, » accounts for the case where choosing links
with lower latency will enable faster transmission rates.
Likewise, the second fitness sub-function, Fpef,, accounts
for the case where network performance can be increased
by reducing the amount of data sent across a network due
to write coalescing. We note that the maximum achievable
value of Fperf, + Fpert, is 100.

Lastly, we use the following two fitness sub-functions to
calculate an overlay network’s fitness in terms of reliability:

linksyged
Frel, =50 ———;
reli linksmax

and

Frel, =50 — <50 * %)

datalossy.

where linksyseq 1s the total number of active links in the
overlay network, linkspy,x is the maximum number of pos-
sible links that could be used in the overlay network given
the underlying network topology, datalosspotential 18 the total
amount of data that could be lost during transmission as a re-
sult of the propagation method (see Table 1), and dataloss,,.
is the amount of data that could be lost by selecting the prop-
agation method with the largest time window for write coa-
lescing. The first reliability fitness function, Frey,, accounts
for the case where an overlay network with redundant links
may be able to tolerate link failures while maintaining con-
nectivity. The second reliability fitness function, Frey,, ac-
counts for the case where propagation methods leave data
unprotected for a period of time. We note that the maximum
achievable value of Frel, + Frel, is 100, the same as the fit-
ness sub-functions for cost and performance.

The following fitness function combines the previous fit-
ness sub-functions into one scalar value:

FF = ocost % Feost + Qperf * (Fperf| + Fperfz)

+ Otrel * (Fre]1 + Frelz)v

where «;’s represent weights for each dimension of opti-
mization as encoded into the genetic algorithm by the end
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user. These coefficients can be scaled to guide the genetic al-
gorithm towards particular designs that reflect different pri-
orities of non-functional properties. For example, if devel-
opers want to evolve types of overlay network designs that
optimize only with respect to cost, then oes could be set to
1 and aperr and ayel could be set to 0.

To integrate Plato into the application and factor current
environmental conditions into the target reconfiguration, de-
velopers must define a global view construct that reflects the
executing system and its environment. This construct will
be updated by the monitoring infrastructure and accessed
by the genetic algorithm’s fitness sub-functions when eval-
uating candidate reconfigurations. For instance, although
Plato currently simulates the network monitoring process,
each candidate overlay network in Plato stores information
about the underlying complete network topology. Specifi-
cally, each link stores values such as throughput, latency,
loss rate, etc. As a result, when Plato evaluates a candidate
overlay network, it computes its fitness value based on cur-
rent system and environmental conditions.

Rescaling sub-functions. If requirements are likely to
change while the application executes, then developers
should introduce code to rescale the coefficients of indi-
vidual fitness sub-functions at run time. In particular, the
fitness landscape is shifted when the coefficients of a fit-
ness sub-function are rescaled. By updating the relevance of
each fitness sub-function at run time, the genetic algorithm
will be capable of evolving target reconfigurations that ad-
dress changes in requirements and environmental conditions
without specifying how the system should be reconfigured.

For example, when an overlay network link fails, Plato
automatically doubles the current coefficient for network re-
liability. Note that although we prescribe how these coef-
ficients should be rescaled in response to high-level moni-
toring events, we do not explicitly specify target reconfig-
urations. That is, Plato does not prescribe how many links
should be active in the overlay network, or what their prop-
agation methods should be.

4 Case study

We conducted a case study to evolve solutions to address
the problem of diffusing data to a set of remote data mirrors
across dynamic and unreliable networks. Each experiment
focuses on a single aspect of this problem, namely construct-
ing and maintaining an overlay network that enables the dis-
tribution of data to all nodes. Different environmental factors
and scenarios presented throughout these experiments pro-
vide insight with respect to the suitability of genetic algo-
rithms for decision-making in autonomic systems. Note that
we simulated these experiments on a MacBook Pro with a
2.53 GHz Intel Core 2 Duo Processor and 4 GB of RAM.
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Fig. 5 Overlay network produced when optimizing for cost

For each set of results presented, we performed 30 trials of
the experiment, to account for the stochastic variation of ge-
netic algorithms, and present the averaged results.

4.1 Single-dimensional optimization

The objective of this study is to confirm that, for degener-
ate scenarios involving single fitness sub-functions (i.e., op-
erational cost, performance, and reliability), Plato will pro-
duce solutions consistent with those that can be predicted.
In particular, we configured Plato to consider operational
costs only, i.e., ocost = 1, tpert = 0, arel = 0. As a rep-
resentative example, consider the evolved overlay network
shown in Fig. 5. This overlay network comprises 24 links
and connects all remote data mirrors. The genetic algorithm
was able to reduce the overlay network to a spanning tree
that connects all remote data mirrors while incurring opera-
tional costs significantly below the maximum allocated bud-
get.

Figure 6 shows the maximum fitness achieved by the can-
didate overlay networks as Plato executed. Plato converged
upon an overlay network topology with a fitness value of
approximately 50, indicating that Plato found overlay net-
works whose operational costs were roughly 50% of the al-
located budget. Although the first few hundred generations
obtained negative fitness values due to ill-formed candidate
topologies that were either disconnected or exceeded the
allocated budget, Plato found suitable overlay network de-
signs by generation 500 (approximately 30 seconds on the
MacBook Pro), well within the practical range for applica-
tions such as remote data mirroring.

For the next experiment, reliability was chosen as the sin-
gle optimization criterion, i.€., tcost = 0, otperf = 0, el = 1.
The evolved overlay network provides the maximum amount
of reliability possible by activating all 300 links. Further-
more, the dominant propagation method for this overlay net-
work was synchronous propagation, which minimizes the
amount of data that can be lost during transmission.

1_\1_\1_\1_\1_\1_\1_\1_\1_\A

O L

w
$ -100 f
£
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> -200
©
s

-300

~400/A : : : :

0 500 1000 1500 2000
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Fig. 6 Fitness of overlay networks when optimizing for cost only

Max. Fitness

70/ I I I I
o] 500 1000 1500 2000

Generation

Fig. 7 Fitness of overlay networks when optimizing for reliability
only

Figure 7 plots the maximum fitness achieved by Plato
in this experiment. Plato converged upon a maximum fit-
ness value of 88. In the context of reliability, a value of 88
means that although the overlay network provides a high-
level of data reliability, it is not completely immune against
data loss. Specifically, even though all 300 links were acti-
vated in the overlay network to provide redundancy against
link failures, not every link in the overlay network used a
synchronous propagation method. Instead, a few links in
the overlay network used asynchronous propagation meth-
ods with 1 and 5 minute time bounds. Nonetheless, we note
the rapid development of fit individuals achieved by gener-
ation 600; by this point, Plato had evolved complete over-
lay networks with most links using synchronous propaga-
tion.

4.2 Multiple-dimensional optimization
The purpose of the next study is to assess whether Plato is

able to efficiently balance multiple objectives, namely, min-
imizing operational costs while maximizing network perfor-
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Fig. 8 Overlay network produced when optimizing for cost, perfor-
mance, and reliability

Max. Fitness
n
a
o

200
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L L L
0 500 1000 1500 2000

Generation

Fig. 9 Maximum fitness of overlay networks when optimizing for
cost, performance, and reliability

mance and data reliability. For this particular experiment we
configured Plato to produce network designs that emphasize
network performance and reliability over operational costs,
i.e., Qcost = 1, aperf = 2, ate] = 2. Figure 8 shows a represen-
tative overlay network design that Plato evolved. This over-
lay network comprises 32 active links, the majority of which
use asynchronous propagation methods with 1 and 5 minute
time bounds. Overall, this overlay network provides a com-
bination of performance and reliability while keeping oper-
ational expenses well below the allocated budget.

Figure 9 plots the average rate at which Plato converged
on the resulting overlay network designs. On average, Plato
terminated within 3 minutes. In particular, note that Plato
found relatively fit overlay networks by generation 500 (ap-
proximately 30 seconds). Thereafter, Plato fine-tuned the
overlay network to produce increasingly more fit solutions.
For instance, Fig. 10 plots the average number of active links
in the evolved overlay networks. At first, the more fit over-
lay networks were those that comprised the fewest number
of active links while still maintaining connectivity. By the
end of the run, 8 additional links had been added to the
overlay network. Although these additional edges increased
the overall operational cost of the overlay network, they
also increased the network’s fault tolerance against link fail-
ures, thus improving the overlay’s reliability fitness value.
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Fig. 10 Number of links active in overlay network when optimizing
for cost, performance, and reliability

Fig. 11 Initial overlay network topology with cost being the lone de-
sign factor

Moreover, subsequent generations achieved higher fitness
values by using asynchronous propagation methods of 5
minutes and 1 hour, thus improving network performance
while providing some level of data protection during trans-
mission.

4.3 Reconfiguration against link failures

The purpose of the next experiment is to assess the feasi-
bility of using Plato to dynamically reconfigure the overlay
network topology in real-time. We configured this experi-
ment as a three-step process where we first ran Plato to pro-
duce an initial overlay network design whose primary design
objective was to minimize operational costs, i.e., Xcost = 1,
aperf =0, and oy = 0. Although we could have generated a
design to account for both cost and reliability, the objective
of this experiment was to force the reconfiguration of the
overlay network. Figure 11 presents a representative overlay
network evolved by Plato that comprises 24 active links, a
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Fig. 12 Overlay network topology evolved in response to a link failure
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Fig. 13 Maximum fitness achieved before and after reconfiguration
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spanning tree. We then randomly selected an active link in
the overlay network and set its operational status to faulty.
Since this link failure disconnected the network of remote
data mirrors, we ran Plato again to evolve a target reconfig-
uration that addressed the changes in the underlying network
topology.

In response, Plato evolved a new overlay network topol-
ogy that addressed these environmental changes. Since the
initial overlay network suffered from a link failure, the in-
dividual fitness sub-functions were automatically rescaled
such that reliability became the primary design concern.
Whenever an individual was evaluated, if the encoded over-
lay network made use of the faulty link, then it was severely
penalized by assigning it a low fitness value. Figure 12
shows the overlay network that evolved in response to the
environmental change in the underlying network. This new
overlay network, with 6 redundant links, provides more re-
liability against link failures than the initial overlay net-
work.

Figure 13 plots the maximum fitness achieved by Plato
as it evolved both the initial and the reconfigured overlay
network designs. We terminated an active link at generation
2500. As a result, the maximum fitness achieved at genera-
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Fig. 14 Number of active links in overlay network before and after
reconfiguration
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Fig. 15 Potential average data loss across overlay network before and
after reconfiguration

tion 2501 dropped to negative values. Within roughly 1000
generations (1 min), Plato had evolved considerably more
fit overlay network topologies. Notice the relative differ-
ence in maximum fitness achieved by Plato before and af-
ter reconfiguration. The initial overlay network optimizes
only with respect to operational costs, while the reconfig-
ured overlay network optimizes primarily for reliability, but
also optimizes with respect to operational costs. Since Plato
doubled the coefficients for reliability in comparison to cost
(ccost = 1, apert = 2, and o) = 2), candidate overlay net-
works after generation 2500 achieved a higher relative fit-
ness value than the initial overlay network.

Figure 14 plots the average number of active links in both
the initial and reconfigured overlay network designs. While
the initial overlay design obtains a higher fitness by reducing
the number of active links, the reconfigured overlay design
obtains a higher fitness by adding several active links to im-
prove robustness against future link failures.

Figure 15 plots the average potential data loss for a re-
mote data mirror in both the initial and reconfigured over-
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lay networks. The average potential data loss, which is a
byproduct of the propagation methods, measures the amount
of data, in gigabytes, that may be lost at a remote data mir-
ror as a result of some failure. Lower average potential data
loss values imply data is better protected against link failures
and vice-versa. As this plot illustrates, after a link failure
occurs, the reconfigured overlay network design reset most
propagation methods to either synchronous or asynchronous
propagation with a 1 or 5 minute time bound, thus improving
data protection at the expense of degraded network perfor-
mance.

4.4 Reconfiguration against successive link failures

The purpose of this experiment was to assess the feasibil-
ity of applying Plato to dynamically reconfigure an over-
lay network in real-time in response to multiple link fail-
ures. While the previous experiment assessed whether Plato
could evolve suitable target reconfigurations in response to
changing requirements and environmental conditions, this
experiment assessed whether Plato can evolve target recon-
figurations in response to more adverse conditions, where
successive link failures occur throughout the network. As in
the previous experiment, we first ran Plato to produce an ini-
tial overlay network design whose primary design objective
was to minimize operational costs, i.e., Qcost = 1, @pert = 0,
and aye] = 0. Next, we randomly selected an active overlay
network link and set its operational status to faulty, which
prompts Plato to evolve new target reconfigurations in re-
sponse to the changing underlying network. We repeated this
process every 2,500 generations, the equivalent of one full
iteration of Plato, for a maximum of ten consecutive link
failures.

Figure 16 plots the maximum fitness achieved by Plato as
it evolved overlay network designs. After the initial overlay
network design became disconnected as a result of a single
link failure, Plato automatically rescaled reconfiguration pri-
orities to emphasize data reliability, i.e., atcost = 1, Qpert = 2,
and o] = 2. This plot illustrates how Plato evolved target
reconfigurations that withstood various successive link fail-
ures (depicted by the valleys) without the overlay network
becoming disconnected. Specifically, on average, each gen-
erated target reconfiguration maintained a fitness value well
above —400, which was the numerical penalty assigned to
disconnected overlay networks. Also note that during each
successive reconfiguration, the first few target reconfigura-
tions generated by Plato were progressively lower in fitness,
suggesting that as more links failed in the overlay network, it
became more difficult for Plato to find promising areas in the
solution space to explore further. Nonetheless, Plato evolved
suitable target reconfigurations of the same overall fitness
value in response to successive link failures. Moreover, Plato
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Fig. 17 Number of active links in overlay network throughout multi-
ple reconfigurations

was able to consistently evolve viable target reconfigura-
tions within 500 generations (approximately 30 seconds on
a MacBook Pro).

The plot in Fig. 17 shows the average number of active
links in the initial and reconfigured overlay network designs.
In the initial overlay network design, Plato reduced the num-
ber of active links to form a spanning tree and minimize
operational costs. In contrast, throughout each reconfigura-
tion iteration, Plato increased the number of redundant ac-
tive links to maximize data reliability while still attempt-
ing to minimize operational costs. As this plot illustrates,
after each successive link failure, Plato generated target re-
configurations where overlay networks comprised approx-
imately 30 active links. This plot also provides insight as
to how Plato evolved suitable target reconfigurations that
balanced maximizing data reliability and minimizing opera-
tional costs. Specifically, Plato activated many overlay net-
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Fig. 18 Potential average data loss across overlay network throughout
multiple reconfigurations

work links during the first few iterations of the genetic algo-
rithm. Eventually, Plato pruned back the size of the overlay
network by deactivating most redundant links in order to re-
duce operational costs. Do note that while some redundant
links in the overlay network do increase operational costs,
they also improve the robustness of the overlay network de-
sign against potential future link failures.

Finally, Fig. 18 plots the average potential data loss for
a remote data mirror in the initial and reconfigured over-
lay network designs. The average potential data loss mea-
sures the amount of data, in gigabytes, that may be lost at
a remote data mirror as a result of some type of failure. As
this plot illustrates, after the initial overlay network design
became disconnected, Plato rapidly evolved target recon-
figurations where most propagation methods in the overlay
network were set to either synchronous mode or asynchro-
nous mode with a 1 or 5 minute time bound. These partic-
ular data propagation settings reduced the average potential
data loss across the network by providing a higher level of
data protection at the expense of degraded network perfor-
mance.

4.5 Reconfiguration against complete network failure

We also conducted this experiment to assess the operational
limits of applying Plato to dynamically reconfigure an over-
lay network in real-time in response to a degenerate num-
ber of link failures. Specifically, while the previous exper-
iment assessed whether Plato could evolve suitable target
reconfigurations in response to a scenario involving various
link failures, this experiment seeks to assess whether Plato
can evolve target reconfigurations in response to a continu-
ously degrading network environment. As in previous exper-
iments, we first ran Plato to produce an initial overlay net-
work design. In particular, the objective of the initial over-
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Fig. 19 Maximum fitness of overlay networks achieved throughout
multiple reconfigurations until complete network failure

lay network design was to maximize data reliability while
balancing performance and operational costs, i.e., dcost = 1,
Aperf = 1, and aye] = 3. Next, we randomly selected 5 over-
lay network links and set their operational status to faulty.
Plato was restarted each time a network link failed in or-
der to generate target reconfigurations that addressed spe-
cific changes in the environment. We repeated this process
every 2,500 generations, which is the equivalent to one full
iteration of Plato, for a total of 60 iterations such that by the
end of the experiment all links in the overlay network were
set to a faulty status.

Figure 19 plots the maximum fitness achieved by Plato
as it evolved target reconfigurations in response to repeated
link failures. This plot illustrates the resilience of evolved
Plato reconfigurations even as the entire overlay network
suffered major failures. For example, this plot shows how
Plato was able to rapidly evolve suitable target reconfigura-
tions (approximately within 30 seconds) of each link failure
throughout this degenerate scenario. In addition, notice how
the maximum fitness value of the generated target overlay
networks remains relatively stable at around a fitness value
of 400 for the majority of the experiment. This slow de-
cay in fitness values implies that Plato was able to generate
solutions at a consistent level of quality even though net-
work conditions were severely deteriorating. A sharp decay
in fitness values is evident after 80% of the overlay network
links have failed, which occurs after approximately 125,000
generations. Shortly after 90% of links have failed, fitness
values plummet to a fitness value of —400 as there are not
enough non-faulty links available for Plato to maintain con-
nectivity across the set of remote data mirrors.

The plot in Fig. 20 shows the average number of active
links in the evolved target reconfigurations. In the initial
overlay network design, Plato reduced the number of ac-
tive links to create a spanning tree and minimize operational
costs. In contrast, as link failed, Plato increased the number
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Fig. 20 Average number of active links throughout multiple reconfig-
urations until complete network failure
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Fig. 21 Average potential data loss throughout multiple reconfigura-
tions until complete network failure

of redundant active links to maximize data reliability while
minimizing operational costs throughout each reconfigura-
tion iteration. As Fig. 20 illustrates, throughout the majority
of this experiment, Plato generated target reconfigurations
where overlay networks comprised approximately 30 active
links. Moreover, notice how the starting number of active
links in the target reconfigurations is progressively lower
during each successive reconfiguration iteration, most likely
because there are fewer non-faulty links available for Plato
to activate. This plot also highlights how Plato attempts to
re-establish connectivity across the network of remote data
mirrors after slightly more than 90% of the network links
have failed. Unfortunately, beyond this point, it is impossi-
ble for Plato, or any other system, to generate target recon-
figurations that satisfy the main functional requirement of
maintaining network connectivity.

Lastly, Fig. 21 plots the average potential data loss in
the initial and reconfigured overlay network designs until
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all links in the network fail. The average potential data loss
measures the amount of data, in gigabytes, that could be lost
as a result of some failure. This plot demonstrates that Plato
repeatedly minimizes the potential average data loss across
the network of remote data mirrors. In particular, Plato sig-
nificantly reduces the average potential data loss across the
network throughout the majority of the experiment. Note,
however, that the average potential data loss gradually in-
creases as the number of faulty links increases, resulting in
Plato having fewer usable links to select from when con-
structing a target overlay network. Eventually, the average
potential data loss reaches its maximum possible value when
Plato is unable to build an overlay network that maintains
connectivity within the set of remote data mirrors. At this
point data is no longer protected against failures.

5 Discussion

The experiments described above indicate that a system
such as Plato, which incorporates genetic algorithms into
decision-making processes of adaptive and autonomic sys-
tems, can be executed online to support dynamic reconfigu-
ration. In terms of execution time, Plato terminated always
within 3 minutes or less, and typically converged on a solu-
tion within one minute. Moreover, viable solutions were typ-
ically found approximately within 30 seconds, well within
the practical range for applications such as remote data mir-
roring. In terms of evaluations performed, Plato typically
required between 50,000 and 100,000 evaluations of can-
didate overlay network designs. Whereas other complemen-
tary approaches made use of simulators to assess the effects
of candidate reconfigurations [18, 25], Plato’s fitness func-
tions are computationally inexpensive calculations. As a re-
sult, Plato was able to perform many evaluations in a rea-
sonably short amount of time.

Plato provides several advantages over more traditional
approaches for decision-making in self-adaptive and auto-
nomic systems. Specifically, Plato does not require develop-
ers to explicitly encode prescriptive reconfigurations strate-
gies to address particular scenarios that may arise at run
time. Instead, Plato exploits user-defined fitness functions
to evolve target reconfigurations in response to changing en-
vironmental conditions. For instance, when an active link
in the overlay network failed in our reconfiguration experi-
ments, Plato did not explicitly encode how many links to ac-
tivate, which links to activate, nor which propagation meth-
ods to select. Instead, by specifying the general type of ac-
ceptable solutions, Plato automatically evolved target recon-
figurations that balanced these competing objectives at run
time. This approach enables Plato to handle a richer set
of reconfiguration scenarios than traditional prescriptive ap-
proaches.
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Genetic algorithms are susceptible to changes in their
configuration parameters and solution encodings. For in-
stance, we experimented with various mutation rates dur-
ing the design phase to determine which value worked best
when applying Plato to the domain of remote data mirror-
ing. Although Plato was able to evolve viable target recon-
figurations with modest changes in the mutation rate, higher
mutation rates typically caused Plato to require additional
computational time to converge upon particular solutions as
considerable variation was being introduced into the popu-
lation each generation. Similarly, the encoding used to rep-
resent adaptive systems is extremely important. While more
compact representations are possible for encoding a network
of remote data mirrors and the propagation methods of each
network link, tradeoffs must be made between reducing the
search space and altering the probability of different config-
urations emerging. For example, a more compact genome
representation in Plato might encode the operational status
and propagation method of each overlay network link as a
binary string 3 bits long, thus enumerating each of the pos-
sibilities from O (a link not used) to 7 (an active link with
asynchronous propagation with a 24 hour time bound). Even
though this encoding reduces the search space, the proba-
bility of deactivating a link now drops from % to %, possi-
bly affecting the quality of solutions evolved by Plato. As
a result, it is typically best to begin with default configura-
tions [10] and experiment how the evolutionary algorithm
behaves with different parameters.

One potential drawback of Plato is that genetic algo-
rithms are not guaranteed to find optimal, or even viable,
solutions [10]. Although this problem did not arise in any
of our experimental trials, it is possible for Plato to con-
verge on sub-optimal solutions that are not suitable for par-
ticular problems and domains. Genetic-algorithm based ap-
proaches tend to be most useful when solution landscapes
are vast, complex, and non-linear. As a result, Plato should
not be used in autonomic systems where optimal solutions
are required. Rather, Plato should be applied when accept-
able solutions are viable. Finally, it may be possible to in-
tegrate Plato with traditional decision-making approaches.
For instance, Plato could be leveraged in the background of
a traditional decision-making approach in case a reconfigu-
ration strategy is not available for current system conditions,
thereby serving as a backup.

6 Related work

This section reviews related work in utility-based decision-
making, remote mirroring, and the application of evolution-
ary computational techniques to the construction of dynamic
overlay networks.

Utility-based decision making. Walsh et al. [33] intro-
duced an architecture for incorporating utility functions as
part of the decision-making process of an autonomic sys-
tem. Utility functions were shown to be effective in handling
reconfiguration decisions against multiple objectives. In the
context of autonomic computing, utility functions map pos-
sible states of an entity into scalar values that quantify the
desirability of a configuration as determined by user pref-
erences. Given a utility function, the autonomic system de-
termines the most valuable system state and the means for
reaching it. In the approach proposed in [33], a utility cal-
culator repeatedly computes the value that would be ob-
tained from each possible configuration. Despite their ad-
vantages, utility functions may suffer from complexity is-
sues as multiple dimensions scale depending on the evalua-
tion method used. In contrast, although genetic algorithms
use fitness functions, which are akin to utility functions,
the process of natural selection efficiently guides the search
process through the solution space.

Automated design of remote mirrors. The design state
space of dependable data systems tends to be vast and com-
plex due to the numerous alternatives for each configuration
choice. Researchers have developed automated provision-
ing tools to alleviate the high complexity associated with
designing data reliability systems, such as remote mirrors
and tape backups [1, 15]. These automated tools rely on for-
mal optimization approaches, such as mathematical solvers,
and decomposition techniques to design restricted versions
of dependable data systems [16]. These approaches have
the advantage of producing optimal data dependability de-
signs based on user’s requirements. However, as the num-
ber of workloads and the complexity of the data storage
solution grows, these formal approaches tend to not scale
well [16]. Moreover, designs are produced according to ex-
pected usage rates and environmental conditions identified
at design time, which may change once the system is de-
ployed. For example, the methods described by Keeton et
al. [15] do not address dynamic reconfiguration of the sys-
tem when actual conditions differ from those assumed at de-
sign time.

Genetic algorithms for data replication. Loukopoulos
et al. [21] applied genetic algorithms to the problem of file
replication in data distribution. Specifically, some files are
replicated at multiple sites to reduce the delay experienced
by distributed system end-users. The decision as to which
files to replicate and where to replicate them is an NP-
complete constraint optimization problem [25]. Their initial
approach [21] leveraged a genetic algorithm to solve the file
replication problem when read and write demands remained
static. However, this approach was not applicable when read
and write demands continuously changed. Loukopoulos et
al. proposed a hybrid genetic algorithm that took as input
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a current copy distribution and produced a new file replica-
tion distribution using knowledge about the changing envi-
ronment. This hybrid genetic algorithm is not executed at
run time to dynamically solve the file replication problem,
but instead incorporates possible dynamic changes into the
initial design.

Genetic algorithms for dynamic networks. Genetic
algorithms also have been used to design overlay multicast
networks for data distribution [6, 22, 32, 34]. These overlay
networks must balance the competing goals of diffusing data
across the network as efficiently as possible while minimiz-
ing expenses. A common approach for integrating various
objectives in a genetic algorithm is to use a cost function
that linearly combines several objectives as a weighted sum
[6, 21, 25]. Although most of these approaches [22, 32, 34]
achieved rapid convergence rates while producing overlay
networks that satisfied the given constraints, to our knowl-
edge, the methods were not applied at run time to address
dynamic changes in the network’s environment.

Similarly, Cox et al. [12] applied genetic algorithms to
design cost-effective backhaul networks for personal com-
munications services (PCS) traffic. The design of these types
of networks is typically complicated by the competing ob-
jectives of minimizing operational costs, ensuring network
link capacity constraints are satisfied, and ensuring the op-
timal type of link is selected when connecting nodes and
hubs. In their approach, Cox et al. represented information
about hub locations and their interconnections as a two-part
chromosome in a GA. Each part of the chromosome is then
evolved in parallel through the processes of crossover and
mutation. Although the GA representation and implementa-
tion by Cox et al. [12] differs from the one used by Plato,
their genetic algorithm was able to produce high quality so-
lutions within 30 to 35 seconds. While Cox et al. did not
leverage run-time system information with their GA to dy-
namically reconfigure networks, their results indirectly reaf-
firm our conclusions that genetic algorithms can be applied
in real-time to generate viable designs.

Genetic algorithms for reconfiguration. Montana et
al. [25] developed a genetic algorithm to reconfigure the
topology and link capacities of an operational network in
response to its operating conditions. Their experimental re-
sults confirm that for small networks, comprising fewer than
20 nodes and 5 channels, the optimization algorithm would
support online adaptation. However, due to computational
expenses, online adaptation was not supported for larger
networks. Specifically, in their approach [25], Montana et
al. made repeated use of a network simulator, ns/2 [23],
to evaluate each individual by accurately modeling the ef-
fects of topology reconfigurations at run time. Plato, on the
other hand, makes use of computationally inexpensive fit-
ness functions to significantly reduce the time required for
convergence. Furthermore, in contrast with Plato, the ap-
proach by Montana et al. [25] did not rescale the relative
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importance of fitness functions to design different types of
networks in response to changing system and environmen-
tal conditions. Nonetheless, given the recent advances in
computing technology, it would be worthwhile to determine
whether their approach would now support the online adap-
tation of larger networks.

7 Conclusion

Having examined the evolution of target system reconfig-
urations by Plato, we make several observations. First, it
is possible to integrate genetic algorithms with decision-
making processes of autonomic systems to dynamically
evolve reconfigurations that balance competing objectives
at run time. Second, decision-making processes that lever-
age genetic algorithms do not require prescriptive rules to
address particular scenarios warranting reconfiguration. In-
stead, an evolutionary computation-based approach such as
Plato is able to evolve target reconfigurations to address
situations that were not anticipated at design time, by in-
corporating system and environmental monitoring informa-
tion with a genetic algorithm. Third, we were able to show
how Plato is resilient in evolving suitable target reconfigu-
rations against severely deteriorating environmental condi-
tions. Lastly, different types of target system reconfigura-
tions can be evolved in response to changing requirements
and environmental conditions by rescaling individual fitness
functions.

Future directions for this work include applying Plato
to other industrial-scale problems and evaluating its over-
all performance. Furthermore, we are interested in explor-
ing how the quality of solutions produced by Plato compare
with those generated by other traditional decision-making
approaches. Lastly, we are also interested in exploring how
to leverage software engineering techniques, such as formal
verification and aspect-orientation, to ensure target reconfig-
urations satisfy system invariants and local properties [38].
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