
Advanced Software Engineering 

CSE870, Spring 2015 

 
MiniProject, Part I                                                       Due: April 14, 2015 

The first part of the miniproject will be to research the state of the art for 
cybersecurity for automotive systems. In particular, the focus should be on 
cybersecurity for V2V (vehicle to vehicle) and V2I (vehicle to infrastructure) 
communication.  

The assignment is to perform a literature survey on the following topics: 

1. Research 3-5 types of security concerns. What kind of security concerns might 
affect V2V and V2I communication? If you have a compelling case to make 
regarding a security breach that is generally applicable to onboard embedded systems 
but it has not explicitly occurred to an automotive system, then explain convincingly 
why the automotive systems are vulnerable to such a security threat. Explain how and 
why the security breach is possible? In each case, what is the asset to be protected, the 
threat, and the risk of the security breach. Those who identify 5 security concerns are 
eligible for full credit on the assignment.  

2. Security Detection and Mitigation. For each of the above types of security threats, 
describe the state of the art in terms of how the threat is detected and mitigated.  

3. Concrete Examples. For each type of security threat, give concrete examples from 
the literature or provide realistic scenarios based on the literature.  

4. Security and PBAS.  Describe what kind of security concerns potentially affect the 
PBAS system.  Give at least 2 security concerns. Additional security concerns will be 
eligible for extra credit.  

o As in (1), give the asset, threat, and risk.  
o Propose an approach to detect and mitigate the respective security threats. 

Be detailed in your proposed approaches. Give concrete scenarios for 
when the threat occurs, including environmental conditions, system state, 
etc. Describe in detail the specific threat. Then give sufficient details about 
the detection and mitigation strategies that such an approach can be 
modeled in UML and goal models. (No modeling is required for this 
assignment.) 

 

 

 



 

Assignment Deliverables 

The deliverables for this assignment include the following: 

1. Technical Report for Items 1-4 with complete citations and references included. 
The report should be self-contained, explaining the objective of the report and the 
major findings. Submit hardcopy in class on due date.  

2. A Bibtex database of all citations used in the paper. Upload the file to the 
Dropbox that will be provided by the Instructor.  

 

 

Selected References: 

Note: If you are using a source for information, and it is not a commonly known source 
of news and information, then find another source to corroborate the information.  

 BMWs are hacked.  (Example of having 2 sources for a given story, since the first 
source was a blog, but the second source is more reputable and corroborates the 
blogged story.) 

http://www.autoblog.com/2015/02/06/bmw-hack-cyber-security-warning-feature-
video/ 

http://www.businessinsider.com/bmw-and-rolls-royce-cars-hacked-2015-2 

 Embedded Security in Cars Conference 

https://www.escar.info/index.php?id=380 

 Automotive Cybersecurity Summit (links to numerous resources, including 
documents and other sources) 

http://www.automotivecybersecurity.com/ 

 Auto Alliance : “The Alliance represents 12 automakers including BMW Group, Chrysler 
Group LLC, Ford Motor Company, General Motors, Jaguar Land Rover, Mazda, Mercedes-
Benz USA, Mitsubishi Motors, Porsche, Toyota, Volkswagen and Volvo”. 

http://www.autoalliance.org/auto-innovation/cyber-security 

 Better Antitheft Technology, but Smarter Car Thieves 



http://www.nytimes.com/2010/07/11/automobiles/11THEFT.html?_r=0 

BibTex Resources: 

 General Information about Bibtex with pointers to additional resources. 

http://www.bibtex.org/ 

 Web-based interface for entering information for citations. And then you can export it 
to a text file to save the bibtex entries.  

http://truben.no/latex/bibtex/ 

 Specific instructions for how to create a Bibtex entry for websites. Please note that if 
you find an article from a newspaper, use the article citation. If you find a paper from 
a conference proceedings, use inproceedings; book chapter use incollection 
 
http://www.latex-community.org/forum/viewtopic.php?f=50&t=3422 
 

 

 

 


