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What's so Important about 
Network Protocols?

● Backbone of Networking
● Many Implementations
● SSL

– https://msu.edu\0.evil.com = https://msu.edu

● Security and Stability are always important

https://msu.edu/
https://msu.edu/


  

What is a Network Protocol?

● Rules for Communication
– Setup/Teardown

– Data Transfer

– Control

● Examples
– SSH

– HTTP

– SSL

– TCP/IP



  

Where do Formal Methods Fit?

● Usually defined in Non-Machine readable 
language

● Fuzzy and incomplete specifications
● Finite State Machines

– States

– Transition events

– Reachability

● Protocol Fingerprinting
● Protocol Testing



  Network Protocol System 
Fingerprinting – A Formal Approach



  

Protocol Fingerprinting

● Distinguish between implementations
● Implementations often tied to platform
● Platform identification gives vulnerability list
● Compare FSMs

– Find differences and specifically test those



  

Protocol Testing

● Fuzz Testing
– Random/Unexpected Inputs

– Hard when no information on protocol

● Create an FSM!
– Shows expected input

– Shows state transitions



  

Experimental Results

● MSN Instant Messenger
– Reverse Engineered Protocol

● Pidgin
– 61 Errors

– Removing login from packets

● AMSN
– 89 Errors

– Skipped sending the contact list



  

Conclusions and Future Work

● FSM are good for modeling protocols
– Specific and unambiguous

– Can be machine readable

– Easier implementation testing

● Create tools for modeling?
● Formally specify protocols?
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