Methods of Assessing Model
Behavior

o Testing

= “spot checks” aspects of real system
Simulation

= “spot checks” aspects of abstract (model) system
« Deductive verification

= Uses axioms and proofs on a mathematical model of
system

« Model checking
= Exhaustively checks states of a finite state model
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Testing

« Requires the real system

= Remember the “cost to repair” during testing?
« Can't test all possibilities
« Primarily an experimental approach

« For embedded systems, the same test may yield
varying results depending on timing.
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Simulation

« Tests a model of the real system
= Cheaper than testing
« Many details can be abstracted away
= Lets us concentrate of the important aspects
= Can simulate long before we can test with code
« Works fairly well, cost is medium
« For embedded systems, often the only way for
“real” execution prior to having the hardware
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% Deductive Verification

« Extremely powerful
Extremely hard

One proof can cover very large range of
behaviors

Usually requires automated theorem prover
= These are hard to use

= Require lots of experience

= Remember loop check? That was easy.

= May Not produce an answer (undecidable)

13c-ModelChecking 4

Model Checking

Exhaustively checks all states of a finite state
machine.

¢ Can be automated

« Always terminates with a yes/no answer

« Often provides counter-example of bad behavior
« Requires a model. Doesn’t work well on real code.
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Unfolding a State Machine

This is what we can do

with a state machine |:> /A\
A

A

Example path: A,B,AB,C,C.C,.....

This is an infinite tree
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What is Model Checking?

Really, a Kripke Structure

is used for model checking.
|::> A Kripke Structure is a graph
of states with transitions where

each state is labeled with
properties true in that state.

Passes, or we get
counter-example
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What Can Model Checking Do?

Determine if something always happens

= Or, eventually fails to happen

Determine if something eventually happens

= Or, it never happens

Determine if a state can be reached at all

« Determine if a series of states form an infinite loop
« Sometimes, run the model in simulation

13c-ModelChecking

How Can These Be Used?

Specifying Important Properties
« Safety properties:
= Nothing “bad” ever happens

= Formalized using state invariants
0 execution never reaches a “bad” state

« Liveness properties:
= Something “good” eventually happens
= Formalized using temporal logic

o special logic for describing sequences
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The Model Checker “SPIN”

Steps to follow to perform Model Check

« Code the model in the language Promela
« Run model through SPIN and produce C code
= Produces “model” to execute
« Specify properties
= “never cases”
= reachability
= presence of loops
« Execute Model

13c-ModelChecking 10

Promela - Procedure

Declares a procedure

acti ve proctyp e foo ()

ES

i
X
y

xy.z;, ~«—————Declares variables
1

2; } +———— Variable assignment
X+y;

z f
printf  (“the value of z is%d\ n” z);

More or less standard “C” syntax

13c-ModelChecking

Promela - Guards

(sta te==idle ) ;state = go;
These are equivalent (sta te==idle ) ->stat e =go;

/ ) This is Syntactic “sugar”
Guard blocks until it can execute. for reading convenience

Any statement can be a guard

Guards are used extensively in Promela.
By convention, the first statement is called a “guard”, but
a sequence can be a guard too...

stat e ==idle ->ready ->count > 16->st ate=go;
tests conditions sequentially —————=
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Promela - IF vs DO

nc ondl->st ntl; ondl->st ntl;
c ond2->st nt2; ond2->st  nt2;
zc ond3->st  n3; e oond3->st  m3;
od fi

;

Waits until one of the guards is true,
then executes the statement and
Continually loops executing  continues. If none true, i f- fi hangs.
the statement with true
guard. If none true, waits
until one is true.
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Breaking loops and
non-determinisim

1S p
valu e ofxis 0
- Notice non-deterministic execution ~valu e ofxis 1
init valu e ofxis 2
{ valu e ofxis 3
in tx=0; valu e ofxis 4
valu e ofxis 5
do valu e ofxis 4
© oprintf ("v alueofx is %d\n" , X)->x+ 4 valu e of xis 5
© printf ("v alueofx is %d\n" , X)->x- -} valu e of xis 4
i1 x ==0-> break; valu e ofxis 5
od ; valu e ofxis 4
pr intf ("done \n"); valu e ofxis 3
} valu e ofxis 2
valu e ofxis 1
valu e ofxis 2
br eak gets out of loop. valu e ofxis 1
done

1pr ocessescr eated

13c-ModelChecking c\s pin> 14

Sending Messages

Declare a channel - chan <chan name> = [<size>] of {message type};

Send a message m=====0> chanlvalue;
Receive a message m======p>  chan?value;

<size> is length of queue. 0 means no queue;
processes must “sync up” on the send/receive pair.
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Message Example

mtype { hell o,go odbye};

chanev ent = [0]of { mype }; Produces ic:\s)m>smN3491s.pr
i procor ing for hello
active proc type one() " proctwo sending hello
{ proc two now looking for goodbye
print f("p roco newai ting for hell on’) ; : proc two got goodbye
event ?hel | o-> even t!goo dbye; i procone got hello and sent goodbye
print f('p roco negot hel loandse ntgo odbye\n") i | processescreated

. | c\spin>
active proc type two() i

print f("p roct wose ndinghel o\n" );
event !hel | o;

print f('p roct wono wloo kingfor  goodbyeln” );
event 2goodbye ->pr intf ("proc twogot goodbyeln *);

one Q
hello

goodbye
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Hangar Motor Controller

« Motor runs a large bi-fold aircraft door
« “up”/ “down” starts motor, if not at up/down limit
« Error if not up to speed in 5 sec
= Don't allow restart for 10 secs if error
« When a limit is reached, turn off the motor
« “stop” must stop motor immediately
= “stop” doesn’t supercede reset after error

-
]
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Hangar Motor Controller

)

Hangar Motor
Controller
Model

stoptart coll oft; rum coll oft

Run motor
Strt | timeont

dostartcolion
lxpzad

dorrm collon

13c-ModelChecking




Hangar Door Model (1st 1/2)

active proctype main() . . Hongar Motor Contraller
. ‘do” to keep the machine running
state
do
o (state

sidle) -> printf(‘in state idle\n");
i

button?down-> tvdownlimit ->
printi(*selecting down\n’);
start;
button?up > vuplimit >
printf("selecting up\n");
state = sstart;

opstortcollof; ron ot ot

fi
start) -> printi(‘in state startin®);
printi("start coil on\n);
it

button?stop -> =
printf(*start coil off; run coil offy
state = sidle;

eventzvuplimit -> stats

w020 (o

run;
event?  motortimeout  ->state=  sfail
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Hangar Door Model (2nd 1/2)

sun )-> printf  ('in state unin'); Hongar Motor Contrcler

: button?stop ->

printf ("start coil off; run coil offin’);
state = sidle;
event?  uplimit ->state=  shold a
event? downlimit ->state=  shold ;
i;
: (state == sfail )-> prntt  (instate  sfail \n);
if
- event?ten_sec_timeout -> state = shold

shold )-> printf  (‘in state hold\n’); copsrt ot rm ot
button?stop -> state = sidle;

13c-ModelChecking 20

1+ States */
miype {sidle,  sstart , srun , sfail , shold }
I* events */
mtype { uplimit , downlimit , motortimeout , ten_sec_timeout, speed};
/* button events */
miype {up.down,stop};
miype state;
chan event = [0] of { mitype };

han button = [0] of 3 H i
chan buton = 0] of miype k Simulates the environment
bit vuplimit
bit  vdownlimit
init

buttonlup;

printf  (“sent up button\n’);

event! motortimeout

printf (“sent motor timeoutin’

eventiten_sec_timeout;

printf "sent ten sec timeoutin’);

button!stop;

printf "sent button stop\n’);
} 21
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active proctype  main() :\spin>SPIN349.EXE door.pr
instateidie
{ selecting up
state = sidle; sent up button
do in state start
1 (state == sidle) -> printf  (in state idle\n’); start coil on
i sent event speed
button?down-> ! vdownlimit instate run
printf sent uplimit
state = sstart instate hold
button?up -> | vuplimit > timeout
printf ("selecting up\n"); #processes 2
state = sstart state = shold
fi; vuplimit=1
i (state == sstart )-> printf  ('in state startin"); vdownlimit =0
printf  (“start coil on\n"); 29: proc 1 (main) line 81 "door.pr" (state 49)
i 29: proc 0 (init:) line 25 "door.pr" (state 8) <valid endstate>
button?stop -> 2 processes created
printf ("start coil off; run coil off\n");
state = sidle; c\spin>
event?  wuplimit ->state=  shold
:event?  downlimit ->state = shold ;
event?speed -> state = srun
event? motortimeout  -> state = sfail
13c-ModelChecking 22

Output From Model (2)

| tae==  sun )> pind  Cnsaewony,
it C\spin>SPIN349.EX E door.pr
button?stop -> instateidle
printf ("start coil off; run coil offin"); sslecting up
state = sidle; sent up button
event?  uplimit ->state = shold instate start
sevent?  downlimit  -> state shold start coil on
sent event speed
sfail )-> printf  (instate  sfail \n"); instate run
sent uplimit
event?ten_sec_timeout -> state = shold ; in state hold
3 timeout
= (state == shold )-> printf  (in state hold\n"); #processes 2
button?stop -> state = sidle; state = shold
od ; vuplimit =1
vdownlimit =0

29: proc 1 (main) line 81 "door pr” (state 49)
29: proc 0 (init) line 25" door.pr" (State 8) <valid endstate>
2 processes create

Line 81

clspin>

Line 25
23

How to Make a Model From a
State Machine

Choice 1:
Use DO and state variable ﬂ _‘?" (st

od;

Choice 2:
Use got o, labels performs transition
st atel:
eve nt? fo o -> goto stat e2;
st ate2:
eve nt?ba r-> goto state 1
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Transitions

Within a state, channels are not quite right, but can be useful.
But, we need “choice” construct for multiple transitions:

st ate:
i f _ Picks up choices, and waits
event? one- > . until one is ready
event? two- > ..
(foo ==bar) >
foi
st ate:
eve nt?o0 ne-> ... This is wrong! Sequentially waits
eve nt?t wo -> ... for each condition

( fo o == bar) ->

13c-ModelChecking 25

Example State Machine

miype ={ pwr_on, pwr _off, fan_on, fan_off};

chan event = [0] of { miype J;
init

event! pwr_on;
eventifan_on;

event!  pwr _off

}

active proctype  fan_controller()
{

off:

printf (' state offin);
event?  pwr_on-> goto power;

power:

printf ('in state powerin);
if
+ event2fan_on - goto fanon;
: event? pwr_off > goto  off;
i

fanon:
printf (' state fanonn);
if
 event2fan_off -> goto power;
= event? pwr_off-> goto off;

fi;
)

How to Make a Composite
State

Could “flatten” state machine

= But this is not aesthetically pleasing

« Would like encapsulation

= proctypes are only construct available

proctypes are concurrent. How to sync?

« Need to handle transitions to more complex than
simple return

= Composite states can transition anywhere
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Simulating a “call”

chan wait = [5] of { int_, mype ; «——— notice compound message
chan event = [5] of { mtype };
mtype = {ok, state2};
(acwe proctype  one) +——————— one calls and waits for two
int pid
mtype  ns; . .
/Here is the wait, and return of next state.
Dair e Cid y s eval turns variable into constant.
printf (“two has returned\n");
event?ok -> printf ("got queued event 1\n");
event?ok -> printf ("got queued event 2\n");
if :: ns == state2 -> printf  ("next state is state2\n") fi;

}

proctype  two()
{

int

printf

eventiok;
eventiok;

printf

wait_  pid state2;

Here is “return”, or state exit.

(nowin proc twol: Passes “next state”

('two sent two eventsin®);
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Example Execution

chan wait = [5] of { int_, mtype J;
chan event = [5] of { mtype };
mtype = {ok, state2};

active

{
int pid H

miype  ns;
pid = runtwo();
wait??  eval (pid )ns;
printf  (wo has returned\n’);
event?ok-> printf  (‘got queued event 1\n");
event?ok-> printf  (‘got queued event 2\n");
if :ns == state2 -> printf ("next state s state2\n’) f;
}
proctype  two()
{
int iy
printf  (‘now in proc twoln");
eventlok;
eventlok;
printf  ("two sent two events\n’);
wait_ pid state2;

13c-ModelChecking

How to Make a Class

Same problems as composite state
= Must have encapsulation
o Implies proctype again
Need concurrency between classes
= proctype works for this
All instance variables visible to this state machine
= |f composite states in class, need to share between
proctypes
Can use a structure for instance variables

13c-ModelChecking 30
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Representing Class Structure

Use a proc t ype for the class.

) type Fi
The Promela code will represent ?mc yee Foo 0
the top level behavior. (code for top level)

}

Put instance variables in
aglobal t ypedef so
they can be accessed by
each composite state.

13c-ModelChecking 31

Class Instance Variables

ty pedef  Foo_T{
Foo

. intx;
For this class, int y;
instance variables ) bools w.

xint are declared like this
yint -- and made public
sw bool

Foo_T Foo_V,
Instantiated like this—

Used like this > Foo_V. sw>Foo_V.x = Foo V.y + 1;

Instance variables have to be access ible across proct ype
boundaries posite states) each i

state can access each instance variable.
Declare the instance variables at the top of the Promela source file.

13c-ModelChecking

Verification With SPIN

o Assert
« State Reachability
« Never claims

= Liveness
= Safety

13c-ModelChecking 33
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How to Make a Verifier

By Hand (Unix)

spin -a model.pr <:| Produce the C code for the model.
‘pan.c’ is always the output file (along

with several other ‘pan’ files)

Compile the code.
gcc -DNOREDUCE pan.c pan <:| NOREDUCE avoids possible
verifier problems.

Run the verifier program.
pan-a <:| Various options can be
passed to the verifier.
13c-ModelChecking >

Assertions

—
do Asserting that neither
: (state == sidle) -> printf  (in state idle\n); i .
endo: limit swtch is set when
if « ,, P
button?down-> | vdownlimit > Start” state IS entered
printf  ("selecting down\n"); (actually, one switch or
bution? state= Ss‘a'llmv R the other would be on.
"p,m,, P>t (‘-sdecﬁg ‘up'\n‘.)‘ This is an artifact of the
state = sstart model.)

fi;
 (state == sstart )-> printf  ('in state startin’);
start coil onln”);

=+ - Assertion applies
vuplimit ~ &&! vdownlimit );

it ) only at this point
button?stop ->
printf ("start coil off; run coil offin");
state = sidle; i it
event?  uplimit ->state=  shold Any logical condition
event?  downlimit ->state=  shold ; can be asserted
event?speed -> state = :
event?  motortimeout ->state=  sfail

fi;
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Assertion Trace Output

(Spin Version 3.4.10 -- 30 October 2001)

Full statespace  search for:
never-claim - (none specified)
assertion violations +
acceptance cycles
invalid  endstates +

- (not selected)

State-vector 28 byte, depth reached 34, errors: 0

46 states, stored

15 states, matched

61 transitions (= stored+matched)

0 atomic steps i
hash conflicts: 0 (resolved) No comment, so assertion
(max size 2718 states) succeeded.

1.493 memory usage ( Mbyte )

13c-ModelChecking 36
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do
: (state == sidle) -> printf  (in state idle\n’);
ndo:
it
button?down-> | vdownlimit >
printf  ("selecting downin®);
state = sstart
button?up > | vuplimit >
printf ("selecting up\n");
state = sstart
: (state sstat )-> printf  (‘in state startin’);
printf art coil onln’);
”* ASSERT

assert( vuplimit  &&! vdownlimit
it

button?stop ->

printf(‘start coil off; run coil offin’);

state = sidle;

event?  uplimit ->state=  shold
event?  downlimit ->state=  shold ;

event?speed -> state = sun
event?  motortimeout  ->state=  sfail

13c-ModelChecking

Assertion Failure

Remove ‘' to make
the assertion fail.

37

vdownlimit

pan: assertion violated ( yuplimit &
11)

pan: wrote door.pr.trail
(Spin Version 3.4.10 -- 30 October 2001)
Warning: Search not completed

Full statespace  search for

13c-ModelChecking

Assertion Trace Output

never-claim - (none specified)
assertion violations +

acceptance  cycles - (not selected)
invalid  endstates +

This is where the trace file is saved.

SPIN tells us the assertion
has failed, but we don't

know where from this
message.

38

9 roc 1 (main) line 62 “door.pr” (state 14)
[(state==  sstart
in state start
: proc 1 (main) line 62 “door.pr” (state 15)
state start\n)]
start coil on
10: roc 1 (main) line 63 "door.pr” (state 16)
[printf ~ (start coil onlin)]
spin: line 65 "door-pc’, Error: assertion violated
spin: text of failed asser
11 proc 1 (main) line
[assert((  vuplimit  &&!( vdownlimit
spin: trail ends after 11 steps
#iprocesses: 2

or pr' (State.17)

state =  sstart
vuplimit =
vdownlimit
11 proc 1 (main) line 66 “door.pr" (state 29)
: roc 0( init :)line 19 "door.pr" (state 2)
2 processes created

13c-ModelChecking

Assertion Trace

vuplimit  &&1( vdownlimit

[printf ~ (in

n

It does show us the
content of the failing assertion
and provides a source line number.

39

13



Reachability

unreached in proctype : ini

it
(Oof13states)  mmmm Everything in “init” was executed.

unreached in proctype  main
line 55, state 5, "(I(
line 56, state 6,
line 57, state 7,
line 66, state 18
line 67, state 19,
line 68, state 21, "state =
line 69, state 23, "state =
line 71, state 27, "state =
line 76, state 33
line 77, state 34,
line 79, state 38, "st
line 81, state 42, "
line 83, state 44, "state

ate =

vdownlimit )"

printf  (‘selecting down\n)"
sstart "

printf (start coil off; run coil offin)"

‘state = sidle"

shold "
shold
sfail "
printf (start coil off; run coil offin)"

shold *
printf  (instate  sfail )"
shold "

line 82, state 45, "eventten_sec_timeout"
line 88, state 54, ™end-"
(15 of 54 states)

These statements were not reached in this scenario

13c-ModelChecking 40
.
active proctype  main()
(
state = sidle;
1 do
(state == sidle) -> printf  (‘in state
if i
bution?down-> ! vdownlimit > Not rea_lche_d because this
printt _ (‘selecting downin’); scenario didn’t use the “down”
state = sstart
button?up > | vuplimit > button
printf  ("selecting up\n");
state = sstart |
fi;
o (state sstat )-> printf  (in state
startin");
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62 (state == B )-> printf  (in state start\n");
63 printf  ("start coil on\n");
i
12 button?stop ->
66 pri (“Start coil off; run coil offin");
67 state = sidle;
68 event? uplimit\ -> state = shold
69 event? downlimit\  -> state = shold
event?speed -> state stun
i event? motortimeout’ -> state = sfail
fi;
Nor was a “stop” button invoked.
42

13c-ModelChecking
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Reachability (cont

= (state == sun )-> printf  (‘in state runin’);

it
button?stop ->

7 printf ("start coil off; run coil offin®);

7 state = sidle;

78 event? uplimit ->state=  shold

79 event?  downlimit ->state=  shold ;
fi;

 (state == sfal )-> printf  (instate  sfail \nY);

it

event?ten_sec_timeout -> state = shold ;

: (state == shold )-> printf  (‘in state hold\n’);
button?stop -> state = sidle;
od ;
}
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LTL Properties

[1p means “always, p is true”
These act like “quantifiers”
<> p means “eventually, p is true”

Other operators are as in regular logic

Itis always the case that:
[1(stop -> <> idle_state) a stop button implies eventually
idle_state will be reached

13c-ModelChecking 44
Negating LTL Operators
Remember these? - ~OX=[hX
'[]1p means <>Ip
p ‘ends”
not this: }—p—. means {— —
I<>pmeans []!p
. p ‘
notthis: | means
p never shows up
45

13c-ModelChecking

15



Subtly of <> and []

[1 means “always, henceforth From Every State”

<> means “somewhere along the execution path”
and can be several times, or just once.
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The Controller Diagram

Hangar Motor Controller

—

L

T

stopitartcolloft;ran cofl ot

Ronmotor

Sart | timeont
aostartcotion
\\P&
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How to Drive the Model
Through All Scenarios

init

buttontup;
printf  (“sent up button\n®);

Nondeterminsitic choices,
so all are explored in
model checking

imeout->
if
I* start coil times oyt */
= eventimotor_timeout;
timeout ->
if
Sub-case: after timeout
I* stop button before 10 sec timeout */,
:: button!stop

J* timeout occurs as it shot
- eventiten_sec_tipxeout;
ieput>button!stop;

1* stop fton hit before speed */
=2 button!stop

13c-ModelChecking 48
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The Choices this “init”
Provides

Timeout
Stop

Stop 10_second_trimeout

13c-ModelChecking 49

Defining a Property with XSPIN

ot [l7--o ] toss.

operators: 0 | <> U] > an] or | nat formula goes here

[Property holds for: @ Al Executions (desired behavior) - No Executions (error behavior)

Notes:
" Use Load to open a file or a template ‘

7

Nover Gaim: Generate need to define simple
] /2 pormta 20 Typed: [10-509) variables here.
FEe o e
| RERERE W e Any Promela

expression is legal.

/never (/1L G=609) +/

Verification Resul: not valid Run Veri

2 Formula is not valid.
S e oy e e e e e i

Al e e e ?
A e e R s ) Why not?

Fepin Vorsion 3 4. 10"~ 30 gctaber 2001) How do we find out
e Why not?
ol | _Gear | Goso | save hs.,

Trace of Failing Check

spin: couldn't find claim (ignored)
2 proc 1 (main) line 58 *pan_in" (state 1)
proc 1 (main) line 60 *pan_in" (state 2)

-
in state idle
6 proc 1 (main) line 60 *pa
8 proc 0( init :)line 1

(state 3) [printf ~ (in state idleWn)]
tate -) [values: 1iup]

8 proc 0( init )line 18 "pan_in" (state 1) [buttontup]
sent up button
10: proc 0 init )line 19 "pan_in" (state 2) [printf  (‘sent up button\n)]
12: proc 1 (main) line 66 *pan_in" (state -) [values: 17up]
12: proc 1 (main) line 66 *pan_in" (state 8) [button?up]
proc 1 (main) line 66 *pan_in" (state 9) [0C vuplimit )]

selecting up
16:

proc 1 (main) line 67 pan_in" (state 10) [printf ~ (‘selecting up\n)]
18: proc 1 (main) line 68 *pan_in" (state 11) [state=  sstat ]

20: proc 1 (main) line 70 *pan_in" (state 14) [(state==  sstart )]
in state start

22: proc 1 (main) line 70 *pan_in" (state 15) [printf ~ (in state startiin)]
start coil on

22: proc 1 (main) line 71 *pan_in" (state 16) [ printf~ ('start coil onn)]
24 proc 0( init )line 21 "pan_in" (state 3) [(tmeout)]

13c-ModelChecking 51
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Trace of Failing Check (cont)

26: proc 0( init :)line 24 *pan_in" (state -) alues: 2!motor_timeout]
26: proc O( init :)line 24 "pan_in" (state 4) [eventimotor_timeout]
28 proc 1 (main) line 79 *pan_in" (state -) alues: 22motor_timeout]
28; proc 1 (main) line 79 *pan_in" (state 26) [event?motor_timeout]
30: proc 1 (main) line 79 “pan_in" (state 27) state = sfail ]

32 proc 1 (main) line 89 “pan_in" (state 41) (state==~ sfail )]
instate sfail

proc 1 (main) line 89 *pan_in" (state 42) [printf (instate  sfail W]
36 proc 0( init :)line 25"pan_in" (stae’s) [(timeout)]

38 proc O( init :)line 29 "pan_im [values: 1istop]

38 proc 0( init :)line 29 "pan_ip? [buttonistop]

sends a motor timeout
goes to state sfail

get a “stop” and can'’t procee
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The Path Choosen....

v
Stop

10_second_trimeout
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Why First Check Failed

Hangar Motor Contraller

ookt o

If we are here when “stop”
is pushed, we won't transition
to “idle”
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Modified Property

T ——— [

Operators: I | | U and| or | not

Change property to
exclude “sfail” state

Property holds for: & All Executions (desired behavior) _ No Executions (error hehavior)

Hotes:
" Use Load to open a file or a template. ‘

‘Symbal Definitions:

" #define p (button??[stop])

i b (ststaraidle) ) .
o Sl '\L‘Deﬂne a new variable:
Never Cim: cenere | Catches “sfail” state

T

+ Formula A Typed: (1 /\ 1> © @)

+ The Never Clatn Below Corresponds

- + To The Negated Formla 1([1(p A\ 1x=> > @)
1 (Fomatizing violations of che originel)

—...And this succeeds

Jnever (/LG Al o @)
Ao p)
Verification Result: valid Run Verifcation
Al 0. reduction to be valid the never clai aust be stutter-closed
= (Rever clains generated fron LIL formulas are stutcer-closed)
(Spin Vereion 3.4.10 = 30 Dctaber 2001)
“partial Order Redustion

/ Full statespace search for
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New Property: Checking
Safety

— Hangar Motor Controller

New Property:
uplimit switch should mean
“hold” state is entered

J— Same form as before:
[1 (uplimit -> <> state==hold)
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Safety Property - Fails

ot [ - ] toat. |

Operators: 1| | | > ama] or | vt

Property holds for: & Al Executions (desired behavior) _ No Executions (errar behavior)

Notes:
| Use Load to open a file or a tenplate ‘

7_

Symbal Definitions:
| sdefine q (st
| saeine £ (G
Fdatine x (

i #det (

Nover Gam: T

il /% ormuta s myped: (16 )
T e

CEER S o

i The Negated Formula !([](x -> <> y))

e e e )

Y

Jmever ( /* (k= & 3)
Verification Result: not valid Run Verification

 vacring. foc po. ceduction to be valid the never clain sust be stutter-closed
(never claims generated from LTL formulae are stutter-closed)
pan: acceptance cycle (at. depth 61)

ote pan_in trai
(Spin Version 3.4.10 - 30 Dotober 2001)
/ Varning: Seacch not completed
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spin: couldn't find claim (ignored)
2

proc

4 proc
in state idle
6 proc
8: proc

8 proc
sent up bution
10:

proc
12: proc
12: proc
14: proc

selecting up
16:

proc

18: proc
: proc

in state start

22: proc

start coil on

22: proc

2 proc

1 (main) line 58 *pan_in" (state 1)
1 (main) line 60 *pan_in" (state 2)

1 (main) line 60 *pan_in" (state 3)
o( init :)line in" (state -)
o( init 3)line

0( it :)line 19 “pan_in" (state 2)
1 (main) line (state -)
1 (main) line 66 (state 8)
1 (main) line 66 *pan_in" (state 9)

1 (main) line 67 “pan_in" (state 10)
1 (main) line 68 *pan_in" (state 11)
1 (main) line 70 *pan_in" (state 14)

1 (main) line 70 "pan_in" (state 15)

1 (main) line 71 "pan_in" (state 16)
0( init :)line 21 "pan_in" (state 3)

A Look atthe Trace

[state = sidle]
[(state==sidle))]

[printf ~ (in state idleWin)]
[values: 1up]
[buttontup]

[printf ~ (‘sent up button\n)]
[values: 12up]

[button?up]

[¢C vuplimit )]

[printf ~ (‘selecting up\n)]
[state =
[(stat

sstart )]
[printf  (in state startin)]

[printf ~('start coil on\in)]
[(tmeout)]

13c-ModelChecking 58
26. proc 0( init :)line 40 "pan_in" (state -) alues: 2!speed]
26: proc 0 init :)line 40 "pan_in" (state 13) [eventispeed]
28: proc 1 (main) line 78 “"pan_in" (state -) alues: 22speed]
28: proc 1 (main) line 78 "pan_in" (state 24) [event?speed]
30: proc 1 (main) line 78 "pan_in" (state 25) tate = srun |
proc 1 (main) line 81 "pan_in" (state 30) ((state: srun )]
in'state run
34; proc 1 (main) line 81 "pan_in" (state 31) printf  ('in state run\\n’)]
36: proc O( init :)line 41 “pan_in" (state 14) (timeout)]
38: proc O( init :)line 48 “pan_in" (state 16) vuplimit  =1] Here we are
39: proc O(: init :)line 49 "pan_in" (state -) uplimit’ inhold and
39; proc 0( init :)line 49 "pan_in" (state 17) uplimit ] uplimit=1.
41, proc 1 (main) line 86" uplimit ] /\whar's goin
it proc 1 (main) line 86 uplimit ] 57‘7 9
43; proc 1 (main) line 86 "pan_in" (state 36) hold | on here??
roc 1 (main) line 93 "pan_in" (state 47) shold )]
in state hold
proc 1 (main) line 93 "pan_in" (state 48) printf  ('in state hold\n’)]
49; proc 0( init :)line 51 pan_in" (state 21) (timeout)]
51; proc O( init :)line 51 "pan_i alues: 1lstop]
51; proc O( init :)line 51 "pan_in" button!stop]
53: proc 1 (main) line 94 “pan_in" (state -) alues: 12stop]
53: proc 1 (main) line 94 "pan_in" (state 49) button?stop]
55: proc 1 (main) line 94 "pan_in" (state 50) tate = sidle]
proc 1 (main) line 60 "pan_in" (state 2) 1
in state idle
roc 1 (main) line_60 "pan_in" (state 3) rintf (in state idle\\n’)
L % Vi A et 0 el 59
[] means “always, henceforth From Every State”
<>means “somewhere along the execution path”
and can be several times, or just once.
The problem is, once we are back in state “idle”, we'll send
no more signals, so “vuplimit” is true, but from “sidle”, we’ll
never enter “shold” again.
The property fails.
60
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A Technique to Get Around
Tricky LTL

= (state ==

od;

shold )-> printf  (‘in state hold\n’);

holdcount ++ |

button?stop -> state = sidle;

We can add counters

Now, we can test for this s and indicators to the model

l to pick up events

[I(uplimit => holdcount > 0)

13c-ModelChecking 61
Revised Property Test
T property to test

—————————newdefines

/ucceeds!!
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