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Abstract. In this paper, we introduce a technique for repairing bugs in
authentication protocols automatically. Although such bugs can be iden-
tified through sophisticated testing or verification methods, the state of
the art falls short in fixing bugs in security protocols in an automated
fashion. Our method takes as input a protocol and a logical property that
the protocol does not satisfy and generates as output another protocol
that satisfies the property. We require that the generated protocol must
refine the original protocol in cases where the bug is not observed; i.e.,
repairing a protocol should not change the existing healthy behavior of
the protocol. We use epistemic logic to specify and reason about authen-
tication properties in protocols. We demonstrate the application of our
method in repairing the 3-step Needham-Schroeder’s protocol. To our
knowledge, this is the first application of epistemic logic in automated
repair of security protocols.

1 Introduction

Automated model repair aims at eliminating the human factor in fixing bugs.
More specifically, model repair begins with a model M and properties Σ and
Π, such that M satisfies Σ but does not satisfy Π (e.g., identified by model
checking). The goal is to repair M automatically and obtain a model M ′, such
that M ′ satisfies both Σ and Π. In other words, model repair adds property Π
to the original model while preserving the existing property Σ.

In this paper, we focus on developing an automated technique that deals with
repairing authentication protocols. The problem of model repair in the context of
security protocols creates new challenges that are not present when repair is per-
formed to add safety, liveness or fault-tolerance properties. Specifically, the prob-
lem of adding other properties can be expressed in terms of states reached by the
program, e.g., safety can be expressed in terms of states (respectively, transitions
or computation prefixes) that should not be reached. On the contrary, a security
property requires analysis of the knowledge of different agents in different states.
Moreover, this knowledge depends upon inference rules (e.g., if an agent knows
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a message k(m) and it knows the key k, then it knows message m). Even when
one finds that a security violation has occurred based on the knowledge of agents,
fixing the protocol creates new challenges that are not present in adding normal
safety and liveness requirements. Specifically, if the state where a security property
is violated is reached due to an action of the adversary, it is not possible to remove
the corresponding adversary action. Moreover, even if that state was reached due
to a regular agent action, the way that the action can be changed depends upon
(1) the type of keys that can be used, (2) assumptions about initial distribution
of keys, (3) inference rules that identify the roles of keys, and so on.

Based on this discussion, repairing a security protocol involves three steps:
The first step involves identifying the state where the security violation occurs.
The second step involves identifying the step that could be altered to poten-
tially eliminate the security violation. This step is essential since all steps (e.g.,
actions taken by adversary) are not fixable. This step also involves identifying
the corresponding adversary-free states and identifying the knowledge-difference
between states reached in the presence of the adversary and states reached in the
absence of the adversary. Finally, the third step involves utilizing this knowledge-
difference to repair the protocol. This step depends upon the types of changes one
can do including the use of new nonces, existing or new keys, types of messages
that may be permitted, etc.

Our contribution in this paper is twofold. We introduce a novel epistemic [10]
algorithm that repairs a given authentication protocol, so that it satisfies the
authentication requirement in the presence of a newly identified threat. More-
over, the algorithm preserves the behavior of the protocol in the absence and
presence of already known attacks (i.e., the repair algorithm does not damage
the existing sound features of the protocol). Our approach for repairing security
protocol is as follows. We assume that the repeated application of inference rules
is terminating, as without this assumption, even the verification problem could
be undecidable. This can be achieved by bounding the structure of messages used
in the protocol (e.g., number of fields, depth of encryption, etc) and requiring
all legitimate participants to reject messages that violate this structure. Under
this assumption, our approach is sound and complete for the first step; i.e., if the
security property is violated, then it would be detected. For the second step, our
approach is sound and (intentionally) incomplete. Specifically, we identify poten-
tial steps where the security protocol can be repaired. However, to identify the
knowledge-difference, for the sake of efficiency, we only focus on atomic knowl-
edge propositions. This step can be made sound and complete at the increased
computational cost. Finally, the third step is a sound and incomplete heuristic,
as the choices made in the repairing the protocol (e.g., whether new nonces can
be used, what types of keys can be used, etc.) depend upon external factors such
as efficiency, user-preference that cannot be modeled during repair. However,
our algorithm still preserves soundness during this step, by ensuring that the
soundness only depends upon the inference rules rather than the heuristics used
in this step. We also demonstrate the application of our method in repairing the
bug the 3-step Needham-Schroeder public-key protocol.
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Organization. In Section 2, we present the preliminary concepts on epistemic
logic. Section 3 describes our high-level computation model. The formal state-
ment of knowledge-based repair problem is presented in Section 4. Section 5
describes our repair algorithm, while Section 6 presents the application of the
algorithm to repair the Needham-Schroeder’s protocol. Related work is discussed
in Section 7. We conclude in Section 8.

2 Preliminaries [10]

2.1 The Notion of Knowledge

Let Φ be a nonempty finite set of atomic propositions, typically labeled p, p′, q,
q′, . . . . Also, let 1, 2, . . . , n be the names of a nonempty finite set of agents. We
define the syntax and semantics of our epistemic language as follows.

Definition 1. Epistemic formulas are defined inductively as follows:

ϕ ::= true | p | ¬ϕ | ϕ1 ∧ ϕ2 | Kiϕ

where p ∈ Φ, i ∈ {1, . . . , n}, and Ki is the modal operator read as ‘agent i
knows’. ��

We formalize the semantics of our epistemic language in terms of Kripke struc-
tures. A Kripke structure M for n agents over atomic propositions Φ is a tuple
(S, π,K1, . . . ,Kn), where S is a nonempty set of states, π is an interpretation
which associates with each state in S a truth assignment to the atomic proposi-
tions in Φ (i.e., π(s) : Φ → {true, false} for each state s ∈ S), and Ki is a binary
equivalence relation on S, that is, a set of pairs of elements of S. Intuitively, we
think of Ki as a possibility relation; i.e., it defines what states agent i considers
possible at any given state. For example, Figure 1 [10] shows a Kripke structure
M = (S, π,K1,K2) over Φ = {p} with states S = {s, t, u}. Proposition p holds
in states s and u and it does not hold in state t. We now define the notion of
(M, s) |= ϕ, which is read as ‘(M, s) satisfies ϕ’.

Definition 2. Let M = (S, π,K1, . . . ,Kn) be a Kripke structure over atomic
propositions Φ, s ∈ S, and p ∈ Φ. Semantics of our logic is defined inductively
as follows:

(M, s) |= true
(M, s) |= p iff π(s)(p) = true
(M, s) |= ¬ϕ iff (M, s) �|= ϕ
(M, s) |= ϕ ∧ ψ iff (M, s) |= ϕ ∧ (M, s) |= ψ
(M, s) |= Kiϕ iff (M, t) |= ϕ for all t, such that

(s, t) ∈ Ki, where 1 ≤ i ≤ n.

In addition, M |= ϕ holds iff (M, s) |= ϕ holds for every state s ∈ S. ��

For example, for the Kripke structure in Figure 1, we have (M, s) |= K2p (i.e.,
in state s agent 2 knows p). Also, we have (M, s) |= ¬K2¬K1p.
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Fig. 1. A Kripke structure

2.2 Knowledge in Multi-agent Systems

In order to reason about the knowledge of agents, we leverage the notions of
local state and global state of agents. Let Li be a set of possible local states for
agent i, for i = 1, . . . , n. We take G = L1×· · ·×Ln to be the set of global states.
A run is a function from the nonnegative integers Z≥0 (called time) to G. Thus,
a run r is a sequence of global states in G. We refer to a pair (r,m) consisting of
a run r and time m as a point. Notice that each r(m) is of the form (s1, . . . , sn),
where si, 1 ≤ i ≤ n, is the local state of agent i. We say that two global states
s = (s1, . . . , sn) and s′ = (s′1, . . . , s

′
n) are indistinguishable to agent i, and write

s ∼i s
′, iff i has the same state in both s and s′, that is, if si = s′i. Likewise,

two points (r,m) and (r′,m′) are indistinguishable for agent i if r(m) ∼i r
′(m′)

(or, equivalently, if ri(m) = r′i(m
′)). Clearly, ∼i is an equivalence relation on

points.

Definition 3. A system R (with global states G) is a nonempty set of runs over
a set G of global states. ��

We say that (r,m) is a point in system R, if r ∈ R. In order to connect the
notion of systems to knowledge, we reason about atomic propositions in each
state of the system.

Definition 4. An interpreted system N is a pair (R, π), where R (with global
states G) is a system over global states G and π is a function from G to 2Φ. ��

To define knowledge in interpreted systems, we associate with an interpreted
system N = (R, π) a Kripke structure MN = (S, π,K1, . . . ,Kn) as follows:

– S consists of the points in N , and
– Ki is a relation in MN defined by ∼i.

Thus, we say that (N , r,m) |= ϕ exactly if (MN , s) |= ϕ, where s = (r,m). I.e.,

(N , r,m) |= p (for p ∈ Φ) iff π(r,m)(p) = true, and
(N , r,m) |= Kiϕ iff (N , r′,m′) |= ϕ for all (r′,m′) such that (r,m) ∼i (r

′,m′).

An interpreted system N satisfies an epistemic formula ϕ iff (N , r,m) |= ϕ,
for all points (r,m).
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Finally, we introduce the ‘always’ temporal operator �. Syntactically, if ϕ is
an epistemic formula (see Definition 1), then �ϕ is also an epistemic formula.
The semantics of the this operator is the following:

(N , r,m) |= �ϕ iff (N , r,m′) |= ϕ, for all m′ ≥ m.

3 High-Level System Representation

To concisely represent a system, we use guarded commands (also called actions).
Each action is of the form L :: g −→ st1; st2; . . . ; stk; , , where L is a label,
g is a guard, that is, a Boolean expression over a set of atomic propositions,
and st1, st2, . . . , stk are sequentially executed statements that prescribe how the
state of agents of a system change. Given a set of actions, one can trivially obtain
a system as defined in Definition 3 (i.e., a set of runs).

Since our focus in this paper is on message passing protocols, we utilize a
special send(message) statement for simplicity of presentation. A message is of
the form Sp.Rp.Sl.Rl.msg, where Sp is a physical sender (e.g., an IP address),
Rp is a physical receiver, Sl is a logical sender (e.g., host name), Rl is a logical
receiver, and msg is the message content. For example, Ip.Bp.A.B.“hello” means
that the message “hello” is intended to be sent by agent I to agent B. However,
I wants to impersonate A by choosing logical sender A.

We now describe the semantics of send. Let A, B, C, and D be agents of a
system with the following Boolean variables sentz(x.y.msg) and rcvdz(x.y.msg),
where x �= y, z, x, y ∈ {A,B,C,D}, and msg is the message content. Execution
of statement send(C.D.A.B.msg) affects the variables of agents as follows:

(1) This message is sent by physical sender C and it is sent to physical re-
ceiver D. However, it appears to have been sent from A to B. If D is not an
intruder, we expect that D = B. Otherwise, D will discard this invalid message.
However, if D is an intruder, it might accept this message since it is part of its
attack routine. (2) Actual sending and receiving of a message occurs simulta-
neously. (3) The value of an auxiliary variable rcvdfromD is set to the physical
address of the sender, that is, rcvdfromD = C. This variable is only used to
describe the protocol since we need an action of the form ‘reply to the (physical)
sender of this message’. We emphasize that this variable does not participate
in state evaluation of an agent. (4) The value of variables sentC(A.B.msg) and
rcvdD(A.B.msg) are set to true.

For example, consider the following actions:

LA :: true −→ send(Ap.Bp.A.B.“hello”);
LB :: rcvdB(A.B.“hello”) −→ send(Bp.rcvdfromB.B.A.“bon jour”);

Table 1 describes how the state of each agent develops in a run r.
Remark. Sending of a message send(Ap.Bp.A.B.msg) sets variables

sentA(A.B.msg) and rcvdB(A.B.msg) to true. It does not set sentB(A.B.msg)
to true. sentB(A.B.msg) is set to true only if B concludes (based on the authen-
tication protocol under consideration) that the message msg was indeed sent by
A. Note that B will not be reading sentA(x.y.msg). However, it could conclude
KBsentA(A.B.msg) based on the inference rules.
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Table 1. State and knowledge development of agents A and B

global state local state of agent A local state of agent B

r(0)

rcvdfromA = ⊥
∀x : sentx(. . . ) = false
∀x : rcvdx(. . . ) = false

rcvdfromB = ⊥
∀x : sentx(. . . ) = false
∀x : rcvdx(. . . ) = false

r(1) sentA(A.B.“hello”)
rcvdfromB = Ap

rcvdB(A.B.“hello”)

r(2)
rcvdfromA = Bp

rcvdA(B.A.“bon jour”)
sentB(B.A.“bon jour”)

4 The Model Repair Problem

In this section, we formally state the repair problem in the context of authen-
tication protocols. The intuitive description of the problem is the following. We
are given an interpreted system N that satisfies an epistemic (authentication)
property ϕ. However, if an intruder agent intr joins the system, the obtained
system (denoted N+intr) does not satisfy ϕ. The system N+intr is trivially ob-
tained by incorporating the local states of intr in calculating global states of
N+intr and extending runs of N by the intruder’s actions. Since the focus of
this paper is on authentication protocols, we first define authentication in terms
of epistemic formulas. Then, we discuss the problem statement for repairing a
given protocol.

4.1 Authentication

Intuitively, authentication refers to the ability to conclusively decide who the
sender of a given message is. This can be captured by the following epistemic
formulas for any message msg :

ϕ1 ≡�KA(sentA(B.A.msg) ⇒ sentB(B.A.msg)) (1)

ϕ2 ≡�KB(sentB(A.B.msg) ⇒ sentA(A.B.msg)) (2)

4.2 Formal Problem Statement

Following the intuitive description of the problem in the beginning of this sec-
tion, the repair problem is to obtain a system N ′, such that (1) N ′ behaves
similarly to N , and (2) N ′

+intr satisfies ϕ, the desired authentication property
such as that described by formulas ϕ1 and ϕ2. In order to capture the first condi-
tion, we define a state mapping function f from one Kripke structure to another.
In particular, let N and N ′ be two systems (in our context, the original and
repaired systems, respectively) over the set Φ of atomic propositions. Let MN =
(S, π,K1, . . . ,Kn) and MN ′ = (S′, π′,K′

1, . . . ,K′
n) be their corresponding Kripke
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structures, respectively. A state mapping function f : S′ → S is an onto function,
such that:

1. for all s′ ∈ S′ and p ∈ Φ, if π(f(s′))(p) = true, then π′(s′)(p) = true
2. for all s′, r′ ∈ S′, if (s′, r′) ∈ K′

i for some i, then (f(s′), f(r′)) ∈ Ki.

Definition 5. An interpreted system N ′ refines an interpreted system N iff
there exists a state mapping function f , such that, for each run r′ = r′(0)r′(1) . . .
in N ′, the run r = f(r′(0))f(r′(1)) . . . belongs to N . ��

Next, based on the above discussion, we define the problem of repairing a
given protocol as follows:

Problem 1 Given an interpreted system N , an intruder agent intr, and an
epistemic property ϕ, where N |= ϕ and N+intr �|= ϕ, the repair problem is
to obtain an interpreted system N ′ such that:

– (C1) N ′ refines N , and
– (C2) N ′

+intr |= ϕ.

Note that based on Constraint C1 and Definition 5, it follows that behaviors
of N ′ in the absence of intruder correspond to behaviors in N . Hence, if N does
not terminate (deadlock) in some state then N ′ cannot terminate in that state
either. N ′ may not have all behaviors that are included in N ; some behaviors
could be removed if it is impossible to provide authentication for them in the
presence of the intruder. It is straightforward to change the problem statement
(and our algorithm) to require all existing behaviors be preserved by requiring
the algorithm to declare failure if it is forced remove behaviors in N .

5 A Knowledge-Based Repair Algorithm

5.1 Auxiliary Agent

We introduce an auxiliary agent, GA for each agent A. Agent GA can view the
global communication and update the knowledge accordingly. To illustrate the
use of GA, consider the example, where A receives a plaintext message “hello”
fromB. Based on the discussion in Section 3, the proposition rcvdA(B.A.“hello”)
is true. However, since A is not sure about whether B really sent it,
sentA(B.A.“hello”) is still false. On the contrary, sentGA(B.A.“hello”) is true.
Except for this difference, agents A and GA are identical. Note that agent GA is
auxiliary and cannot be realized. It is only for analyzing the protocol to evaluate
how it can be repaired.

To illustrate the role of agent GA, consider the following scenarios where a
protocol action, say ac, is executed: (1) In the first scenario, ac is executed in
an intruder-free scenario in a state s0 and the resulting state is s1, and (2) In
another scenario, the action is executed in the presence of an intruder in state s2
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Algorithm 1. Epistemic Repair
Input: An interpreted system N , intruder agent intr, and epistemic formula �ϕ.
Output: An interpreted system N ′.

1: R := ReachableStates(N )
2: T := ReachableStates(N+intr)
3: while (T ∧ ¬ϕ �= false) do
4: Let 〈s1, s2, ..., sk〉 be a prefix of a run of N+intr, where sk ∈ T ∧ ¬ϕ
5: for all j = k to 1 do
6: if (j = 1) then
7: declare failure to repair N
8: end if
9: Let ac be the high-level action responsible for execution of (sj−1, sj)
10: if ac is an intruder action then
11: continue
12: end if
13: X = {s0 | (s0 ∈ R) ∧ (s0, s1) corresponds to the high level action ac}
14: if (∀s ∈ X : ∃Q : (N , s |= KGAQ ∧ N+intr , sj−1 |= ¬KGAQ)) then
15: fix(N , intr, R, T, sj−1, sj , A, ac)
16: end if
17: end for
18: R := ReachableStates(N )
19: T := ReachableStates(N+intr)
20: end while
21: return N

and the resulting state is s3, and this eventually leads to a state where security
requirement is violated.

To prevent this security violation, without violating C1, we want to prevent
execution of Action ac in s2 without preventing its execution in state s0. If states
s0 and s2 are distinguishable to agent A, this can be achieved trivially. If s0 and
s2 are indistinguishable, then the auxiliary agent GA can assist in modifying the
protocol, so that s0 and s2 are distinguishable.

5.2 Algorithm Description

Step 1: Locating the Authentication Violation The repair algorithm Epis-

temic Repair (see Algorithm 1) first computes the set R of states reached in the
absence of the intruder intr and T , states reached in the presence of intr (Lines
1 and 2). We assume that the security requirement is of the form �ϕ. Hence, if
T ∧¬ϕ is satisfiable, then some run of the protocol violates the security require-
ment in the presence of the intruder. Hence, the algorithm iterates and repairs
until T ∧ ¬ϕ becomes false . If T ∧ ¬ϕ is true, then the algorithm finds a state,
say sk, in T ∧ ¬ϕ and identifies how that state can be reached in a run of the
protocol (Line 4).

Step 2: Identifying repairable Location The algorithm traverses this path
backward to identify a location where the protocol could be repaired. In this
backward traversal, let (sj−1, sj) be the current transition being considered. If
this transition is caused by an intruder action, then it cannot be stopped (Lines
11) and the algorithm considers the previous transition (sj−2, sj−1). If (sj−1, sj)
is not a transition of the intruder, then the algorithm evaluates the knowledge
difference between sj−1 and corresponding states reached in the absence of the
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Algorithm 2. fix Function
Input: Interpreted system N , intruder intr, set of states R and T , states s, state s′, agent A, and

action ac, where ac is responsible for executing (s, s′).
Output: An interpreted system N .

1: X = {s0 ∈ R | ∃s1 ∈ R : (s0, s1) is a transition of ac }
2: if X = ∅ then
3: Remove Action ac from N
4: end if

5: if (∀sk ∈ X : ∃Qk : (N , sk |= KAQk ∧ N+intr , s |= ¬KAQk)) then
6: change Action ac in N to “if (

∨
Qk) then ac”

7: end if

8: For some B, m, let rcvdA(B,A, {m}PKA
) be included in the guard of action ac.

9: r = ∃B : rcvdA(B,A, {m}PKA
)

10: t = ∃B : sentB(B,A, {m}PKA
)

11: if (∀s0 ∈ X : (N , s0 |= KAr ∧ N+intr , s |= KAr) ∧ (N , s0 |= KGAt ∧ N+intr , s |= ¬KGAt))
then

12: Replace sending of {m}PKA
in N by: {m, senderIDm}PKA

13: Change action ac in N to: “If (rcvdA(B,A, {m,B}PKA
)) then ac”

14: end if

15: For some B, m, let rcvdA(B,A, {m}) be included in the guard of action ac.
16: r = ∃B : rcvdA(B,A, {m})
17: t = ∃B : sentB(B,A, {m})
18: if (∀s0 ∈ X : (N , s0 |= KAr ∧ N+intr , s |= KAr) ∧ (N , s0 |= KGAt ∧ N+intr , s |= ¬KGAt))

then
19: Replace sending of {m} in N by: {{m}

PK
−1
senderm

}PKA

20: Change action ac in N to: “rcvdA(B,A, {{m}
PK

−1
B

}PKA
)”

21: end if

22: For some B, m, let rcvdA(B,A, {m}) be included in the guard of action ac.
23: r = ∃B : rcvdA(B,A, {m})
24: t = ∃B : sentB(B,A, {m})
25: if (∀s0 ∈ X : (N , s0 |= KAr ∧N+intr , s |= KAr) ∧

N , s0 |= KGAt ∧ (N+intr, s |= ¬KGAt) ∧ (N , s0 |= KGAshkey(key))) then
26: Replace sending of {m} in N by: {{m}key}
27: Change action ac in N to: “If rcvdA(B,A, {{m}key) then ac”
28: end if

29: For some m, D, key1, let rcvdA(D,A, {m}key) be included in the guard of action ac.
30: r1 = ∃D : rcvdA(D,A, {m1}key1

)

31: r2 = ∃D : rcvdA(D,A, {m2}key2
)

32: r3 = ∃E : sentE(E,A, {m1}key1
) ∧ sentE(E,A, {m2}key2

)

33: if (∀s0 ∈ X : (N , s0 |= KAr1) ∧ (N+intr , s |= KAr1)∧
(N , s0 |= KAr2) ∧ (N+intr , s |= KAr2) ∧ (N , s0 |= KGAr3) ∧ (N+intr, s |= ¬KGAr3)∧

(N , s0 |= KGAshkey(key1)) ∧ (N , s0 |= KGAshkey(key2))) then
34: Replace sending of {m2}key2

in N by: {m2, key1}key2

35: Change action ac in N to:
“If (∃m1, D : rcvdA(D,A, {m1}key1

∧ rcvdA(D,A, {m, key1}key2
) then ac”

36: end if

intruder as follows. It first identifies possible states s0, where the same action is
being executed (Line 13). Then, it identifies whether there exists a predicate Q,
such that KGAQ is true in state s0, but it is false in state sj−1. For efficiency
of implementation (without affecting soundness), in implementation of our case
studies, we only consider atomic propositions as choices for Q. If such a predicate
Q is found (Line 14), then Step 3 is invoked by calling Algorithm 2.
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Step 3: Repairing the Bug Step 3 is based on heuristics to repair the given
protocol so that the knowledge Q identified in Step 2 can be utilized to repair
the protocol.

Removal of useless actions. Line 1 of Algorithm 2 computes the set of corre-
sponding states, say X , reached in the absence of the intruder. If X is equal to
the empty set (Lines 2-4), then action ac is never executed in the absence of the
intruder and, hence, can be safely removed.

Repairing an improper implementation. If X is nonempty, but there exists
a predicate Q, such that KAQ is true in all states in X and KAQ is false in
state s, then we change action ac to ‘if (Q), then ac’ (Lines 5-7). Note that in
this scenario, agent A already possesses some knowledge that would enable it to
prevent violation of the security property.

Imparting knowledge of sender via public/private keys. Lines 8-14 cover an
instance, where the knowledge ofGA can be imparted to agent A. Here, predicate
r denotes that A has received some message m encrypted by its public key.
Predicate t denotes that the sender of this message (a non-intruder agent) is
aware of sending this message. Furthermore, KAr is true in all states in X as
well as in state s. And, KGAt is true in all states of X although not in state s.
Here GA has the knowledge that the message received in s has not been sent
by the agent who claims to have sent it. However, agent A is not aware of this.
Now, the knowledge of agent GA can be imparted to A if we replace the action of
sending of message m, so that the message is of the form {m, senderIDm}PKA .
Moreover, A can use this knowledge if ac is changed, so that the logical sender
of the message is the same as the one that is included in the message.

Likewise, the remaining actions allow GA to impart its knowledge based on
public/shared keys as well as knowledge about correlation between senders of
different messages.

As discussed in the Introduction, the function fix can include more rules. We
have specified general rules that should be applied in a rich class of scenarios.
An interesting observation in this case is that the correctness of the repaired
protocol does not rely on the details of fix function. The correctness of the
protocol only relies on axioms (such as those discussed in Section 6) used to
update the knowledge.

Finally, after Algorithm 2 changes N , we reevaluate R and T to ensure states
in X are not reachable. Now, if there exists a state in T ∧ ¬ϕ, the algorithm
resolves by using Algorithm 2. This process is repeated until T ∧ ¬ϕ is false .

Theorem 1. Algorithm Epistemic Repair is sound, and the complexity of Algo-
rithm Epistemic Repair is O(|GN |+O(dif + fix)).

6 Case Study: The Needham-Schroeder Protocol

In this section, we present a case study, the well-known Needham-Schroeder (NS)
public-key authentication protocol [14]. The protocol assumes reliable communi-
cation channels and aims to establish mutual authentication between two agents,
say A and B, in a system using public-key cryptography [20]. Each agent A in
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the system possesses a public key PKA, that other agents can obtain from a key
server. (For simplicity, we assume that each agent initially knows the public key
of all other agents.) Each agent also owns a private key PKA

−1 which is the
inverse of PKA.

6.1 The Original 3-Step Protocol

Step 1 The first action of the protocol Rns is due to agent A:

RA1
ns :: freshA(Na) −→ freshA(Na) := false ; send(Ap.Bp.A.B.{Na.A}PKB

)

where Na is a random number generated by agent A (called a nonce). As we
present the protocol actions, we also explain how the run and knowledge of each
agent develops. The nonce Na is modeled by including a proposition freshA(Na)
as an atomic proposition in Definition 1. The proposition freshA(Na) holds in
the initial local state of agent A and it does not hold in the initial local state of
agent B. (If multiple nonces are required for A then this would be achieved by
having propositions such as freshA(Na1), freshA(Na2), etc. ) We introduce the
propositions hasA(msg) that is true when agent A has message msg . In action
RA1

ns , agent A sends a message to agent B (encrypted by the public key of B)
containing the fresh nonce and the logical name of the sender agent; i.e., {Na, A}.

We use a set of inference rules as axioms, such that they can be applied only
a finite number of times to present the derivation of propositions automatically.
These axioms are as follows:

sentA(A.B.msg)

hasA(msg)
(3)

rcvdA(B.A.{msg}PKA)

hasA({msg})
(4)

hasA({m1.m2})
hasA(m1) ∧ hasA(m2)

(5)
rcvdA(B.A.msg)

∃C : sentC(B.A.msg)
(6)

In the initial local state of A, propositions freshA(Na) and hasA(Na) hold. It
is straightforward to observe that after execution of action RA1

ns , the following
formulas hold:

KAsentA(A.B.{Na.A}) (semantics of send)
KBrcvdB(A.B.{Na.A}) (semantics of send)
KAhasA(Na) (Axiom 3)
KBhasB(Na) (Semantics of send and Axioms 4, 5)
KAKBhasB(Na) (Semantics of send and Axioms 4, 5)

Step 2 The next action of the protocol Rns is due to agent B:

RB1
ns :: rcvdB(A.B.{Na.A}PKB

) ∧ freshB(Nb)
−→ freshB(Nb) := false ; send(Bp.rcvdfromB.B.A.{Na.Nb}PKA)

The guard of action RB1
ns evaluates to true if agent B has received the message

from A and acquires a fresh nonce. Similar to agent A, an atomic proposition
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freshB(Nb) holds in the initial state of agent B. In this case, agent B sends a
message encrypted by the public key of A to agent A containing the nonce it has
received from A and its own fresh nonce. Using the axioms described above, we
can show that executing this action agent A can authenticate B, i.e., property
ϕ1 in Equation 1 of Section 4 holds.

Step 3 The last action of the protocol Rns is due to agent A:

RA2
ns :: rcvdA(B.A.{Na.Nb}PKA

) ∧ hasA(Na)
−→ send(Ap.rcvdfromA.A.B.{Nb}PKB

)

By executing this action, B authenticates A; i.e., ϕ2 holds.

6.2 The Intruder

The intruder I is based on Dolev-Yao model attacks the system by impersonating
agent A or B and replaying messages. In an impersonation action, an intruder
sends a message to some agent, say B, that appears to arrive from agent A.
Clearly, there are infinitely many messages the intruder could send to B. How-
ever, the (good) agents in this protocol accept a certain format of messages.
Hence, any message that is not of that format will be discarded by the agent.
One attempt to impersonate A is to send a message to B that conforms to the
structure of the RA1

ns .

RI1
ns :: hasI(Na) −→ send(Ip.Bp.A.B.{Na.A}PKB

)

Note that the above attack considers the situation where the adversary has
learnt Na. It does not consider the attack when I uses a random number since
it would be discarded. However, if hasI(Na) becomes true based on messages I
has received or by combining different message fragments, decoding encrypted
messages etc then I would be allowed to attack using the above action. Thus,
this modeling permits us to model a general attacker such as that in Dolev-Yao
model without considering the infinitely many actions that it could take.

Likewise, Agent I can impersonate user B by sending a message that conforms
to the one expected by that agent.

RI2
ns :: hasI(Na) ∧ hasI(Nb) −→ send(Ip.Ap.B.A.{Na.Nb}PKA

)

RI3
ns :: hasI(Nb) −→ send(Ip.Bp.A.B.{Nb}PKB )

Observe that in the above message, the physical sender of the message is the
intruder. However, the logical sender is A (for RI1

ns and RI3
ns) or B (for RI2

ns )
In a replay action, the intruder replays a message it had received earlier.

Specifically, if the intruder receives a message from B, then it re-sends it to A,
so that it appears to have been sent by I. Thus, the action where the intruder
replays a message sent by B is as follows: (The action where intruder replays a
message sent by A is similar).
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RI4
ns :: rcvdI(B.A.m) −→ send(Ip.Ap.I.A.m)

RI5
ns :: rcvdI(A.I.{Nb}PKI

) −→ send(Ip.Bp.A.B.{Nb}PKB
)

This action can be derived from previous actions of the intruder. It is included
here only to simplify the presentation.

We also note that the intruder actions modeled thus can be easily extended to
other attacks, such as eavesdropping (modeled by revising the protocol, so that
a copy of each message (respectively, selected messages) is sent to the intruder),
packet drop (modeled by having each message routed through the intruder who
can choose to drop it or forward it), and so on.

6.3 Application of the Repair Algorithm

Based on the description of Algorithm 1, we first identify a state in T ∧¬ϕ2 and
analyze the run (Line 4). One (prefix of a) run that reaches a state in T ∧ ¬ϕ2

is as shown below:

1. Action RA1
ns (A → I): send(A.I.{Na.A}PK I

)
2. Impersonation Action RI1

ns (I → B): send(Ip.Bp.A.B.{Na.A}PKB
)

3. Action RB1
ns (B → I): send(Bp.Ip.B.A.{Na.Nb}PKA

)
4. Relay Action RI4

ns (I → A): send(Ip.Ap.I.A.{Na.Nb}PKA
)

5. Action RA2
ns (A → I): send(Ap.Ip.A.I.{Nb}PK I

)
6. Impersonation Action RI5

ns (I → B): send(Ip.Bp.A.B.{Nb}PKB
)

The algorithm begins with step 6 of this run and consider earlier states (Line 5).
Observe that step 6 in the above scenario is an intruder action. Hence, according
to Line 11, we consider the previous step of the run, where A sends a message to
I in action RA2

ns . In the repair algorithm, we need to either remove or restrict this
action. Now, we can observe that the guard of the corresponding action satisfies
the constraint on Lines 8-14. Hence, the original protocol is revised so that in
Step 3, the ID of the sender, namely B is included in the message. Moreover,
the action in A is modified to expect this ID to be present. Thus, the revised
actions are as follows:

R′B1
ns :: rcvdB(A.B.{Na.A}PKB

) ∧ freshB(Nb)
−→ freshB(Nb) := false; send(Bp.rcvdfromB.B.A.{Na.Nb.B}PKA

)

R′A2
ns :: rcvdA(B.A.{Na.Nb.B}PKA

) ∧ hasA(Na)
−→ send(Ap.rcvdfromA.A.B.{Nb}PKB )

One can verify that this repaired protocol satisfies constraints C1 and C2 of
Problem 1.

7 Related Work

Automated model repair is a relatively new area of research. To the best of
our knowledge, this paper is the first work on applying model repair in the
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context of epistemic logic and, in particular, security protocols. Model repair
with respect to CTL properties was first considered in [4]. Model repair for
CTL using abstraction techniques has been studied in [8]. The theory of model
repair for memoryless LTL properties was considered in [12] in a game-theoretic
fashion; i.e., a repaired model is obtained by synthesizing a winning strategy for
a 2-player game. In [3], the authors explore the model repair for a fragment of
LTL (the UNITY language [6]). Most results in [3] focus on complexity analysis
of model repair for different variations of UNITY properties. Model repair in
other contexts includes the work in [2] for probabilistic systems and in [22] for
Boolean programs.

Synthesizing security protocols from BAN logic [5] specifications has been
studied in [21]. Unlike our work that repairs an existing protocol, the techniques
in [15, 16, 21, 23] synthesize a protocol from scratch and, hence, cannot reuse
the previous efforts made in designing an existing protocol. The approaches pro-
posed in [7, 13] address controller synthesis for enforcing security properties. In
particular, the technique in [7] studies synthesis of fair non-repudiation protocols
for digital signatures and the work in [13] concerns enforcing security objectives
expressed in LTL. None of these methods are knowledge-based, which is the
focus of this paper.

In the context of repairing security protocols, Pimentel et al. have proposed
applying formulation of protocol patch methods to repair the security protocols
automatically [17, 18]. In order to guide the location of the fault in a protocol,
they use Abadi and Needham’s principles [1] for the prudent engineering prac-
tice for cryptographic protocols. However, by its nature, this work applies to
protocols where principles from [1] are not followed. By contrast, our approach
follows a more general approach of using epistemic logic about knowledge to
repair the given protocol. Since authentication protocols essentially rely on ‘who
knows what and when’, we expect this method is especially valuable for repairing
security protocols.

8 Conclusion

Vulnerabilities of security protocols can be thought of in two categories: (1)
where existing assumptions are found to be false, e.g., due to cryptanalytic at-
tacks, and (2) where a new attack that violates the security property is dis-
covered. Examples of former include keys that are not large enough, ability of
an intruder to guess nonces (e.g., the attack in an early implementation of SSL
by Netscape [11]). For these vulnerabilities, one must utilize prevention mecha-
nisms, e.g., with use or larger keys or new algorithms to generate nonces. Exam-
ples of the latter include cases where unanticipated behaviors (e.g., imposed by
an intruder) can break the soundness of a protocol. For instance, the Needham-
Schroeder protocol breaks when one of the agents decides to misbehave. For such
vulnerabilities, we advocate a formal repair approach.

In this paper, we presented a knowledge-based sound algorithm for repair-
ing authentication protocols. Our algorithm compares this knowledge with the
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knowledge of an (auxiliary) agent that can obtain additional information based
on the actual partial run that reached the current state. Subsequently, we iden-
tify how the knowledge of the auxiliary agent can be mapped to a real agent in
the protocol. Our repair algorithm preserves the existing properties of the proto-
col by ensuring that the repaired protocol refines the initial one in the absence of
the intruder. We illustrated the application of our algorithm on the Needham-
Schroeder public-key authentication protocol [14]. We have implemented our
algorithm and found that it was possible to repair this protocol in a reason-
able time. We argue that our repair algorithm can be utilized for some other
security properties as well, e.g., in privacy. Suppose a bit b is to be kept pri-
vate from an adversary I. In this case, this requirement can be expressed as
�(¬KI(b = 0) ∧ ¬KI(b = 1)).

Our approach is generic for repair of authentication protocols, where the vul-
nerability lies in the protocol (as opposed to violation of assumption of the
strength of encryption). Authentication deals with a requirement that if agent
A accepts a message m to be from agent B, then the message is indeed sent
by agent B. This is exactly the kind of specification we have used in our case
study. Sometimes, the identity of agent B is not precisely known to A; instead
it requires that two messages are sent by the same agent. This is also easily pos-
sible with our approach. We have not considered the issue of whether a received
message is fresh or not. However, this issue can be modeled easily. For example,
if A wants to be sure that the message from B is fresh, it can be encoded by a
requirement of the form ‘B knows something that A knows to be fresh’. Once
again, this requirement is identical to the properties considered in this paper.
Also, our approach is generic enough to model several threats. Our example
considered attacks such as replay and impersonation.

There are several future extensions of this work. One extension is based on
developing repair algorithms that utilize the notion of distributed knowledge [10].
Another extension is for repairing security protocols for problems such as infor-
mation flow, where a more general notion of hyperproperties [9] is required.
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