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Abstract

In this paper, we focus on the problem of key distribution that permits local broadcast
authentication. We focus on four types of graphs (1) star graphs, (2) bipartite graphs,
(3) planer graphs and (4) fully connected graphs. For star graphs, we show that as n,
the number of satellite nodes in the star network, tends to ∞, it suffices to maintain
log n + 1/2 log log n + 1 secrets at the center node. However, log n + 1/2 log log n secrets
do not. Even in the absence of the constraint of n → ∞, we argue that these bounds
are reasonably tight, i.e., there are several examples for finite values of n where dlog n +
1/2 log log ne secrets do not suffice although dlog n + 1/2 log log n + 1e secrets suffice for
virtually all cases of practical interest. We also show that our protocol can reduce the
number of secrets in planar and fully connected bipartite graphs and fully connected
graphs.
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1 Introduction

Consider a communication network repre-
sented by a graph G = (V, E) where V is the
set of users/nodes and E ⊆ V xV is a sym-
metric relation. We use the set of edges to
denote the need for authenticity between the
communication between the nodes connected
by the edge. In other words, (v1, v2) ∈ E
implies that v1 needs to verify authenticity
of messages received from v2 and vice versa.
(Note that the set of edges in this graph
are possibly application dependent and may
not be the same as those corresponding to
physical communication links between nodes.
Hence, other nodes in the network may be re-
quired for routing although the intermediate
nodes would not be able decrypt/encrypt any
communication they forward.)

As an illustration of such a network, con-
sider a sensor network consisting of a base
station and a set of sensors. In such a net-
work, a sensor may need to communicate se-
curely with a base station. This communica-
tion may itself be assisted by other sensors in
terms of routing. However, the intermediate
sensors can neither learn the contents of the
message nor can generate messages on behalf
of the sender. Another example may be a set
of clients and servers where each client needs
to talk to (a subset of) the servers. However,
the clients (respectively, servers) do not need
authentic communication among themselves.

Now, consider the set NBR =
{v2|(v1, v2) ∈ E}. This is the set of
nodes that v1 communicates with. We con-
sider two types of communication: unicast
where v1 communicates with one of its
neighbors and the neighbor wants to verify
that the message is indeed from v1, and
(local) broadcast, where v1 sends a message
to all nodes in NBR and each node wants
to verify that the message is indeed from v1.
We denote this problem as authentication
with broadcast capability.

One simple way to solve the authentica-
tion problem with broadcast capability is to
assign a public/private pair to each node.
Each node stores its public/private key and
the public keys of the nodes it communicates
with. A message encrypted with the private
key of the sender will provide the required
authentication. The problem with this ap-
proach, however, is that the cost of encryp-
tion/decryption with public/private keys is
very high. Also, each node may need to store
a large number of public keys (unless certifi-
cates are used thereby increasing the cost of
encryption/decryption even further).

Based on this motivation, we focus on solv-
ing the authentication problem with broad-
cast capability using symmetric keys. Our
goal is to identify key distribution algo-
rithms that minimize the cost of the uni-
cast/broadcast communication. We consider
four types of communication graphs: a star
graph, a planer graph, a bipartite graph, and
a fully connected graph. Of these the star
graph is motivated by examples such as sen-
sor networks discussed above. A planer graph
is motivated by the case where nodes are
distributed in a plane and each node com-
municates with its (physical) neighbors. A
bipartite graph is useful in cases of client-
server applications mentioned above. And, fi-
nally, fully connected graphs capture the case
where each node may be interested in authen-
tic communication from each other node in
the system.

We proceed as follows: We first precisely
define the problem of key distribution with
broadcast capability using the example of
communication in a star network. In par-
ticular, we identify constraints on the broad-
cast communication from the center node to
satellite nodes. Essentially, these constraints
require that the cost of the broadcast com-
munication should be proportional to the se-
crets that the center node maintains. Then,
we present our approach for secret distribu-
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tion for star network and show its optimal-
ity. Subsequently, we extend this approach
for planer graphs, bipartite graphs and fully
connected graphs.

The main contributions of this paper are as
follows:

• We show that as the number of satellite
nodes in the star network, say n, tends
to ∞

– There exists a protocol that main-
tains log n+1/2 log log n + 1 secrets
at the center node.

– Under the assumption that the
number of secrets maintained by
the satellite nodes is identical, we
show that there does not exist
a protocol that maintains log n +
1/2 log log n secrets at the center
node.

• In the absence of the constraint of n →
∞, we show that

– There exists a protocol (shown con-
structively) that maintains dlog n+
1/2 log log n+1e secrets at the cen-
ter node for virtually all cases of
practical interest.

– Under the assumption that the
number of secrets maintained by
the satellite nodes is identical, there
does not exist a protocol that main-
tains dlog n + 1/2 log log ne secrets
at the center node for many cases
of practical interest.

• We show that our protocol can also be
extended to acyclic, fully connected bi-
partite networks and fully connected net-
works. Compared to existing protocols
[1], these protocols reduce the number of
secrets that each node needs to maintain.

• We show that our protocol provides
tradeoff between internal attackers and
external attackers.

Organization of the paper. The rest
of the paper is organized as follows: In sec-
tion 2, we define the problem of key distri-
bution with broadcast capability. In Section
3, we provide our solution for star graph ad
show its optimality. We extend it to planer
and fully bipartite graphs in Section 4 and to
fully connected graphs in Section 5. Finally,
we discuss the related work in Section 6 and
conclude in Section 7.

2 Problem Statement

In this section, we precisely define the prob-
lem of authentication with broadcast capabil-
ity. For simplicity, initially, we focus on star
networks where there is one center node and
other satellite nodes that only communicate
with the center node. This problem state-
ment first focuses on defining the number of
stored secrets and then relates it to the cost
of broadcast authentication. To motivate the
need for such a definition, consider the fol-
lowing solution for key distribution in a star
network. In this solution, the center node
maintains a secret x. Each satellite node has
an ID ranging from 1 . . . n. The secret associ-
ated with satellite node j is f(x, j). Clearly,
f(x, j) could be used for unicast communi-
cation to/from j and the center node. (For
example, f(x, j) could be used to generate
a message digest that the receiver can verify.
Since f(x, j) is known only to the center node
and satellite node j, only they can generate
the corresponding message digest.)

In this case, the number of secrets that each
user stores is 1. While the center node has
access to many secrets, that it can generate
at runtime, they need not be stored. Thus,
we need to distinguish between the number
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of stored secrets and the number of generated
secrets that are potentially unbounded. We
use stored(v1) to denote secrets stored at v1

and generated(v1) to denote secrets that v1

could generate from them.
While the above solution works for unicast,

it is very inefficient for broadcast. In particu-
lar, for broadcast, the center node must pro-
vide authentication code using f(x, j), where,
1 ≤ j ≤ n. Each satellite node can verify the
authentication code by generating the code
locally, using its secret f(x, j), and compar-
ing the generated code with the code sent by
the center node. Clearly, in the above so-
lution, the cost of generating authentication
codes, which is O(n), for broadcast is very
high.

Now, given are two users, j and k where j
has secret s and k has secret f(s) where f is
some function. Then, a message encrypted
with s cannot be decrypted by k (unless
strong requirements are added for function
f and the algorithm for encryption). Since
we would like to allow the use of any sym-
metric key based encryption approaches, for
j and k to communicate securely, they must
share common secret(s). Hence, for broad-
cast communication, where the sender signs
the message separately with multiple secrets,
the receiver must have one or more of the se-
crets that are actually used for generating the
signature. Hence, to provide broadcast capa-
bility, we impose the following constraint on
the problem of secret distribution in star net-
work: We require that user maintain a set of
secrets. Whenever the user sends a (local)
broadcast message to its neighbors, it pro-
vides authentication codes using (a subset of)
of the secrets it has. Upon receiving the mes-
sage, the receiver will verify the signatures
it can verify. (Note that the receiver cannot
verify all signatures since it does not have all
the secrets used by the sender.) It is required
that when the receiver verifies the signatures
it can, it must be the case that the message

is indeed authentic. Thus, we define the se-
cret distribution with broadcast capability as
follows:

Problem Statement 2.1 (Key Dis-
tribution With Broadcast Capability).
Given is an undirected graph G(V, E) where
V is the set of users and E is the set of
edges such that given two users v1 and v2 in
V , (v1, v2) ∈ E iff v1 needs the communica-
tion with v2 to be authentic. Then, assign
to each node v1 a set of secrets, denoted by
stored(v1), such that for any (v1, v2) ∈ E:

1. (Existence of Common Secrets usable for
broadcast): stored(v1)∩generated(v2) 6=
φ, where generated(v2) is the set of
secrets that can be generated from
stored(v2) (subject to constraints spec-
ified later)

2. (Authenticity): For any v3 ∈ V :
v3 6= v1 ∧ v3 6= v2 : stored(v1) ∩
generated(v2) 6⊆ generated(v3).

Note that the problem statement requires
broadcast capability, i.e., if a node, say v1,
sends a message and includes a signature
block that contains a signature from each
of the secret it stores then any node that
receives this message can verify the signa-
tures by using the secrets in stored(v1) ∩
generated(v2). For the sake of comparison,
we also present the problem statement (al-
though it is not solved in this paper) that
does not guarantee authentication capability
for broadcast.

Problem Statement 2.2: (Key Dis-
tribution Without Broadcast Capabil-
ity. Given is an undirected graph G(V, E)
where V is the set of users and E is the set
of edges such that given two users v1 and v2

in V , (v1, v2) ∈ E iff v1 needs the communi-
cation with v2 to be authentic. Then, assign
to each node v1 a set of secrets, denoted by
stored(v1), such that for any (v1, v2) ∈ E:
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1. (Existence of Common Secrets):
generated(v1) ∩ generated(v2) 6= φ.

2. (Authenticity): For any v3 ∈ V :
v3 6= v1 ∧ v3 6= v2 : generated(v1) ∩
generated(v2) 6⊆ generated(v3).

Assumption about generated secret
set. The above problem definition is in-
dependent of how generated(v1) is defined.
Hence, constraints –in the form of adversary
capability– must be added to make the prob-
lem solvable. We make standard assumption
about adversary capability, i.e., the adversary
can combine the secrets it has e.g., by XOR-
ing them/adding them, etc. However, such
combination does not allow the adversary to
guess the secrets that other users have. Thus,
generated(v1) is obtained by using stored(v1)
and applying any approaches that adversary
can use to combine those secrets.

3 Optimal Solution for

Authenticated Commu-

nication in Star Net-

work

In this section, we focus on Problem 2.1 for
the case where the network is a star net-
work i.e., it consists of a center node a set
of satellite nodes that communicate with it.
Let the set of secrets at the center node be
Kand |K | = k. Each satellite node receives
a unique subset of size l, l > 0, from this
set. Note that, by construction, given any
two distinct satellite nodes v2, v3, we have
K ∩ generated(v2) 6⊆ generated(v3). Thus,
the constraints of Problem 2.1 are satisfied.
We term this protocol instance as p(k, l) 2.

2Technically, p(k, l) is a family of protocols. How-
ever, for brevity of presentation, we denote p(k, l) as
a protocol. However, we note that all the results in
this paper attributed to protocol p(k, l) are valid for
any member of the p(k, l) protocol family

Using p(k, l), authentication can be achieved
in the communication as follows:

• To authenticate a message m broad-
casted by the center node to the satel-
lite node, the center node generates au-
thentication codes with each of the k se-
crets. Each authentication code consists
of the message digest md of the mes-
sage computed using a secret held by
the center. The center appends the k
authentication codes thus generated to
the message and broadcasts the result-
ing message. Now, when a satellite node
receives this message, it uses its subset
of l secrets to compute l authentication
codes. The satellite node then verifies
these authentication codes with the cor-
responding authentication codes sent by
the satellite node. Note that, each satel-
lite node can verify only those authenti-
cation codes for which it has the corre-
sponding generating secret.

• To authenticate a unicast message m
from the center to a particular satellite
node, the center node first computes an
XOR of the subset of the keys that this
satellite node knows. Now, the center
node uses the combined secret to com-
pute the message authentication code for
this message. The center node appends
this authentication code to the message
and unicasts the message to the satellite
node.

• To authenticate a unicast message m
from a satellite node to the center, the
satellite node uses the same approach
used by the center node for authenticat-
ing unicast messages.

In the remaining section, we consider the
case where the number of satellite nodes,
n, tends to ∞: First, we show (cf. The-
orem 5) that log n + c log log n secrets do
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not suffice if c < 1/2. Using the proof of
this results, we show (cf. Theorem 6) that
log n+1/2 log log n+1 secrets suffice to han-
dle n nodes whereas log n + 1/2 log log n do
not.

Theorem 1. p(k, l) provides authentica-
tion for the communication in the star net-
work.
Proof. The proof follows from the con-
struction of p(k, l).

Theorem 2. Protocol p(k, l) can accom-
modate upto C(k, l) satellite nodes.
Proof. This follows directly, as this C(k, l)
is the number of unique subsets of keys that
can be generated.

Corollary 3. For a given value of k,
choosing l = k/2 maximizes the number of
satellite nodes that can be accommodated.

Theorem 5. As n →∞, protocol p(k, l)
where k = (log n + c log log n), where c < 1/2
and l = k/2 cannot provide authentication
for the star network with n nodes.

Proof. As before we evaluate C(k, l)
using Stirling’s approximation and show that
this value is less than n. Based on Theorems
1 and 2, this result proves this theorem. From
the above proof,

C(k, k/2) ≈ 2k∗2√
2πk

{Now, letting k = log n + c log log n}

= 2(log n+c log log n)∗2√
2π(log n+c log log n)

= n 2∗2c log log n√
2π(log n+c log log n)

= n 2∗(2log log n)c√
2π(log n+c log log n)

= n 2∗(log n)c√
2π(log n+c log log n)

Note that, as n → ∞, the multiple of n
in the above formula tends to 0. Hence, as
n →∞, C(k, k/2) < n. .

Based on the above theorem, if c = 1/2
then the multiple of n is 2√

2π
. Since this num-

ber of less than 1, log n + c log log n secrets
do not suffice when c = 1/2. However, if the
number of secrets is (log n+1/2 log log n+1),
then in the above formula, the multiple of n
is 4√

2π
. Since this number is greater than 1,

(log n + 1/2 log log n + 1) secrets suffice for
key distribution in a star network as n →∞.
Thus, we have

Theorem 6. As n →∞, protocol p(k, l)
where k = (log n+1/2 log log n), and l = k/2
cannot provide authentication for the star
network with n nodes. And, as n →∞, pro-
tocol p(k, l) where k = (log n+1/2 log log n+
1), and l = k/2 can provide authentication
for the star network with n nodes.

When compared to the secret distribution
for star network in [1] our secret distribution
requires lesser number of secrets. In [1], the
center maintains 2 log n secrets and in our
secret distribution protocol the center only
needs to maintain log n+O(log log n) secrets.
The number of secrets stored by the satellite
nodes is reduced as well. In [1], each satel-
lite node maintain log n secrets and in our se-
cret distribution protocol, each satellite node
maintains atmost (log n)/2 + O(log log n) se-
crets.

Also, since the above theorem applies for
the case where n → ∞, the natural ques-
tion is about what happens for small val-
ues of n. Here, we note that we checked
whether dlog n + 1/2 log log ne secrets suf-
fice for n < 50000. For 2 ≤ n ≤ 1000,
we found this number to be insufficient for
510 values and for 1000 ≤ n ≤ 50000, we
found that this number to be insufficient for
20313 values. By contrast, if we consider
dlog n + 1/2 log log n + 1e secrets then this
number suffices for the case where the number
of nodes is less than 50000. As an illustration,
we refer the reader to Figure 1.
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We would like to note that while the reduc-
tion in the number of secrets is from 2 log n
to log n + O(log log n), this reduction is espe-
cially valuable when we consider the number
of nodes that can be supported with a given
set of secrets at the center. For example,
Figure 2 compares the number of nodes that
can be supported with our scheme with that
in [1]. If 10 secrets are available at the cen-
ter then the scheme in [1] can support upto
32 satellite nodes whereas our protocol can
tolerate upto 252 satellite nodes. Or, if 20
secrets are available at the center then the
scheme in [1] can support upto 1024 satellite
nodes whereas our protocol can tolerate upto
184756 satellite nodes.

3.1 Optimality of Secret Distri-
bution in Star Networks

Consider the problem of secret distribution
in star network where the number of secrets
stored by the satellite nodes is equal. Thus,
based on the constraints in Section 2, a solu-
tion is of the form where, for some values of
k and l, the center node maintains k secrets
and each satellite node maintains a subset of
size l from that set. In other words, a solu-
tion is of the form p(k, l) for some value of k
and l. Now, based on Theorem 6, as n →∞,
log n+1/2 log log n+1 is the minimum num-
ber of secrets that need to be maintained by
the center node.

4 Extensions to Acyclic,

Planar and Complete

Bipartite Networks

In Section 3, we described our secret distribu-
tion protocol, p(k, l), for a star network. In
this section, we extend it for the cases where

the communication graph is acyclic, planar,
or complete bipartite.

Acyclic Networks. Since an acyclic
undirected graph consists of a set of trees,
we describe the secret distribution for a tree.
The same algorithm can be applied for each
tree separately to obtain the secret distribu-
tion for acyclic graphs. Given a tree, we
choose one of the nodes in it as a root and
consider the corresponding rooted version. In
particular, this allows us to define a parent
of node in the tree and to define whether a
node is a leaf. Now, consider a non-leaf node
and its children in this network. This sub-
network is a star graph where the non-leaf
node is the center node and the children are
satellite nodes. Now, we apply the p(k, l) se-
cret distribution with appropriate values of
k and l for this star graph. We repeat this
process for each star graph obtained by con-
sidering a non-leaf node and its children. The
secrets assigned to a node in the tree are the
same as the union of the secrets assigned to it
in any star graph considered in this fashion.

Now, in the star graph, the non-leaf
node which is the center node gets log d +
O(log log d) secrets and each satellite node
gets 1/2 log d + O(log log d) secrets, where d
is the degree of the center node. Further-
more, for any given non-leaf node, it is a cen-
ter node in at most one star graph consid-
ered above. Likewise, it is a satellite node
in at most one star graph (where its parent
is the center node) considered above. Thus,
the number of secrets at any node is at most
3/2 log d+O(log log d), which is less than that
in [1] where 2 log d secrets are maintained.

Planar Networks. The extension to
planar network is similar to that in [1]. In
particular, in [1], a well-known result from
graph theory (e.g., [2]) is used for extension
to planar graphs. The result in [2] states that
any planar graph G can be decomposed into
at most three acyclic graphs, called factors.
Each factor has the same nodes as the origi-
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nal graph G and the degree of each factor is at
most the degree of the original graph. Now,
secrets can be independently distributed to
each factor to obtain the secret distribution
of planar network. By using our scheme for
acyclic networks, it would be possible to re-
duce the number of secrets used in planar net-
works as well.

Fully Connected Bipartite Graphs.
A complete bipartite graph is a graph
G(V, E) such that its vertex set can be par-
titioned into two disjoint sets, V1 and V2, the
edge set, E is induced by these two vertex sets
such that every vertex in V1 is connected to
every other vertex in V2. No edge exists be-
tween any of the vertices in V1 (respectively,
V2). Examples of such communication graph
is one where the vertex set V1 contains servers
and the vertex set V2 contains clients. The
communication is from servers to clients and
vice-versa. No server (respectively, client)
needs to communicate with each other.

For this network, we employ the following
secret distribution technique. We treat the
vertex set V1 as a single center node, say C,
and the vertex set V2 as satellite nodes. As
this represents a star network with C as star
node, we instantiate a p(k, l) secret distribu-
tion for this network. Thus, in this distri-
bution, the node C needs to store log |V2| +
O(log log |V2|) secrets. Since C represents the
vertex set V1, each of the nodes in V1 are given
all these secrets. We repeat this procedure by
treating the vertex set V2 as the center node
and the vertex set V1 as the satellite nodes.
This secret distribution would provide an ad-
ditional 1/2 log |V1|+O(log log |V1|) secrets to
each node in V1. Thus, the number of secrets
given to nodes in V1 is 3/2 log d+O(log log d),
where d = max(|V1|, |V2|) is the maximum de-
gree of any node in the communication graph.

5 Extension for Fully

Connected Communi-

cation Graph

In this section, we describe how the protocol
p(k, l) can be extended to solve Problem 2.1
in all-to-all communication, i.e., where com-
munication graph is fully connected. Our key
distribution protocol is designed in stages;
the first stage extends the protocol p(k, l) by
considering a fully connected graph as a set
of star graphs. This stage is intended for the
case where the number of nodes in the graph
is small. Then, stage 2 uses the scheme in
stage 1 in an hierarchical manner.

5.1 Stage 1

In this stage, we design a protocol that estab-
lishes secrets for a group of d users. We first
select a unique node, say X, and consider the
star graph where X is the center node and the
remaining d−1 nodes are satellite nodes. The
center node maintains a set of k = f(d) se-
crets, where f(d) = dlog d+1/2 log log d+1e.
Each satellite node receives a unique subset
of size l = f(d)/2 from this set. Note that
this is an instance of p(k, l) where k = f(d)
and l = f(d)/2. Now, we repeat the above
protocol by considering each node as a center
node. Thus, for a fully connected network of
d users, each user is a center node in one star
graph and a satellite node in the d − 1 star
graphs. As a center node, each node stores
f(d) secrets and as a satellite node it stores
d− 1 secrets, one for each of the d− 1 center
nodes. Thus, we have

Theorem 5.1. The number of secrets
stored by each user in Stage 1 is: f(d) +
d−1
2

f(d) = d+1
2

f(d).

Theorem 5.2. The key distribution in
the above solution solves the problem 2.1.
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5.2 Stage 2

Now, we consider d communication networks
from Stage 1, which gives us a network of d2

users, and denote this grouping by Gp. We
treat each basic structure of d users as a single
(virtual) node Ui where 1 ≤ i ≤ d i.e., in any
secret distribution scheme, any secret that is
given to the virtual node Ui is actually given
to all the users that are part of Ui.

With this setting, we consider the star
graph where Ui is the center node for some
1 ≤ i ≤ d and all users in Gp − Ui are satel-
lite nodes. Thus, there are d(d − 1)(≈ d2)
satellite nodes. We instantiate p(k, l) for such
a network. Thus, with this approach, each
node in Ui will get f(d2) secrets whereas each
node in Gp−Ui will get f(d2)/2 secrets. Now,
we repeat this process by considering the star
graphs where for each i, Ui is the center node.
As in Stage 1, each user is a satellite node in
d− 1 star graphs and the virtual node it is in
is the center node in one star graph. Thus,
each user maintains d+1

2
f(d2) secrets in Stage

2.

For an arbitrary number of users N , we re-
peat the protocol of Stage 2. Thus at stage k
we group d (virtual) users considered in stage
k−1. For N users, the number of such stages
required will be dlog Ne to secure communi-
cation between all the users. The number of
secrets stored by each user is:d+1

2
.y where, the

term y is as shown:

y = f(d)+f(d2)+. . .+f(ddlogdNe) (3)

Theorem 5.3. The key distribution in
the above solution solves the problem 2.1.

5.3 Storage Analysis

Now, we evaluate the storage at each user by
evaluating formula (3), where f(d) = log d +
1/2 log log d + 1.

y = log d + log d2 + log d3 + . . . + log ddlogd Ne + O(log log d + log log d2 + . . . + log log ddlogd Ne)

= log d + 2 log d + 3 log d + . . . + (dlogd Ne) ∗ log d+ O(logN ∗ loglogN)

= (dlogd Ne)(dlogd Ne+1)
2

(log d) + O(log N ∗ log log N)

= (dlog2 Ne)(dlog2 Ne+1)
2 log d

+ O(log N ∗ log log N)− (2)

The storage at each user is given by: (d+1)
2

.y
where the value of y is substituted from (2).
By letting d = 2, the number of secrets per
user is log2N

2
+ O(log N ∗ log log N).

6 Related Work

Secure communication among a group of
nodes in a communication network using
symmetric key mechanisms has been widely
studied. In particular, it has been shown
by [3, 4], that the number of secrets stored
by each node can be less than O(n) for a sys-
tem of n nodes. In [3,4], the authors describe
a secret distribution protocol which allow any
two users to communicate securely while stor-
ing only O(

√
n) secrets. These protocols, are

designed for the case where the communica-
tion graph is fully connected.

In [5], the authors improve upon this stor-
age requirement and describe a secret dis-
tribution protocol that requires each user to
store O(log2 n) secrets. In their work, the au-
thors show the existence of O(log n) secret
distribution protocol for star network like sce-
narios for a communication network without
actually constructing the protocol. Reducing
the storage to logarithmic bounds has bene-
fits in resource constrained networks such as
sensor networks. In a sensor network each
node has limited memory for storing secrets.
Examples of such resource constrained net-
works include sensor networks [6, 7], ad-hoc
networks [8–10] and mobile networks [11,12].
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In [1], the authors describe a logarithmic
secret distribution protocol for a star network
where the storage is logarithmic for both
the center, which stores 2 log n secrets and
the satellite nodes, which store log n secrets.
They extend their results to achieve logarith-
mic secret distribution for several classes of
communication networks including, star net-
works, acyclic networks, cycle-limited net-
works, planar networks and dense bipartite
networks.

7 Conclusion

In this paper, we presented the problem of
key distribution with broadcast capability for
authentication. Thus, the key distribution
was such that it allowed each node to provide
authentication for unicast communication as
well as broadcast communication where it
sends a message to all nodes it intends to
communicate with. Furthermore, by design-
ing solutions for several commonly used com-
munication topologies, our solution allows
the designer to use key distribution that is
ideal for the communication graph at hand.
Moreover, for the case where the communica-
tion graph cannot be determined easily, one
can simply utilize the solution for fully con-
nected graphs.

We presented solutions for the cases where
the communication graph is a (1) star graph,
(2) acyclic graph, (3) bipartite graph and (4)
fully connected graph. For the star graph,
we presented a lower bound on secret distri-
bution with broadcast capabilty. We showed
that this lower bound is indeed achievable
and tight. In particular, we showed that as
n → ∞, log n + 1/2 log log n + 1 secrets at
the center node suffice. However, log n +
1/2 log log n secrets do not. Even in the ab-
sence of the constraint of n → ∞, we find
that these bounds are reasonably tight, i.e.,
there are several examples for finite values of

n where dlog n + 1/2 log log ne secrets do not
suffice although dlog n + 1/2 log log n + 1e se-
crets suffice for virtually all cases of practical
interest.

The result in this paper reduces the num-
ber of secrets to almost half compared to
that in [1] where 2 log n secrets are used at
the center node and log n secrets are used at
the satellite nodes. By contrast, our protocol
uses 1/2 log n + O(log log n) secrets at satel-
lite nodes. Also, the result in this paper re-
duces the number of secrets maintained for
fully connected graph by approximately half
when compared to the protocol in [13].

Using this protocol, we showed that it is
possible to reduce the secrets maintained in
an acyclic, planar and fully bipartite com-
munication graph. However, the optimality
of the number of secrets in these protocols
is still an open question. Also, in [1], au-
thors have presented how their approach can
be used in limited-cycle graphs and arbitrary
bipartite graphs. However, since this exten-
sion is based on a specific numbering scheme,
it cannot be directly applied with protocol
p(k, l). One of the future work in this area
is to identify lower bounds for secrets in such
graphs.
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Figure 1: Number of secrets stored by the center node

Figure 2: Number of users supported by the center node
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