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Abstract

We focus on the problem of distributing key updates in secure dynamic groups. Due to changes
in group membership, the group controller needsto change and distribute the keys used for ensuring
encryption. However, in the current key managemert algorithms the group controller broadcaststhesekey
updates even if only a subsetof usersneedthem. In this paper, we describe a key distribution algorithm
for distributing keysto only those users who need them. Towards this end, we propose a descenden
tracking scheme. Using our scheme, a node forwards an encrypted key update only if it believesthat there
are descendeits who know the encrypting key. We also describe an identi er assignmen algorithm which
assignscloser logical identi ers to users who are physically close in the multicast tree. We show that
our identi er assignmen algorithm further improvesthe performance of our key distribution algorithm
as well asthat of a previous solution. Our simulation results show that a bandwidth reduction of upto
55% is achieved by our algorithms.

Keyw ords : Secure Multicast, Key Distribution, Descendent Tracking, Identier Assign-
ment

1 Intro duction

In group oriented applications, such as conferencing,networked gaming and newsdissemination, it is neces-
sary to securethe data from intruders asthe data is con dential or it has monetary value. In the algorithms

for securegroup communication (e.g., [1{6]), a group cortroller distributes a cryptographic key, called the

group key, to all the group users. The group key is usedto encrypt data to securethe group communication.

The group membership is dynamic. To protect privacy of the current users,the group cortroller changes
and securelydistributes the group key at each membership change. This rekeying is especially neededwhen
a user leavesthe group and should no longer understand the group communication.

In the algorithms in [1{4], the group cortroller distributes additional keys which are shared by di erent

subsetsof users. These shared keys reduce the number of group key update messageshe group cortroller

needsto transmit. The group cortroller encrypts the new group key with a minimum subset of the shared
keysand transmits it to the current users. Tore ect current group membership, the group cortroller changes
and securelytransmits the shared keys known to the leaving user. Although ead of the new shared keys
needsto be transmitted to only a subset of the users, the current key managemen algorithms assumea
broadcast primitiv e. Hence, all the current usersreceiwe all the key update messages. Of course, users
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cannot decrypt the key update messageshat are not intended for them sincethey do not have the necessary
keys.

From the above discussion,we obsene that the current key managemen algorithms only focus on what key
update messagesre sert but do not emphasizeon how they are distributed. This results in wastage of
bandwidth as usersreceive key update messagedor keysthat they do not need. This wastageincreases
further if retransmissionis required for any lost messagesnd suc retransmissionis done using a broadcast.
Although solutions for reducing the number of retransmissionsin securegroup communication have been
proposedin [7,8], the group corntroller still needsto broadcast them. Thus, e cien t distribution of key
updatesis an important problem in securedynamic groups.

A more general scenarioof the problem we discussedabove occursin the security of interval multicast [9].
The objective of the security of interval multicast algorithm [9] is to securelytransmit data messagego a
selectedinterval of userswithin the group. The group controller encrypts the data messagesising shared
keys known only to the selectedinterval of usersand broadcaststhem. We note that, the percertage of
bandwidth wastedin this scenariois far more critical asthe sizeand frequency of the data messagean be
arbitrarily large in many multicast applications.

One possiblesolution to the key distribution problem, basedon [10], is to create a di erent multicast group
for each key update messageand inform the usersto join a particular group if they needthe key being sert
to that group. However, in this solution, the overhead of group setup and tear down for eat key update
messages not suitable for large groups. Also, the delay incurred during the rekeying is not desirableasthe
group cortroller interrupts the group communication until the rekeying is complete. Other possiblesolutions
are the router level ltering technique proposedin [11] or the internet labeling and addressingarchitecture
proposedin [12]. Howewer, both thesealgorithms su er from increaseddelay and increasedcomplexity.

In this paper, we proposean algorithm for the distribution of key update message# securedynamic groups.
In our key distribution algorithm, we integrate the key managemen algorithms in [1,2] with appropriate
forwarding functionality. We assumethat the usersare arrangedin a multicast tree which can be built using
any of the IP [13{16] or overlay [17{19] multicast protocols. Depending on the multicast protocol used, an
intermediate node in the multicast tree can be a router (IP multicast) or an overlay node. Hence,we only
focus on the actions of an intermediate node as the implementation details are beyond the scope of this
paper. The cortributions of our paper are as follows:

We describe a compact descendah tracking schemeto track the descendats of the intermediate nodes.
The memory required at the intermediate nodesfor our schemeis small and scaleslogarithmically in
the size of the group. The advantage of our descendan tracking schemeis that this information can
either be updated periodically or in the backgiound, i.e., after the group communication hasresumed.

We describe the forwarding mecanisms used by the intermediate nodesto forward the key update
messages.

We describe a user identi er assignmern algorithm. Using our assignmen algorithm, the group con-
troller assignscloserlogical identi ers to userswho are located closeto ead other in the multicast tree.
We show that our assignmen algorithm improvesthe performance of our key distribution algorithm
aswell asthat of a previous solution in [20].

We discussthe application of our key distribution algorithm to the problem of distributing data mes-
sagesin the security of interval multicast [9].

Organization of the paper. The paper is organized as follows. In Section 2, we describe the notations
usedin our key distribution algorithm and describe a previous solution. In Section 3, we describe our key
distribution algorithm and our useridenti er assignmet algorithm. In Section4, we presert the simulation
results. In Section 5, we discussthe application of our key distribution algorithm to the problem of secure
interval multicast . Finally, in Section 6, we concludeand discusssomefuture work.
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2 Notations

In Section 2.1, we describe the key managemen algorithms from [1,2]. In Section 2.2, we describe the
componerts of the multicast tree. Any multicast protocol IP [13{16] or overlay [17{19] can be usedto build
the multicast tree; our approad is independen of the protocol usedto build the multicast tree. In Section
2.3, we describe the problem of key distribution and a previous solution.

2.1 Key Managemen t Algorithms

In the key managemen algorithms from [1,2], the group controller arrangesthe usersand the keysin a key
tree. The leaf nodesin this key tree correspond to the usersin the group (cf. Figure 1). Basedon this
arrangemert of usersand keys, we number them according to their location in the tree. For example,in a
key tree of height h, the useru;,i,.;, denotesthe user obtained by taking the itlh child at level 1, itzh child
at level 2, and soon. The keys are also numbered likewise. Each node in the key tree is assaiated with a
key from the logical key hierarchy [1] or a key from the complemenary key hierarchy [2] or both. We use
ki,i,~i, to denotethe logical key at node iii::i; . And, we usec,i,.i, to denotethe complemenary key at
node iiiz::i;. For the levels where the group controller useslogical keys, the user obtains the keys on the
path to the root. For the levels where the group controller usescomplemernary keys,the user getsthe keys
assaiated with the siblings of its ancestors. For examplein Figure 1, useruii1> getsthe group key (kg), the
logical keys(ky; ki: and k1112), and the complemenary keys(Ci12; €113, C114, C1111, C1113 and Ci114). Finally,
we use k(m) to denote that messagem is encrypted using the key k and, hence,only usersthat have the
key k can obtain m.

2.2 Multicast Tree

In our key distribution algorithm, we assumethat the group cortroller distributes data and key update
messageso the usersand, hencethe root of the multicast tree is the group cortroller. We de ne the parent
of auserx, say parent:x, asthe next hop node on the path from x to the group controller. For anintermediate
node, we considerits children and all other nodesreadable through its children asits descendets. As an
illustration, in Figure 2, we show a part of the multicast tree corresponding to the key tree in Figure 1. Each
intermediate node performs reversepath forwarding, i.e., a messagegrom the group cortroller is replicated
on all outgoing links except on the link on which the messagewas received. We de ne a Key Distribution

(KD) aware intermediate node as a node which supports our key distribution algorithm. Unlessotherwise
speci ed, in our paper, we assumethat all intermediate nodesin the multicast tree are Key Distribution

(KD) aware.



2.3 Problem of Key Distribution and a Previous Solution

In the current key managemen algorithms [1,2], when group membership changes, the group controller
changesthe keysin the key tree and securelybroadcaststhe new keys. Sinceall usersdo not needall the
keys, this mode of key distribution is not e cien t. Hence, we focus on the key distribution in algorithms
where eat userreceivesonly a small subsetof keysthat includesall the keysit needs. Towards this end, we
modify the forwarding mechanism at the intermediate nodes; an intermediate node forwards a key update
messageonly if it believesthat there are descendah userswho needthis key update. In our approad, an
intermediate node performs this ched by verifying that any of its descendats know the key with which the
key update messagds encrypted.

Previous solution. In [20], to distribute the changedkeysin the key tree, the group cortroller encrypts the
keysat the higher levelsusing changedkeysat the lower levels. For example,whenuj11;1 leaves,to distribute
a new key k¢, the group cortroller generatesthe messagek?; (k?), ki2(k?), kiz(k$) and ki4(k?), where the
key k9, is already distributed using keys further down in the key tree. Before transmitting these messages,
the group controller broadcaststhe identi er of the leaving userto the current users. Using this information
and knowledge of the structure of the key tree, eadh user calculatesthe level numbers of the changedkeys
it needs. This information is propagated towards the group cortroller. Upon reception of replies, the group
cortroller transmits the key update messagesnd includesthe level number, at which the key is changed,in
ead message.When an intermediate node receivesa key update messagewith a level number I, it forwards
the messageo its descendats only if somedescendan of | had requestedthat key. The main shortcoming
of this key distribution algorithm is that, it is executedfor every membership changewhich causesdelay at
the usersfor receiving key updates. To addressthis de ciency, in Section 3, we describe two approachesto
improve bandwidth usagewithout increasingdelay in rekeying.

3 Prop osed Impro vements for Key Distribution

In this section,weidentify our approadc for reducingthe costof key distribution. Towardsthis end, in Section
3.1, we describe our descendan tracking schemethat enablesthe intermediate nodesto approximately track
its descendats. In Section 3.2, we describe our algorithm for assigningidenti ers to users. Using our
assignmern algorithm, the group controller arranges users closeto ead other in the key tree if they are
closeto ead other in the multicast tree. Our identi er assignmen algorithm can be usedto improve the
performance of the key distribution algorithm in Section 3.1 aswell asthat of the previous solution in [20].

3.1 Descendant Tracking Scheme

A simple method to track descendets is to store the identity of each descendah user and forward the key
update messageonly if any descendah user needsthis key. However, this straightforward solution requires
ead intermediate node to store a large amount of information, especially in large groups. Thus, there
is a need for an e cien t descendah tracking scheme which can solve the key distribution problem. To
describe our scheme, rst, we de ne the steady state con guration of the multicast tree. Then, we describe
the technigue used at the intermediate nodes to update the descendan tracking information to accourt
for group membership changes. In Sections 3.1.1-3.1.2,we describe how keys encrypted with logical and
complemenrary keys are forwarded by the intermediate nodes using the descendan tracking information.
Our key distribution algorithm consistsof the descendan tracking scheme and the forwarding mecanisms
usedby the intermediate nodesto forward keys encrypted with logical and complemenary keys.

Steady State Con guration. At ead intermediate node, we store a h x d matrix calledDT (Descendar
Tracker), where h and d are, respectively, the height and degreeof the key tree. Each elemert in DT is a
single bit. Thus, the information kept in DT is very small, even for large groups. For example, for a group
of 1024 users,where the group controller maintains a key tree of degree4 and height 5, ead intermediate
node stores only 20 bits of information in DT. To track a descendam user with identier uj,i,.;,, at an



intermediate node, we set the elemerns, DT[1;i1];DT[2;i2]; :DT[h;in], to 1.

When the group is initialized, the group controller assignsead usera unique identi er basedon its location
in the key tree. The userswho are leavesin the multicast tree record their identi ers in their DT matrices.
The intermediate nodesrequesttheir children for the DT information. The DT entries of a parert are the
disjunction (binary OR) of the corresponding ertries of its children. As an illustration, in Figure 3, we shov
the DT ertries at the leaf node, R; with usersU,»11, Usz11 and Usg11, and the disjunction of theseertries by
its parent node, R, with userU,11;. We note that, the descendats identied in aDT matrix are a superset
of the actual descendan users. However, the DT matrix achievesthe required functionality accurately, i.e.,
it provides su cien t information about the descendats of an intermediate node.

d (degree) — d (degree) — d (degree) —

h (height) 112134 h (height) 112134 h (height) 112134
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i isiucti i Combined entries atR
Ry entries for users khy11 3311, 3111) Before disjuction, R  entries forﬂ11

Figure 3: DT ertries at intermediate nodes R; and R»

Tasks for Join. When a new user joins the group, the group cortroller distributes any keys, the new user
needs,using a secureunicast channel. Also, the group cortroller distributes the newkeysto the current users,
where the intermediate nodes perform appropriate forwarding (cf. Sections3.1.1-3.1.2), using the existing
DT ertries. The new userreceivesits identi er from the group controller and provides this information to
its local intermediate node. The local intermediate node updatesits DT matrix. Further, if the DT matrix
has changed,it propagatesthis information to its ancestorsin the multicast tree.

Tasks for Leave. When a user leavesthe group, we do not update the DT ertries at the intermediate
nodesimmediately. We perform an update of the DT entries only when the number of group membership
changesexceedsa threshold level. Although this could causesomemessageso traverseextra links, updating
the DT matrix periodically allows usto achieve a tradeo betweenthe processingoverheadand the amourt
of bandwidth reduced.

3.1.1 Forwarding Key Up date Messages Encrypted with Logical Keys

In a key tree with only logical keys [1], eadh user knows all the keys assaiated with its ancestors. Thus,
basedon the naming scheme of the key tree from Section 2, the label of every key a user knows is a pre x

of the user'sidenti er. Now, considerthe casewhen some user, say uii12, leavesthe group. The group
cortroller changesall the keysknown to uj;;> and distributes them to the remaining userswho needthese
keys. The new keys generatedby the group cortroller are kf,;, k?;, k? and, kj. To send these keys, the
group cortroller sends ki111 (K?11), K1113(kf11), Kuaa(k1y), kP11 (K91); Kaaa(KD1), Kais(kgs), kusa(ky), K2y (K9),
k12(K9), kia(KD) kia(kD), kQ(k3), ka(k3), ka(kg) and ka(k3). The approach for a joining useris similar.

To determine if a key update is neededby any descendats of an intermediate node, we needto determine
whether the label of the encrypting logical key is a pre x of at least one descendah in the intermediate
node'sDT matrix. To allow the intermediate nodesto make this identi cation, the group cortroller includes
the label of the encrypting logical key in the key update messageand transmits it to the users. For example,
to sendki2(k9), the group cortroller appendsthe label 12, to the encrypted message.To identify if the label
[1;::1x of the encrypting logical key is a pre x to any descendah user, an intermediate node cheds whether
the DT elemens, DT[1; 14],..,.DTIk, Ix] are all setto 1.



3.1.2 Forwarding Key Up date Messages Encrypted with Complemen tary Keys

We note that, in a key tree with only complemenary keys[2], eadh user knows the keysassaiated with the
siblings of its ancestor. Thus, the labels of thesekeysdi er in the last position from any pre x of the user's
identi er. For example,a userujji3, knows the complemenary keys, ci111, C1112, Ci114, C112, C113, C114, Ci2,
C13, Cu4, G2, C3, C4, the group key kg and the personalkey ki113. Now, we considerthe casewhen this user
leavesthe group. The group cortroller generatesnew keys for all the keys known to uj;13 and distributes
them to the other userswho needthem. The rekeying method usedby the group cortroller for distributing

complemenary keysis similar to the method for distributing logical keys. The group controller encrypts the
changedcomplemenary keysat the higher levels using the changed complemernary keysat the lower level.
For example, to distribute c?,, the group controller generatesthe messagesg;,(c?,), c113(c%,).

Todetermineif akey update is neededby a descendanh of an intermediate node, we needto determine whether
the label of the encrypting complemenary key diers in the last position from a pre x of a descendatis
identi er. As in the caseof transmitting keys encrypted with logical keys,the group cortroller appendsthe
label of the encrypting complemerary key to the key update message. Thus, to distribute c$,,(c%,), the
group cortroller appendsthe label 112to the message.To verify that the label I, |5,.., Ix of the encrypting
complemenary key is matched, an intermediate node cheds whether the entries, DT[1, I1], DT[2, I7] ..,
DTk 1,I¢ 1] and any entry DT[k, |p] wherep 6 k, are setto 1. As an illustration, the intermediate
node Uz211, on receiving the messagdc?,(c9), 12] forwards it, asthe ertries, DT[1; 1], DT[2, 3] are setto 1.
These ertries correspond to the pre x 13, of a descendeh user 1312, which di ers in the last position from
the encrypting complemenary key's label 12.

3.2 User Identier Assignment Algorithm

The key distribution algorithms we described in Sections2.3 and 3.1, route the key update messagedased
on the identit y of the descendats. The performanceof thesealgorithms can be improved if the distribution
of leaf nodes (group users)in the multicast tree correspondsto the distribution of the leaf nodesin the key
tree. In this ideal scenario, userscloseto ead other in the multicast tree will need almost the samekey
update messagesnd hence,the cost of key distribution would be low. While such a scenariois not always
possible, one heuristic to achieve a near ideal scenariois to assigna joining user a logical identi er that is
closerto the logical identi ers of userswho are closeto this userin the multicast tree. In this section, we
usethis heuristic to describe a useridenti er assignmen algorithm.

When a user sendsa join request, the group cortroller communicates with this user using a secureunicast
channel and learns about the location of the userin the multicast tree. Now, the group cortroller can use
a program such as mtr ace [21] to identify other nearby usersin the multicast tree and record their logical
identi ers. The group controller selectsa useru,i,-i,, at the rst intermediate node which is closestto the
joining user. To assignan identi er to the joining user, the group cortroller selectsan identi er uj,i,, sud
that i, 6 iy and1 p;t d,i.e., the identiers dier in the last position. The group cortroller assignsthis
identi er to the joining user, if it is not already assignedto any other user. If this attempt fails, the group
cortroller repeatsthis processwith another userat the rst intermediate node. As an illustration, consider
that the group controller selectsthe userujj;1 at the rst intermediate node. The group cortroller generates
the identiers 1112 1113 1114,which di er in the last position with 1111. If any of theseidenti ers are still
available, the group cortroller assignsone of them to the joining user. If no more usersexist at the rst
intermediate node, the group cortroller selectsusersat the secondintermediate node and so on.

In our assignmen algorithm, as the intermediate nodes are further away from the joining user, the group
cortroller successiely movesup the position at which the identi ers di er. For example,the group controller
selectsa user, uj, i, i, , at the secondintermediate node, and tries to assignthe joining user, Ui, i, i, , Suc
that i, 6 iy, i.e., the identi ers now dier in the secondlast position. As an illustration, considerthat the
group cortroller selectsthe useru;;;1 at the secondintermediate node. The group cortroller generatesthe
identi ers, 2121;2131 2141 which di er in the secondlast position with 2111and tries to assignone of these
identi ers to the joining user. If the usersare found at the third intermediate node, the group controller



tries to assignidenti ers which di er in the third last position and soon. The group cortroller repeats this
processuntil it successfullyassignsan identi er or stops, if the only usersfound are very closeto itself.

In casethe group cortroller nds that the only intermediate nodes with usersare very closeto itself, the
group corntroller assignsthe next available identi er to the joining user. We do not selectthe logical identi ers
of userscloseto the group cortroller due to two reasons.The rst reasonis that theseusersare not in the
proximity of the joining user. The secondreasonis that these users, being closeto the group cortroller,
receive almost all of the key update trac anyway and, thus, there would be no performance gain if the
joining useris logically closerto theseusers.

4 Simulation Results and Analysis

We simulated our algorithms using the NS2 network simulator [22]. We performed experiments on randomly
generatednetwork topologiesfor groups of 256,512 and 768 users. We usedthe CBT [13] protocol to build
the multicast tree with the group cortroller asthe root node. For ead experiment, we selecteda random
set of usersto join or leave the group and recordedthe number of messagesn the multicast tree over the
ertire multicast session.We de ne the following metrics to measurethe performance of our algorithms:

Key update Bandwidth. This is the number of links traversedby eat key update messagej.e., this is
the network bandwidth usedby the key update messages.

Total Bandwidth. This is the number of links traversedby all message&xdcanged over the multicast
tree. This metric includesthe key update bandwidth and the control messagegxcangedamong the
intermediate nodes.

Key update Bandwidth Reduction Ratio(KBRR). This ratio is the measureof key update bandwidth
saved using our algorithms as against using broadcast. We calculate it as follows:

_ (KeyupdateB andw idth b oadcast K eyupdateB andw idth optimised )
KBRR= K eyupdateB andw idth pr cadcast 100

Total Bandwidth Reduction Ratio(TBRR). This ratio is the measureof total bandwidth saved using
our algorithm as against using broadcast. We calculate it as follows:

_ (TotalB andw idth pr padcast TotalB andw idth optimise )
TBRR= T otl;IB dantdw idth br oadcast — 100
Per Hop Bandwidth Reduction Ratio(PBRR). This ratio is the hopwise breakup of the TBRR for a
givennetwork topology. This metric givesan overview of the performanceof our algorithms asfunction
of the network distance away from the group cortroller.

We conducted experimerts on three key managemen algorithms. The rst algorithm is the logical key
hierarchy algorithm (LKH) in [1]. The secondand third algorithms are from our earlier work which appears
in [2]. In the secondalgorithm, the group controller usescomplemenary keys at every level in the key
tree. We refer to this algorithm as complemernary key hierarchy (CKH). In the third algorithm, the group
cortroller usesboth logical and complemenary keysat every level in the key tree. We refer to this algorithm
as logical+complemertary key hierarchy (LKH+CKH). For comparison purposeswe also simulated the
previous key distribution solution we described in Section 2.3. We usethe following notation to refer to the
various key distribution algorithms:

Id-basal: Our key distribution algorithm from Section 3.1.

Id-basal-cluster: Combination of algorithms in Sections3.1 and 3.2.

Level-lasal: The key distribution algorithm from [20] that is described in Section 2.3.
Level-lasal-cluster: Combination of algorithms in [20] and 3.2.
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In Figures 4-6, we plot the K BRR for a group of 512 users. From these gures, we obsene that the KBRR
achieved in our key distribution algorithm is in the range of 20-55%. We obsened similar simulation results
for groups of 256 and 768 users. However, for reasonsof spacewe omit theseresults.

In Figures 7-9, we plot the TBRR for a group of 512 users. The TBRR achieved is in the range of 20-
45%. We obsene that using our identi er assignmen algorithm improvesthe K BRR and TBRR of our key
distribution algorithm aswell asthat of the level basedkey distribution algorithm.

In Figures 10-12,we plot the PBRR for a group of 768 users. A random set of 200 usersleave this group
during the session.The leaf nodesin this group are at a distance of upto 6 hops from the group cortroller.
The PBRR value for Hop Numkber 1 indicates the TBRR obsened between hop 0 (group cortroller) and
hop 1 (immediate children of group cortroller) and so on. From Figures 10-12, we obsene that the Level-
basal algorithm causesmore link stressnear the group cortroller due to the responsesby the usersfor eath
membership change. We note that, this problem is remedied by using our identi er assignmen algorithm
which reducesthe link stressnear the group cortroller in this algorithm. Due to limitations of spaceand
similarity of other results, we have preserted only one casestudy for PBRR.
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5 Application to Security of Interv al Multicast

The conceptsusedin our key distribution algorithms can alsobe usedin other securemulticast applications,
especially in applications that require data to be securelytransmitted to only a subsetof group users. One
such application is the security of interval multicast, describedin [9]. In this application, the group cortroller
securelymulticasts data to a selectedinterval (subset) of users. To senda messageo the interval of users,
the group cortroller identi es the key(s) that are shared among these usersin the key tree. The group
cortroller encrypts the messagewith ead of the keysand broadcastsit. As the keysselectedto encrypt the
messageare known only to the usersin the interval, only those userscan decrypt that message(s).

We note that, in the secureinterval multicast algorithm [9], all the group users receive the encrypted
message(sdue to the broadcastevenif they do not needthat message(s).To reducebandwidth utilization,
we reusethe techniques from Section 3.1. We have found that the reduction in bandwidth utilization for
secureinterval multicast is similar to the simulation results in Section 4. However, for reasonsof spacewe
omit these simulation results.

6 Conclusion

In this paper, we addressedthe problem of distributing key updates to usersin securedynamic groups.
Towards this end, we described a descendan tracking schemeto track the descendats of the intermediate
nodes in the multicast tree. In our descendanh tracking scheme, ead intermediate node stores a small
information about its descendais. Next, we described the forwarding mechanismsusedby the intermediate
nodes basedon the descendah tracking information. Each intermediate node forwards an encrypted key
update messageonly if it believesthat its descendats know the encrypting key. Using simulation results
we shawved that our key distribution algorithms reduce the bandwidth neededfor distributing key updates
in the key managemen algorithms in [1,2] by upto 55% when comparedto the broadcast of key updates.

Also, we described an algorithm for assigningidenti ers to group usersso that userswho are physically
closein the multicast tree are assignedlogically closeidenti ers. We showed that our assignmen algorithm
improvesthe performance of our key distribution algorithm aswell as that of the previous solution in [20].
Using our key distribution algorithm, we described a solution to distribute data messagesn secureinterval
multicast [9]. Interval multicast occurs so often in securemulticast applications that reducing bandwidth
during this phaseis critical for improving performance.

For overlay multicast protocols[17{19], where the end hosts attempt to reduce bandwidth usage,the use of
our key distribution algorithm results in better performance. The processingoverhead of usersin overlay
multicast protocols[17{19] is high asthe usersneedto constartly monitor and recon gure the overlay links
and route multicast data. Our key distribution algorithm reducesthe processingoverhead of the usersby
reducing the key update trac that the usersneedto process.

In this paper, we have not addressedthe correctnessand performance of our key distribution algorithm in
the faceof multicast tree failures and repairs. We note that, this is not a seriousissueaswe perform periodic
updates of the DT matrix which handles any changesin the descendan information for an intermediate
node. If any usersfail to receive key updates becauseof multicast tree recon guration, the group cortroller
simply retransmits them to the usersoncethe multicast tree stabilizes and the DT matrices are updated.

For our key distribution algorithm it is not necessarythat all the intermediate nodesstore the DT matrices.
We note that, afew selectednodesat appropriate points in the multicast tree are su cien t. We are currently
exploring the selectiontechniquesfor choosingthe best set of intermediate nodeswhich will participate in the
key distribution algorithm. Also, many overlay multicast protocolsmaintain more links connectingthe users.
We are exploring methods to exploit the added connectivity to distribute the key updates more e cien tly.
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