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Adaptiv e Rekeying for Secure Multicast

Sandeep KULKARNI

SUMMAR Y In this paper, we focus on the problem of secure
multicast in dynamic groups. In this problem, a group of users
communicate using a shared group key. Due to the dynamic na-
ture of these groups, to preserve secrecy it is necessaryto change
the group key whenever the group membership changes. While
the group key is being changed, the group communication needs
to be interrupted until the rekeying is complete. This interrup-
tion is especially necessaryif the rekeying is done becausea user
has left (or is removed). We split the rekeying cost into two parts:
the cost of the critical path |[where eacd user receivesthe new
group key, and the cost of the non-critical path |where ead
user receives any other keys that it needsto obtain.

We present a family of algorithms that show the tradeo
between the cost of the critical path and the cost of the non-
critical path. Our solutions allow the group controller to choose
the appropriate algorithm for key distribution by considering the
requirements on critical and non-critical cost. In our solutions,
the group controller can dynamically change the algorithm for
key distribution to adapt to changing application requirements.
Moreover, we argue that our solutions allow the group controller
to e ectiv ely manage heterogeneous groups where users have dif-
ferent requirements/capabilities.
key words: Group Communic ation, Secure Multic ast, Critic al
Path, Adaptive Rekeying

1. Intro duction

Multicast is a necessaryand e cien t form of group com-
munication. Many new applications, especially those
that require the usersto pay for the data or thosewhere
the data is shared with seweral authorized users, are
group-oriented. Hence,encryption of the data is neces-
sary to secureit from unauthorized access.

Oneway to prevent unauthorized accessdy intrud-
ersis to usethe simple group key managemet proto-
col [2], GKMP. In GKMP, data is encrypted using a
group key that is known only to the participating users.
Towards this end, a controller of the group generates
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and distributes the group key |using the personalkey
of eath user| to all the usersin the group. And, since
the group key is known only to the participating users,
any intruder eavesdroppingon the communication can-
not decrypt it.

If usersjoin and leave the group, the group con-
troller needsto modify the group key to re ect the cur-
rent membership of the group. For example, when a
userjoins (respectively, leaves)the group, the group key
needsto be changedso that the joining (respectively,
leaving) user cannot accessthe past (respectively, fu-
ture) communication.

The tasks involved when a user joins are straight-
forward in GKMP; the group cortroller sendsthe new
group key to (1) the joining userthrough a securechan-
nel (e.g., by encrypting it with the personalkey of the
joining user) and (2) to the usersin the old group by
encrypting it with the old group key. However, when a
user leaves, the cost of rekeying is high; the group con-
troller sendsthe new group key to eac user separately
using a securechannel. Thus, GKMP lacks scalability
when groups are large and dynamic.

One approac to reducethe costof the leave opera-
tion isto usethe complemernary variablestechnique [4].
In this technique, the group cortroller assignsa unique

the keysexceptc;. Now, if someuser,say u;, leaves,the
new group key canbe distributed easilyusingthe keyc;.
Although the cost of changing the group key is low in
this technique, extra overheadis incurred while chang-
ing the keysci;Co;:i:;G 1;C+1;::0; If these keys
are not changed then two usersthat leave the group
can collude to obtain the new group key.

The above discussion suggeststhat the cost of
rekeying can be split into two parts: critical cost, i.e.,
the costto changethe group key, and non-critical cost,
i.e., the cost to change the other keys that the users
needto maintain. The group communication can pro-
ceedwhen eadh user hasthe new group key. Thus, the
rst part, changingthe group key, is on the critical path
to restoring the group communication after a user has
left. By cortrast, the secondpart, changing the other
keys, is on the non-critical path; the processof rekeying
on the non-critical path canbe donein backgiound, i.e.,
after the group communication is restored.

In this paper, we focuson afamily of algorithms for



reducing the critical costwhile keepingthe non-critical
cost manageable. Thus, basedon the needsof the ap-
plication, the group cortroller canselectan appropriate
algorithm for key distribution sothat the critical cost
and the non-critical cost are within acceptable limits.
Moreover, our solutions are adaptive, i.e., if the appli-
cation requiremerts change, it is possibleto changethe
algorithm for key distribution accordingly.

Our approad is basedon the use of logical keys
[3] and complemenary keys [4]. The critical cost in
the complemenary key technique is O(1). However,
the total (critical + non-critical) costin this technique
involves sending O(n) keysto O(n) usersand requires
O(n?) encryptions. By cortrast, in [3], the keys are
arrangedin a tree and the critical (respectively, total)
cost of rekeying is O(dh) where d is the degreeof the
tree and h is the height of the tree. We proposea new
approach that incorporates both these approaches to
reduce the critical cost while keeping the non-critical
(respectively, total) cost manageable.
Contributions of the paper. The main contribu-
tions of this paper are as follows:

We presert afamily of algorithms that arebasedon
di erent waysto organizethe logical keysand com-
plemertary keysin a key tree. Then, we identify
the e ect of thesealgorithms on the critical and the
non-critical cost during group reorganization. De-
pending upon the application requiremerts about
critical and non-critical cost, the group cortroller
canchoosean appropriate algorithm from this fam-
ily. Moreover, if collusion betweenleaving usersis
expectedto be unlikely, we shaw that the total cost
of rekeying canbe reducedfurther sothat it is even
lower than that in [3].

As anillustration, we presen four algorithms from
this family and compute the cost of rekeying.
These algorithms illustrate the tradeo between
the critical costand the non-critical cost.

We also shav how the group controller can adapt
to changing application requiremerts to alter the
algorithm for key distribution. Our approac also
allows the group cortroller to provide di erential
service,whereuserswho arelikely to be permanent
are lessa ected during changesin group member-
ship than userswho are likely to be transient. We
also argue that our algorithms can be usedin het-
erogeneousgroups where the users have di erent
capabilities and di erent requiremerts.

Organization of the paper. This paper is orga-
nized as follows. In Section 2, we describe our nota-
tions and shov how the cost of rekeying is calculated.
In Section 3, we present a family of algorithms that
identify the tradeo betweenthe critical cost and the
non-critical cost. Then, in Section 4, we presert four
sample algorithms from this family and comparethem
with the solutionsin [3,4]. In Section5, we discusstech-
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Represertation of users and keys

niguesthat reducethe non-critical costfurther. Finally,
in Section 6, we discussthe adaptivity provided by our
solutions, and make concluding remarks in Section 7.

2. Notations

Similar to the logical key hierarchy algorithm [3], we
arrange the usersand the keysin a tree (cf. Figure 1).

We used to denote the number of children of a node
in the tree and h to denote the height of the tree. The

leaf nodes in this tree correspond to the users. Each

tree node may be assaiated with a key related to one
or both hierarchies. We useky to denote the key asso-
ciated with the logical key hierarchy at node x. And,

we use ¢, to denote the key assaiated with the com-
plemenrtary key hierarchy at node x.

For the levels where we use the logical key hier-
archy, the user obtains the keys on the path to the
root. For the levels where we use the complemenary
key hierarchy, the user gets the keys assaiated with
the siblings of its ancestors;it doesnot get the keysas-
sociated with its ancestor. Note that at level O (root),
only logical keys can be used;the logical key at level 0
is the group key. Also, at the lowest level (h" level),
logical keys must be used (alone or with complemen-
tary keys). The key at this level is known only to the
corresponding user and the group cortroller. Finally,
we usedummykey to denote a temporary key.

As an illustration, in Figure 1, we have showvn a
partial tree of height 4. The logical keys are used at
levels 0;1;2 and 4, and the complemenary keys are
usedat levels3and 4. In this system,userui11» getsthe
group key (kgq), the keysassaiated with the logical key
hierarchy (ki;ki1 and ki112), and the keys assaiated
with the complemerniary key hierarchy (Ci112; €113, C114,
C1111, C1113 and Ci114).

The adversary (anyone outside the group) can lis-
ten to all messagesert over the network. Hence, for
simplicity, we assumethat all communication is broad-
cast in nature. The encryption of messagesn;, ms,..
by keyk; is denotedby k; (my, m; .. ). We computethe
complexity of our algorithms in terms of the number of
encryptions and the number of messagesThe number
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of messagesre usedto identify the number of \units"
that needto be routed, if the network is not broadcast
in nature. Sincea messageencrypted with key k is in-
tended for usersthat sharek, in the computation of the
number of messageswe assumethat in one message,
it is possible to send multiple keys if all keys being
transmitted are encrypted by the samekey. Thus, if

messagethe number of encryptions is m.

3. Arrangemen ts of Logical
tary Keys

and Complemen-

In this section, we presert a family of algorithms for se-
cure multicast in dynamic groups. Towardsthis end, we
presert di erent ways of arranging logical and comple-
mentary keysin akeytree (cf. Figure 1). Each arrange-
ment results in an algorithm in this family. Hence,for
ead arrangemert, we identify how thesekeysare used
when a user leaves the group, and identify the corre-
sponding critical and non-critical cost. When a user
leaves,the group cortroller rst changesthe group key.
This is achieved by using the keys assaiated with the
ancestor (respectively, the siblings of the ancestor) of
the leaving user. After changing the group key, the
group cortroller changesthe other keysthat the leav-
ing user had. Towards this end, the group cortroller
beginsfrom the lowest level in the key tree. Then, the
new keys at the lowest level are used to change the
keys at the next level, and so on. Sincethis processis
bottom-up, the cost of changing keysat a level depends
on the keysusedat the next lower level.

Basedon the above discussion,while changing the
group key, the cost incurred at a given level depends
only on the keysat that level. While changing the re-
maining keys, we separately considerthe cost of chang-
ing keys at the lowest level and the cost of changing
keys at other levels.

We proceedas follows. First, in Section 3.1, we
compute the critical cost basedon the keysusedat a
given level. Then, in Section 3.2, we compute the non-
critical cost for changing the keys at the lowest level.
Finally, in Section3.3, we compute the non-critical cost
for changing the keys at other levels. For this discus-
sion, without loss of generality, we assumethat the
leaving user is the leftmost user in the key tree (cf.
Figure 2). Also, we use ky;cx (unprimed) to denote
the old keysand usek?; c? (primed) to denote the cor-
responding new keys. If a key ky is not changedduring
rekeying, k¢ is the sameas k.

3.1 Computing Critical Cost

In this section, we compute the critical costin chang-
ing the group keys using the keysat a given level, say

FOR SECURE MUL TICAST
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Fig. 2 Represenation of key levels

mentary keys (if used) at this level. Next, we consider
three casesbasedon the typesof keysusedat level u.
Casel.l: Logical keysat levelu.  To distribute

the new group key, kg, using the keys at level u, the
group cortroller selectsthose keys at level u that are
not shared with the leaving user. Then, it encrypts
the new group key with these keys. Thus, the group
cortroller sendsthe following messages:

Based on the above calculation, the critical cost
for level u is (d 1) encryptions. And, the number of
messagesert is (d 1).

Casel.2: Complementay keysat levelu.  Once
again, in this case,the group cortroller selectsthose
keysat level u that the leaving userdoesnot have. For
the casewhere complemenary keysare usedat level u,
cu1 Su ces for this purpose. Thus, the group cortroller
sendsthe following message:

cu1(kg)

Thus, the critical costfor level u is one encryption.
The number of messagesern is one. Thus, the critical
costis low when complemenary keysare used.

Casel.3: Logicaland complementay keysat level

u. In this case,the solution is identical to that in
Casel.2.
Theorem 3.1 For ead level, if the group con-

troller distributes the new group key using the appro-
priate caseas given above then all the remaining users
will get the new group key. And, the leaving user will
not get the new group key. n

3.2 Computing Non-critical Cost at the Lowest Level

complemerary keys (if used) at this level. As men-
tioned in Section 2, we must use logical keys at this



level; the logical key at this level is the personal key
of the userand it is sharedonly betweenthe user and
the group controller. Hence,we considerthe two cases
basedon the typesof keysusedat the lowest level.
Case2.1: Logicalkeysat levelh. In this case,no
keys needto be changed as the leaving user only has
the key kn1. And, no other userin the system has this
key. Thus, the non-critical cost for this caseis zero.
Case2.2: Logical and complementay keysat level
h. In this case,the complemenary keys at level h
needto be changed. For the userlocatedat cy2, this can
be achieved by sendingthe following messaggSimilar

Thus, the non-critical costfor this caseis (d 1)(d
2) encryptions. And, the number of messagesert is
(d 1).

3.3 Computing Non-critical Cost at Other Levels

As mertioned above, the cost of changing the keysat a
level (other than the lowest level) dependson the keys
usedat that level and the keysusedat the next lower
level. Therefore, in this subsection,we considerdi er-

ent caseshasedon the keysarrangedat two consecutive
levels,say j and j + 1. For the following discussion,we
call these the upper level (u) and the lower level (1)
respectively.

complemernary keysat the lower level. Note that keys
ki1 arein the tree rooted at k1, keyskj, arein the
tree rooted at k2, and soon.

We proceedas follows. In Section 3.3.1, we con-
sider the casewhere logical keys are used at the up-
per level. Then, in Section 3.3.2, we consider the case
where complemenary keysare usedat the upper level.
Finally, in Section 3.3.3, we consider the casewhere
both keysare usedat the upper level.

3.3.1 Logical Keys at the Upper Level

We considerthree casesbasedon the keys usedat the
lower level.

Case3.1.1: Logicalkeysat the lower level. The key
ky1 needsto be changedat the upper level. The group
cortroller canachievethis by sendingthe following mes-
sages(Note that sincewe are using the new keysat the
lower level, by induction, the leaving userdoesnot have
them.):

k|011(k81); I‘|012(k81 IREES k|01d(k81)
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Basedon the above calculation, the non-critical costis
d encryptions. The number of messagesert is d. The
number of usersrooted at k,; is d" /. Each of these
usersdecrypts one of the above messageso obtain k?;.
Thus, the total number of decryptions by the usersin
this caseis d" 1.

Srecial sulraseat level (h  1). If the group con-
troller is changing the logical key at level (h 1), then
the number of usersthat needthe new logical key at
level (h 1)is(d 1). Thus,it would be possibleto save
one encryption and one messagewhile changing keys
at level (h 1). A similar subcasealso appliesto Cases
3.2.1and 3.3.1.

Case3.1.2: Complementay keysat the lower level.
In this case,we can use two complemenary keys to
senda messagedo all the usersrooted at k1. Obsene
that ead userin the subtreerooted at k,; has at least
one of thesekeys. Thus, the group controller sendsthe
following messages:

i1 (k31); cip(kdy)

Thus, the non-critical cost in this caseis two encryp-
tions. The number of messagesert istwo. The number
of decryptions by the usersis d" .

Srecial sulraseat level (h 1). If the group con-
troller is changing the logical key at level (h 1) and
if complemenary keysare usedat level h then we can
usec1; to sendthe new key to the usersrooted at k.
Thus, it would be possibleto save one encryption and
one messageavhile changingkeysat level (h 1). A simi-
lar subcasealsoappliesto Cases3.1.3,3.2.2,and 3.3.2.
And, in Case 3.2.2, the reduction is two encryptions
and two messages.

Case3.1.3: Complementay and logical keysat the
lower level. This caseis identical to Case3.1.2. In fact,
we obsenethat the logical keysat the lower level do not
a ect the non-critical cost. Hence,in Sections3.3.2and
3.3.3, we omit the discussionfor the casewhere both
typesof keysare usedat the lower level.

3.3.2 Complemenary Keys at the Upper Level

Once again, we consider two casesbasedon the keys
usedat the lower level.

Case3.2.1: Logical keys at the lower level. The
keys known to the leaving user at the upper level are,

are selected. The group cortroller needsto encrypt
the new keys, c9,;c4;::1; 0y, with ead of these keys
and sendthem to theseusers. However, the direct ap-
proach for sendingthese keys is expensiwe in terms of
the number of encryptions performed by the group con-
troller. Hence,we proposea technique that reducesthe
encryption cost for the group cortroller. In this tech-

nique, the group cortroller, rst, sendsa dummy key
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encrypted with ead of the logical keys at the lower
level. Since this dummy key is now known to all the
users(except the leaving user) rooted at c,1, the group
cortroller usesthis key to distribute the new comple-
mentary keys. Thus, the group cortroller sendsthe
following messages:

The group
cortroller ad1|evesth|s by dlstrlbutlng a dummy key to
the usersand then using this dummy key to distribute
the new keys. The group controller sendsthe following
messagego users rooted at 9, (S|m|lar messagesare

dummykeys(ca: %y: 55 €0

Based on the above calculation, the non-critical
costis d+ (d 1)(2d 1) encryptions. The number of
messagesert is d(d+1). The number of usersrooted at
cu1 isd" 1. Each of theseusersdecrypts one messageo
obtain the dummy key and (d 1) decryptions to obtain
the new keys. Thus, the number of decryptions by the
usersrooted at cy; is d" I (d). Also, the users rooted

the dummy key and (d 2) decryptions to obtain the
new keys. The number of decryptions by these usersis
d'i(d 1)(d 1). Thus,the total number of decryptions
by the usersin this caseis d" | (d®> d+1).

Case3.2.2: Complementay keysat the lower level.
As in Case3.1.2,two complemenary keysat the lower
level are su cien t for distributing the new keys. As be-
fore, the group cortroller initially distributes a dummy
key usingtwo complemerary keysfrom the lower level.
Then, it usesthe dummy keyto distribute the newkeys
at the upper level. Thus, for the usersrooted at c2, the
group cortroller sendsthe following messageiSimiIar
messageare sert for usersrooted at ¢3,; ;15 C0y.):

dummykeys(cuz,%s:iiii ud

Thus, the non-critical costis (d+1)3+(d 1)d encryp-
tions. The number of messagesert is 3d. The number
of decryptions by usersis d" I (d®> d+ 1).

3.3.3 Complemertary and Logical Keys at the Upper
Level

Case3.3.1: Logical keysat the Iower level. The group

Thus, the group cortroller sendsthe followmg messages
for usersrooted at cy1:

FOR SECURE MUL TICAST

81(082 CuS; : b 'Cud)

to sendthe new keysto these users Thus, the group
cortroller sendsthe following messageor usersrooted
at ky2 (Similar messagesre also sert to usersrooted
at kus; Kua;i::5 Kud )

Based on the above calculation, the non-critical
costis (2d 1)+ (d 1)(d 2) encryptions. The number
of messagesert is 2d. The number of decryptions by
usersis d" 1 (d? 2d+ 2).

Case3.3.2: Complementay keyslower level. To dis-
tribute kO, the group controller usestwo complemen-
tary keysfrom the lower level and sendsthe following
messages:

1 (k1) ePro(kay)

The group cortroller then usesk a1 to distribute the

ul(CuZ! Cu3; L ;ng
For usersrooted at ¢9,; c4;:::; ¢y, the group con-
troller usesthe keyskyz;kys;:::;kyg to distribute the

new keys. For example, for usersrooted at c9,, the
group controller sendsthe following message(S|m|Iar

..... 0
ku2(Cha; Cai 175 ¢y

Thus, the non-critical costis (d+ 1)+ (d 1)(d 2)
encryptions. The number of messagessen is (d+ 2).
The number of decryptions by usersis d" I (d? 2d+ 2).

Observ ations. Basedon the costscomputed in
this section, we obsene the following:

1. If complemenary keysare usedat a level then the
critical costis reducedfor that level.

2. If complemenary keysare usedat level j + 1 then
adding logical keysat that level doesnot a ect the
cost of changing keysat level j .

3. If complemenary keys are used at level j then
adding logical keys at level j reducesthe cost of
changing keysat level j .

We usetheseobsenations to enablethe group con-
troller to dynamically changethe algorithm for key dis-
tribution.

Theorem 3.2 For ead level, if the group con-
troller distributes the new keys using the appropriate
casegiven above then all the remaining usersget the
required new keys. And, the leaving user will not get
any of the new keys. n



4. Key Managemen t Algorithms

Basedon the keysusedat di erent levelsof the keytree,
we get a di erent algorithm for dealing with security in
a dynamic group. In this section, we presen four of
thesealgorithms.

We proceedas follows. In Section 4.1, we presert
the rst algorithm where the user has logical keys for

the upper % levels and complemeriary keys for the

Iower% levels. In Section4.2, we presert the secondal-
gorithm wherethe userhascomplemernary keysfor the
upper % levels and logical keys for the lower % levels.
In Section 4.3, we presen the third algorithm where
the user has complemenary keysfor every level in the
key tree. Finally, in Section 4.4, we presert the fourth
algorithm where the user has both logical and comple-
mentary keysfor every level in the key tree.

4.1 Logical Keys Upper Half

In this algorithm, for ead user, the group cortroller
h

maintains logical keys at levels 1;:::; % and comple-
mentary keysat levels %+ 1 %+ 2;:::;h of the key tree.
Note that, asstated in Section2, at the h"" level, now
there are complemenary keysaswell aslogical keys.

Cost of critical path. Obsene that Case 1.1
applies for distributing the new group key for levels,
1 ;% and Case 1.2 (or Case 1.3) applies for levels
tions. And, the number of messagesert is %

Cost of non-critical path.  From Case 2.2, the
non-critical cost for the lowestlevel is (d 1)(d 2) en-
cryptions and (d 1) messagesObsenethat Case3.2.2
applies (for changing keys) at levels (h 1) to (%+ 1).
Also, asdiscussedn Case3.1.2,it is possibleto reduce
the encryptions and messagesy two while changing
keys at level (h 1). Thus, the non-critical cost for
theselevelsis (d> 1) + (d?+ 1)(§ 2) encryptions and
(3d 2+ 3d(% 2) messagesCase3.1.2 appliesat level
%. The non-critical cost for this level is two encryp-
tions and two messages.Case 3.1.1 applies for levels
(% 1) to 1. The non-critical cost for these levels is
d(3 1) encryptions and d(}} 1) messagesCombining
the rekeying costsfor individual levels, the non-critical
cost of this algorithm is %(d2+ d+1) 4d+1encryptions.

And, the number of messagesert is (2dh 3d 1).
4.2 Complemertary Keys Upper Half

In this algorithm, for eat user, the group controller
..... h

maintains complemerary keysat levels1;2;:::; 3 and
logical keysat levels §+ 1; 3+ 2;:::; h of the key tree.

Cost of critical path. Case 1.2 applies for lev-
els1;2;:::; 2 and Casel.1 applies for levels &+ 1; 3 +
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the number of messagesert is %

Cost of non-critical path. As we discussedin
Section 3.2, the group cortroller need not change the
logical keys at the lowest level. Case3.1.1 applies for
levels(h 1)to (%+ 1). Also, as we discussedin Case
3.1.1,it is possibleto reducethe number of encryptions
and messagedy one while changing the keys at level
(h 1). Thus, the non-critical cost for these levels is
(d D+d(% 2)encryptionsand (d D+d(%} 2) messages.
Case 3.2.1 applies for level % The non-critical cost
for this level is (2d®> 2d+ 1) encryptions and d(d+ 1)
messages. Case 3.2.2 applies for levels (% 1) to 1.
The non-critical costsfor theselevelsis (d?+ 1)(% 1)
encryptions and 3d(% 1) messages. Combining the
rekeying costsfor individual levels,the non-critical cost
of this algorithm is % (d?+d+ 1)+ d?> 3d 1encryptions.
And, the number of messagesert is (d°+2dh 3d 1).

4.3 Complete Complemertary Keys

In this algorithm, the user hascomplemenary keysfor
every level (except level 0) in the key tree.

Cost of critical path. Casel.2(or Casel.3) applies
for all the levels. Thus, the critical costis h encryptions.
And, the number of messagesert is h.

Cost of non-critical path. Case2.2 appliesfor the
lowest level. Thus, the non-critical cost for the lowest
levelis (d 1)(d 2) encryptions and (d 1) messages.
Case 3.2.2 applies for levels (h 1) to 1. Also, as we
discussedin Case3.1.2,it is possibleto reducethe en-
cryptions and messagesdy two while changing the keys
at level (h 1). Thus, the non-critical cost for these
levelsis (d 1)+ (d 1)d+ (d°+ 1)(h 2) encryptions and
(3d 2 +3d(h 2) messages.Combining the rekeying
costs for the individual levels, the non-critical cost of
this algorithm is h(d®+ 1) 3d 1 encryptions. And, the
number of messagesen is (3dh 2d 3).

4.4 Complete Logical and Complemertary Keys

Cost of critical path. Casel.3 appliesfor all the levels
in the key tree. Thus, the critical costis h encryptions.
And, the number of messagesert is h.

Cost of non-critical path. Case2.2 appliesfor the
lowest level. Thus, the non-critical cost for the lowest
levelis (d 1)(d 2) encryptions and (d 1) messages.
Case3.3.2appliesfor levels(h 1) to 1. Also, aswe dis-
cussedin Case3.1.1,it is possibleto reducethe encryp-
tions and the number of messagedy onewhile changing
the keysat level (h 1). Thus, the non-critical cost for
theselevelsisdt(d 1)(d 2}+((d+1)}+(d 1)(d 2))(h 2) en-
cryptions and dr1+(d+2)(h 2) messagesCombining the
rekeying costsfor the individual levels, the non-critical
cost of this algorithm is h(d?> 2d+3) d 2 encryptions.
And, the number of messagesert is (dh+ 2h 4).

Summary . Now, we summarizethe results from
this section, in Figure 3, and compare theseresults to
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[3] [4] x41 | x42 | x43 | x4.4

Critical
(messages) 23 1 12 12 6 6
Critical
(encryptions) | 23 1 12 12 6 6
Total
(messages) 23 | 4096 47 63 67 38
Total
(encryptions) | 23 | > 107 60 78 95 66

Fig. 3 Complexity of the algorithms for 4% (d= 4; h= 6) users

thosein [3,4]. In [3], the group key is distributed last
and, hence, the critical cost is the same as the total

cost. We shaow the performance of our algorithms on
a sample group of size 4. From the results for the
samplegroup, we obsene that: (1) The critical costin

our algorithms is lower than the algorithm in [3] and the
total cost of rekeying is reasonable.For this group, we
seethat the critical costin [3]is 23 encryptions whereas
it is 6 encryptions in the algorithm of Section 4.4. (2)

Although onecan achieve a critical costof 1 encryption

by using the algorithm in [4], the non-critical cost in

[4] increasesby orders of magnitude when compared
with our algorithms. (3) The algorithms in Section4.3
and Section 4.4 have the lowest critical cost among alll

algorithms.

5. Reducing Non-critical Cost Further

In the algorithms preserted in Section4, the group con-
troller distributes the new group key before distribut-

ing any other keys. In this section, we show that this
fact can be usedto reducethe non-critical cost further.

We rst describe two approachesto reduce the non-
critical cost and then discussthe tradeo involved in
them. Our approadcesare variations of those proposed
in [5,6].

First approach. Let k denote one of the keys that
the leaving user, u, shared with other users. When u
leavesthe group, the group cortroller can change this
key by sendingthe following messagegwhere kg is the
new group key and k®is the new version of key k):

kg(k(k%)

Though this messagecan be received by every user
in the group, only those userswho have the old key k
and the new group key k§ can obtain k% As we can
see,the cost of this approad is less;only two encryp-
tions (respectively, one message¥or every key that the
leaving userhad. For example, using this approac the
non-critical cost of the algorithm in Section 4.1, for a
group size of 48, is reduced from 48 to 24 encryptions
and the number of messagesern is reducedfrom 35 to
12.
Second approach. The userscan also generate the
new key by using a one-way hash function, say f , that
is known to all users. Thus, the userscan generatethe
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new key by using the following function:
KO= f (k; kg)

If the group cortroller usesthis approach then the
non-critical cost (in terms of encryptions/messages)is
zero as far as the group cortroller is concerned. If
the number of usersis 4% then the use of this ap-
proach in the algorithm in Section 4.4 will reduce the
total encryptions/messagesto 6. By contrast, 23 en-
cryptions/messagesare required for the solution in [3].
Moreover, eventhough the algorithm in [4] can be used
to reducethe costto 1, the number of keys stored by
ead user to achieve this cost is 45. By cortrast, our
algorithm in Section 4.4 reducesthe critical costto 6
encryptions/messagesvhile keepingthe number of keys
stored by usersto 25. Note that the reduction achieved
using this approac is not compatible with [3]; in [3],
the new group key is distributed after all the other keys
have beendistributed.

Tradeo . Compared to the algorithms in Sec-
tion 4, the above approachesreduce the total cost of
rekeying. However, collusion posesa di cult y in these
approaches. Consider usersuy, and u, who are cur-
rently part of the group. Now, considerthe casewhen
um is removed from the group. In this case,the group
cortroller changesall the keysthat up, is aware of.

Now, if uy obtains the new group key kg from up
then uy, also getsthe new versionsof the keysit had.
With thesekeys, essetially, uy, continuesto be a part
of the group. Further, considerthe casewhen u, is
removed from the group, at a later time. The group
cortroller changesthe group key and distributes the
new group key, kg‘? to all the usersin the group. Since
Um is e ectiv ely still in the group, uyn will getk3? If u,
getsk%%rom up, then u, will alsogetthe newversionsof
the keysit had. Thus, it would beimpossibleto remove
um and u,. By contrast, in the algorithms preserted
in Section 4, knowledge of the new group key by up, or
un doesnot enablethem to learn about the other keys.

It follows that if collusion is unlikely in a given
system, then our algorithms provide a signi cant reduc-
tion in the total costof rekeyingwhile ensuringthat the
number of keysthat the usersmaintain is small. And,
if collusion is an issue, then our algorithms provide a
signi cant reduction in the critical costwhile ensuring
that the total cost of rekeying is manageable.

We note that the problem of user collusion in our
solutions is not as seriousasthat in [5,6]. In [5,6], it is
possiblefor two colluding usersto compromiseall the
shared keys that the group cortroller maintains. By
cortrast, in our solutions, given any two users, they
can compromiseonly a small subsetof the sharedkeys.

6. Providing Adaptivit y

The proposed combination of logical keys and com-
plementary keys also enablesthe group controller to



changethe algorithm for key distribution at run-time.
There are seeral motivations that can necessitatesuc
a change. We describe someof these motivations next.

Need to reduce critical cost. If the changes
in application requiremerts make it necessaryto reduce
the critical costduring group reorganization (i.e., if the
application requiresthat the interruption during group
reorganization be reduced), then the group controller
can achieve this by increasing the number of comple-
mentary keys used in the algorithm for key distribu-
tion. To changethe algorithm for key distribution thus,
the group cortroller needsto choosethe level at which
complemenary keysare added. If the group cortroller
choosesto add complemenary keysat level j, then it
can determine the cost of such addition by considering
the keysusedat level j+1. The costof such addition can
be determined by choosing the appropriate casefrom
Section 3.

For low values of j, the number of keys that the
group controller needsto add is small. However, adding
complemenary keysat those levelsincreasesthe num-
ber of decryptions that usersneedto perform during
group reorganization. For high valuesof j, the number
of subtreesis large and, hence,the number of keysthat
the group controller needsto add is high. In this case,
the group controller can give low priority to the task
of generating and sending these keys, as the underly-
ing group communication can cortinue without them;
thesekeysare useful in reducing the critical cost when
a user leavesthe group.

Need to reduce non-critical cost. If the
changesin application requiremerts make it necessary
to reduce the non-critical cost (respectively, the total
cost) during group reorganization, then the group con-
troller can achieve this by increasingthe proportion of
the logical keys. It can achieve this in two ways: (1)
increasethe logical keys or, (2) remove some comple-
mentary keys.

As we can seefrom the results in Section 3, com-
bining the logical and complemenary keysreducesthe
non-critical cost. More speci cally, for the casewhere
both logical and complemenary keysare usedat level
i, the cost of changing these keysis lessthan the case
where only complemenary keysare usedat level j (cf.
Section3.3). Thus, if the userscan maintain additional
logical keys then the group cortroller can reduce the
non-critical cost by adding logical keys at a level that
already usescomplemenary keys.

The group controller can also reduce the non-
critical cost by removing some of the complemenary
keys. This approach is desirable if the users cannot
maintain the additional keys. For removing thesekeys,
it suces that the group controller doesnot distribute
them during subsequen rekeying.

Rate of joins/lea ves. If the rate of joins/leaves
becomeshigh, the group controller can chooseto use
the approadhesin Section5 to reducethe cost of rekey-
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ing. While the approachesin Section5 cannot dealwith
colluding users, the reduced cost will ensurethat the
group cortroller is not overwhelmeddue to the number
of encryptions it needsto perform (respectively, mes-
sagesit needsto send). When the rate of joins/leaves
is lowered, the group controller can use the technique
such as periodic rekeying [7] to ensurethat colluding
userscannot accesghe group inde nitely .

Based on the above discussion, it follows that
our approach for combining logical and complemenary
keys allows the group cortroller to dynamically adapt
the algorithm for key distribution basedon changing
application/user requiremerts and user capabilities.

7. Conclusion

In this paper, we preserted a family of algorithms that
identi ed the tradeo betweenthe critical cost, the cost
to changethe group key so that the group communi-
cation is restored, and the non-critical cost, the cost
to change other shared keys so that future changesin
group membership are handled quickly. These algo-
rithms are basedon logical keys[3] and complemenary
keys[4].

Basedon the application requiremerts for critical
and non-critical cost, the group controller can choose
an appropriate algorithm from this family. Moreover,
if the application requiremerts changethen the group
cortroller can adapt the algorithm for key distribution
accordingly. We showed that for systemswhere collu-
sion is unlikely or where the rate of joins/leavesis too
high, our algorithms can be usedto further reducethe
total cost of rekeying while ensuring that the number
of keysthat the usersmaintain is low. Also, if collusion
is likely in a given systemthen we showed that our al-
gorithms can be usedto reducethe critical cost while
increasingthe total cost slightly.

In the analysisperformedin this paper, we focused
on the leave operation, as the cost of the critical path
is important only for the leave operation. To seethis,
obsene that for the join operation, the cost of the crit-
ical path is always two. The group cortroller needsto
send the new group key twice; once by encrypting it
with the old group key and onceby encrypting it with
the personalkey of the joining user. However, if a user
has left the group (or if it is forcedto leave the group)
and we want to ensurethat the leaving usercannot de-
crypt any future messagesert to the group then the
cost of critical path is crucial in restoring the group
communication.

Although we discussedthe case where only one
user had left, our algorithms can also be used for the
casewhere multiple usersleave simultaneously. In such
a batch leave, it is possibleto reduce the cost of the
leave so that the cost of rekeying for the batch is less
than the sum of the costsfor individual rekeying. We
refer the readerto the technical report version of [1] for
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the approach of such batch rekeying while using logical
and complemernary keys.

Our algorithms can be extended to adapt to the
users' behavior in a group. If the group cortroller is
aware of proles of dierent usersin the system then
the group cortroller can changethe algorithm for key
distribution accordingly. For example,if someusersare
more likely to leave the group than other users, then
these users can be grouped together in one subtree.
As an illustration, considerthe arrangemert shown in
Figure 1. If usersrooted at k; are expectedto be tran-
siert, the group cortroller can add a complemenary
key, c;, at that level. However, the corresponding com-

the user rooted at k; leaves, the group cortroller can
send just one message,cl(kg), to the usersrooted at
Thus, these userswill receive the new
group key quickly. Moreover, the complemenrary key
c1 heednot be changedasthe leaving userdid not have
it. We refer the readerto [8] for work on user pro ling.

As discussedin Section 6, our algorithms per-
mit the casewhere the group cortroller provides dif-
ferertial level of serviceto dierent users. This ap-
proach can be extended to deal with the casewhere
the usersare heterogeneousn nature and their capabil-
ities/requirements vary. For example, a user with low
computing power/lo w bandwidth may be willing to tol-
erate a longer delay in obtaining the group key whereas
userswith high computing power/high bandwidth may
want to ensurethat the interruption is minimal. It is
possibleto useour algorithms to provide such di eren-
tial service.

We would like to note that our work di ers from
that in [9] in that oncethe group key is established,
the group cortroller neednot participate in group com-
munication. By cortrast, in [9], seweral subgroupsare
maintained and the communication acrosssubgroupsis
handled by subgroup cortrollers that decrypt/encrypt
messagescrosssubgroupboundary. Also, unlike [7,10]
where the users outside the group can obtain mes-
sagessert to a group, our solutions (as well as those
in [1{6,9]) ensurethat only current members can ob-
tain messagesert to the group.
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