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Abstract—Unknown RFID tags appear when the unread tagged
objects are moved in or tagged objects are misplaced. This paper studies the practically important problem of unknown tag
detection while taking both time-efficiency and energy-efficiency
of battery-powered active tags into consideration. We first propose
a Sampling Bloom Filter which generalizes the standard Bloom
Filter. Using the new filtering technique, we propose the Sampling
Bloom Filter-based Unknown tag Detection Protocol (SBF-UDP),
whose detection accuracy is tunable by the end users. We present
the theoretical analysis to minimize the time and energy costs.
SBF-UDP can be tuned to either the time-saving mode or the
energy-saving mode, according to the specific requirements. Extensive simulations are conducted to evaluate the performance
of the proposed protocol. The experimental results show that
SBF-UDP considerably outperforms the previous related protocols
in terms of both time-efficiency and energy-efficiency. For example, when 3 or more unknown tags appear in the RFID system with
30 000 known tags, the proposed SBF-UDP is able to successfully
report the existence of unknown tags with a confidence more than
99%. While our protocol runs 9 times faster than the fastest
existing scheme and reducing the energy consumption by more
than 80%.
Index Terms—RFID, unknown tags detection, energy-efficiency,
time-efficiency.
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I. I NTRODUCTION
A. Background

R

ADIO Frequency Identification (RFID) technology is a
type of wireless technique that can automatically identify
or track the RFID tags attached to objects or even humans.
Compared with the conventional bar-code systems, RFID technique owns many attractive advantages, such as remote and
multiple access, simple computational ability, and non-sight
limitation, etc. Therefore, it is widely used in the the localization [1]–[3], warehouse monitoring [4]–[6] and supply chain
management [7]–[10]. A typical RFID system consists of a
back-end server, a single (or multiple) reader(s) and a large
number of tags [11]. The tags are attached to items, and each
one has a small memory to store its unique ID (96-bit) for
individual identification and some information (e.g., product
price, shelf-life, etc.) of the tagged item. The RFID tags are
generally classified into two types: active tags and passive tags.
The active RFID tag uses an internal battery to continuously
power the RF communication circuitry, whereas, the passive
RFID tag relies on RF energy from the reader to power its
circuitry.

B. Motivation and Problem Statement
In most RFID-enabled applications such as inventory control
and warehouse management, normally, the ID information of
all tags are stored in a database of the backend server. When
some tags are moved out, the corresponding ID information
are deleted from the database; when new tags are moved in,
the corresponding ID information obtained from tag identification protocols [12], [13] are added into database. However,
due to errors in the communication link, e.g., caused by the
obstacles in the radio path, some new tags may be left unread [14], [15], and thus unknown tags appear. On the other
hand, the misplacement of tagged items can also result in
the unknown tags because the misplaced tags are “strangers”
to the reader locating in this region. The chilled food will
quickly decay if it is misplaced at the zone with no refrigeration
equipment and not discovered in time. More seriously, in the
warehouse management, a tagged lighter that is misplaced
in the area of alcohol may cause fatal safety problem [16].
For reader, both the unread tags and the misplaced tags are
unknown tags.
The Unknown Tag Problem (UTP) can be generally classified into two sub-problems: detection and identification. The
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unknown tag detection problem concentrates on discovering the
existence of the unknown tags. In contrary, the unknown tag
identification problem aims at pinpointing the exact unknown
tags. Intuitively, the identification process consumes more time
(and energy when active tags are used) than detection process,
because identification needs to reports all information about unknown tags while detection only needs to reports the existence
of unknown tags (i.e., YES or NO). The heavy identification
process sometimes does not discover any unknown tags and
thus wastes a lot of time because there are no unknown tag at
all. Inspired by [17], a wise way is to periodically perform the
tiny unknown detection protocol, and the identification protocol
(e.g., BUIP-CF) is invoked only when the detection protocol
reports the existence of unknown tags.
In this paper, we study the problem of unknown tag detection,
which is formally defined as follows. We target at providing
a detection protocol to discover the existence of unknown tags
with a reliability of at least β if λ or more unknown tags appear
in the RFID system that consists of N known tags.
C. Existing Work and Limitations
The Single Echo based Batch Authentication (SEBA) protocol proposed in [18] uses the well-known Framed Slotted
Aloha communication mechanism to detect the existence of
unknown tags (called counterfeit tags in [18]). The unexpected
response received by the reader is treated as the evidence of
unknown tags. SEBA+ [19] exploits the standard Bloom Filter
(BF) technique to generalize the SEBA. In SEBA+, each tag
randomly selects r ≥ 1 slots to respond within a frame. As long
as one responding location of a unknown tag is not covered by
response(s) from known tags (called legitimate tags in [18]),
the existence of unknown tags is discovered. SEBA is a special
case (r = 1) of SEBA+.
These two protocols have three drawbacks: (1) The Bloom
Filter is constructed distributively by tags on the slot level.
According to Philips I-Code specification [20], any two consecutive transmissions (from a tag to a reader or vice versa) are
separated by a waiting time t0 = 302us. Hence, constructing
BFT ⇒R (from tags to reader) is time-consuming. For example,
if we want to construct a BF with 1000 bits, the time cost of
BFT ⇒R is 1000 × (t0 + tbit ), where tbit is the time of transmitting 1-bit information from a tag to the reader. It involves
a large amount of waiting time, which leads to the low timeefficiency. (2) SEBA and SEBA+ leverage the expected empty
slots to detect the unknown tags. To guarantee the required
detection accuracy, the ratio of expected empty slots to the
whole frame size should be kept at a certain level. Therefore, the
frame size is necessary to be proportional to the tag population
size, which leads to the poor scalability. (3) Energy-efficiency,
an important metric when active tags are used, is not considered
in [18], [20].
D. Main Contributions
According to the investigation of the prior work, we think
the problem of unknown tag detection is of practical importance
and still soliciting new efficient solutions. To this end, this paper
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studies the problem of unknown tag detection and makes the
following contributions:
1) We combine the standard Bloom Filter and sampling idea
to propose the Sampling Bloom Filter (SBF), in which
no element is necessary to use k times hashing, however,
each of the k hashings depends on the the sampling
probability.
2) We exploit the new filtering technique to propose the
Sampling Bloom Filter-based Unknown tag Detection
Protocol (SBF-UDP), in which the reader constructs a
filter according to the IDs of known tags. Then, the filter
is broadcasted to all tags for verifying their membership.
3) This paper takes both time-efficiency and energyefficiency into account. Sufficient theoretically analysis
are proposed to investigate the parameter settings to
minimize the time cost (or energy consumption) while
guaranteeing the predefined detection reliability.
4) Extensive simulations are conducted to evaluate the performance of the proposed protocol. The experimental results demonstrate that the proposed protocol considerably
outperforms the existing related protocols in terms of
both time-efficiency and energy-efficiency.
The rest of this paper is organized as follows. The related work is reviewed in Section II. Section III describes the
preliminary knowledge including system model and the used
performance metrics. We propose the SBF-UDP as well as the
theoretical analyzes of the parameter settings in Section IV. In
Section V, extensive simulation experiments are conducted to
evaluate the performance of the proposed SBF-UDP. This paper
is concluded in Section VI.
II. R ELATED W ORK
RFID is an emerging technology that is widely used in
many monitoring applications. There are two basic monitoring
tasks that solicit efficient solutions: missing tag problem and
unknown tag problem.
Missing Tag Detection: In recent years, many efforts have
been made to address the missing tag problem. Tan et al. proposed the Trust Reader Protocol (TRP) to detect the missingtag event with a predefined probability β when the number of
the missing tags exceeds a given threshold [21], which also
inspired the problem formulation of this paper. To improve
the time-efficiency and energy-efficiency of TRP, Luo et al.
introduced the sampling idea, and thus proposed the Efficient
Missing-tag Detection (EMD) protocol, where they used the
detection result on the sampled tags to probabilistically reflect
the whole intactness [22]. However, EMD still has a large
room to be improved because it contains a large proportion of
expected empty/collision slots that cannot be used in missing
tag detection. To overcome this deficiency, Luo et al. studied a
multi-hashing-seed approach to reduce the useless empty slots
and collision slots involved in the EMD protocol and thus proposed the Multi-Seed Missing-tag Detection (MSMD) protocol
[17]. These protocols (TRP [21], EMD [22] and MSMD [17])
concentrate on discovering the missing-tag event, instead of
pinpointing which tags are missing.
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Fig. 1. Standard Bloom Filter vs. Sampling Bloom Filter. (a) Standard Bloom Filter: each element is pseudo-randomly compressed into the filer using k different
hashing functions. (b) Sampling Bloom Filter: each element is also pseudo-randomly mapped to the filter with k hashing functions, however, each mapping is
implemented with a sampling probability p, and the sampling process is also pseudo-random.

Missing Tag Identification: The Iterative ID-free Protocol
(IIP) proposed in [23] is a variant of the Framed Slotted Aloha
protocol, and is able to pinpoint the exact missing tags. The
protocols proposed by Zhang et al. in [24] accelerate the
protocol’s execution by leveraging the collaboration of multiple
readers. To improve the slot utilization, an efficient collision
reconciling method was proposed to change some collision
slots into singleton slots that can be used for the identification
of missing tags [25]. Zheng et al. investigated the compressive
sensing technique to perform the identification at the physicallayer [26].
Unknown Tag Identification: The unknown tag problem is
also very important in practice [27]. As aforementioned, the
unknown tagged objects such as misplaced or left unread
items could cause serious economic loss or security issues.
The existing protocols dedicated for unknown tag detection
have been reviewed in Section I. In terms of unknown tag
identification, Sheng et al. exploited the Framed Slotted Aloha
mechanism to propose a CU (Collect Unknown tags) [28]. The
tags responding the expected empty slots are necessary to be
unknown tags, and will keep active to be collected by Enhanced
Dynamic Framed Slotted ALOHA (EDFSA) protocol [29].
Multiple rounds are required to achieve desired identification
accuracy. In the CU protocol, only the expected empty slots
are used to detect the unknown tags. However, other slots are
not fully explored. Moreover, all known tags participate in
each round, which interferes the unknown tag detection. To
overcome these drawbacks of the CU protocol, the BUIP-CF
protocol proposed in [30] uses, in addition to the expected
empty slots to label the unknown tags, also the expected singleton slots to deactivate the known tags (preventing them from
interfering the detection of unknown tags). Specifically, if one
and only one tag responds in an expected singleton slot, this
must be known tag. Then, the reader sends an ACK signal to
deactivate it (i.e., to enter the sleep state). However, if one or
more tags respond in an expected empty slot, all of them must
be unknown tags. Then, the reader sends a NACK signal to
label them (i.e., telling them not to participate in the next round,
but still remain active). In a round, some known/unknown tags
could be deactivated/labeled, and they will not participate in
the following rounds; the other tags will participate in the next
round. This process is repeated for multiple rounds until all
known tags are deactivated. In contrary, all the unknown tags
keep active and will be collected by the EDFSA protocol [29].
Liu et al. proposed to use bit vector (from reader to tags) to fast

filter out the unknown tags [31] for the purpose of unknown tag
identification. Further, they investigated a bitwise XOR filter
technique, the “1s” in the XOR filter can not only label the
unknown tags but al accelerate the unknown ID collection [27].
Bloom Filter Technique: A Bloom Filter [32]–[34] is a wellknown data structure that is very popular in database applications and also receives widespread attention in the networking
literature. Bloom Filter (BF) probabilistically represents a set
of n elements Y = {y1 , y2 , · · ·, yn }, which can be used to test
set membership. Specifically, the Bloom Filter compresses this
set into a filter vector with w bits by hashing each element in Y
into the vector using k hashing functions H1 , H2 , · · ·, Hk . As
illustrated in Fig. 1(a), a bit in the vector is set to “1” if at least
one element is hashed to that index in the vector; otherwise,
it is set to “0”. When checking whether a given element y
belongs to the set Y , we compute H1 (y), H2 (y), · · ·, Hk (y)
and assert y ∈ S if and only if all these k bits are “1s” in the
vector; otherwise, y ∈ Y . Bloom filter technique is relatively
lightweight and has potential to be used on RFID devices. For
example, [4], [8] use Bloom filter or its variant to search the
exact wanted tags in a given RFID system.

III. P RELIMINARY
A. System Model and Assumption
We assume a large-scale RFID system that consists of a backend server, a reader, N known tags, and M unknown tags,
where usually M  N . Let TΔ denote the known tag set, i.e.,
TΔ = {t1 , t2 , . . . , ti , . . . , tN }, and the number N as well as
ID information in TΔ is available in a database on the backend server. The unknown tag set is denoted as TΛ , i.e., TΛ =
{tu1 , tu2 , . . . , tui , . . . , tuM }, whereas, both the number M
and the specific ID information in TΛ are not known in advance.
Each tag has a unique ID and is equipped with the same uniform
hash generator H(·). We assume the reader has adequate power
to interrogate all the tags including the known ones and the
unknown ones. Moreover, the reader communicates with the
back-end server via a high-rate network link, and has access
to the ID information of all known tags.
The reader communicates with the tags in a time-slotted way,
where the slots are synchronized by the periodical “end slot”
commands broadcasted by the reader. According to the specification of the Philips I-Code system [20], the wireless transmission rate from a tag to a reader is 53 Kb/s and the rate from a
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reader to a tag is 26.5 Kb/s. Any two consecutive transmissions
(from a tag to a reader or vice versa) are separated by a waiting
time t0 of 302 us [16]. The duration of a slot that supports
transmission of μ-bit data is t0 + μtbit , where tbit is the time
for transmitting 1 bit. Usually, μ is less than 96, i.e., the length
of tag ID. Following prior literature [23], the slots are classified
into tag slots, long-response slots and short-response slots.
The length of a tag slot is denoted as ttag , which allows the
transmission of a tag ID (96 bits), either from the reader to the
tags or from a tag to the reader. The length of a long-response
slot is denoted as tlong , and is sufficient to transmit 10 bits
information. The length of a short-response slot is denoted as
tshort , and allows the transmission of only 1 bit information. In
this paper, ttag is set to be 4 ms for transmission of a tag ID
(96 bits) from a tag to a reader or vice versa. Similarly, tlong
and tshort are set to be 0.7 ms and 0.4 ms, respectively.
B. Energy Consumption Model
Because the battery of a reader can be easily recharged or
the reader may even use an external power source [17], the
energy consumed by the reader is ignored in this paper. Accordingly, we only consider the energy consumption of the batterypowered active tags, particularly, the known tags. During a slot,
an active tag has two types of states: awake state and sleep state
[35]. Specifically, a tag needs to be in the awake state (i.e., its
CPU works at full energy and the radio remains active) for
communication. An awake tag may operate one of the three
actions during a certain slot: transmitting data to the reader;
receiving data from the reader; or just listening the channel for
the periodical ‘end-slot’ commands broadcasted by the reader.
Since the radio scanning consumes most of the energy, the
above actions of an awake tag almost consume the same amount
of energy. Similar assumptions are also made in [36]. Let ω
denote the energy consumption of an awake tag during a tag
1
of the
slot. Since the length of a short-response slot is 10
tag slot, the energy consumption of an awake tag during the
1
ω. For similar reason, the energy
short-response slot is about 10
7
ω. To conserve
consumed in a long-response slot is about 40
battery power, the tag can enter the sleep state, where the CPU
works in a low power mode and radio reception is disabled. The
ratio of energy consumed between the awake and sleep states is
typically on the order of 100 or more [35], so we neglect the
energy consumption of an asleep tag. We use E to denote the
energy
 1  of N known
 tags, which
 is given as E =
N consumption
7
η
·
ω
+
η
·
ω
+
η
·
ω
, where ηi1 , ηi2 and
i1
i2
i3
i=1
10
40
ηi3 indicate the number of the short-response slots, the longresponse slots and the tag slots that tag ti keeps awake for,
respectively. The used notations are summarized in Table I.
C. Performance Metrics
We consider two important performance metrics: (1) execution time: we obviously desire to discover the unknown tag
event as soon as possible, and thus we are able to take timely
countermeasures, e.g., replacing the chilled food to the zone
equipped with freezers. (2) energy consumption: the battery
volume of active tag is typically limited and replacing batteries
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TABLE I
N OTATIONS U SED IN T HIS PAPER

for a large number of tags is quite laborious. Therefore, it
is desirable to reduce the energy consumption as much as
possible. The protocols proposed in this paper are not limited to
the active tags. If only passive tags are used in an application,
the time-efficiency becomes the only performance metric.
IV. A S AMPLING B LOOM F ILTER -BASED
U NKNOWN TAG D ETECTION P ROTOCOL
In this section, we first propose the Sampling Bloom Filter
which generalizes the standard Bloom Filter. Then, we present
the detailed design of the Sampling Bloom Filter-based Unknown tag Detection Protocol (SBF-UDP). After that, we theoretically investigate how to configure the system parameters,
e.g., the number of hashing functions, the sampling probability,
the filter length, to guarantee the predefined detection reliability. Finally, we analyze the time cost and energy cost of our
SBF-UDP, respectively.
A. Overview of the Sampling Bloom Filter
Given a set Y = {y1 , y2 , · · ·, yn } containing n different elements, the principle of the Sampling Bloom Filter is presented
as follows. As illustrated in Fig. 1(b), each element is mapped
to the filter using k hashing functions. However, different from
the standard Bloom Filter, when “inserting” a certain element
into the filter, each of the k mappings is really implemented
with a sampling probability p. For example, the element y1
is hashed to the 5th bit using H1 (·), but this mapping is not
sampled, then the 5th bit will not be set to “1”. When checking
whether a given element y belongs to Y , as long as one of the
k mappings is sampled and the corresponding bit is “0”, we
can assert that y ∈ Y ; otherwise, y ∈ Y . Clearly, the proposed
Sampling Bloom Filter is a general version of Bloom Filter. In
other words, the standard Bloom Filter is a special case (p = 1)
of the proposed Sampling Bloom Filter.
B. Protocol Design of SBF-UDP
The proposed SBF-UDP consists of three stages: (1) Constructing the Sampling Bloom Filter; (2) Verifying the Tag
Identity; and (3) Announcing Unknown Identity.
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1) Constructing the Sampling Bloom Filter: The reader has
access to a database that stores the ID information of all known
tags. The reader then compresses each known tag ID to the
f -bit filter F using k uniform hashing functions. Specifically,
an arbitrary known tag ti with IDi is mapped to the locations
li1 , li2 , . . . , liu , . . . , lik , where liu = Hu (IDi , R1 ) mod f , u ∈
[1, k], and R1 is a random seed. The k bits are called the
representative bits of tag ti . Note that, no representative bit
is necessary to be set to “1”, which actually depends on the
sampling result. Given a sampling probability p ∈ (0, 1], the
reader calculates an integer x = X × p, where X is a large
constant that is pre-configured in the tag chip [22]. The representative bit with location liu is sampled and set to “1” only
when Hu (IDi , R2 ) mod X ≤ x, where R2 is another random
number used for sampling process; otherwise, the reader does
not change this bit. The Sampling Bloom Filter is completed
after all the known IDs are inserted into the filter according to
the method described above.
2) Verifying the Tag Identity: Then, the reader broadcasts
the employed parameters R1 , R2 , k, f, x along with the constructed f -bit filter to all RFID tags. Each tag uses the same
k hash functions H1 (·) ∼ Hk (·) and the received parameters
to check whether it belongs to the known tag set. Specifically,
for an arbitrary tag, it first calculates Hu (ID, R2 ) mod X,
u ∈ [1, k]. If the hashing result is equal to or less than x, it
means the uth representative bit of this tag is sampled. Then, the
tag further calculates lu = Hu (ID, R1 ) mod f . If the lu th bit
is “0”, this tag will be aware of its unknown identity; otherwise,
it will check its other representative bits using the same method.
As long as one of the representative bits is sampled but turns out
to be “0”, the tag is necessary to be unknown tag.
3) Announcing Unknown Identity: At the end of this protocol, the unknown tags that are aware of their unknown identity
will respond to the reader to announce its unknown identity. If
the reader senses a busy slot carrying announcement(s), it will
successfully detect the existence of unknown tag(s).
Clearly, the actual number of unknown tags has significant
impact on the detection results of our SBF-UTD. The more
unknown tags there are in the system, the more likely our
SBF-UTD detects the existence of unknown tags. (1) If there
is no unknown tag, SBF-UTD will not report the existence of
unknown tags. (2) If the number of unknown tags is less than
the threshold λ, SBF-UTD can sill have a chance to discover
the existence of unknown tags. But we do not guarantee the
required reliability of β. (3) If the number of unknown tags
is larger than the threshold λ, theoretical analysis in the next
section can guarantee that the actual reliability of SBF-UTD is
larger than β. No matter how many unknown tags appear in the
system, the processes of SBF-UTD is always the same because
unknown tags announce their unknown identity at the end of
our protocol. Even if there is no unknown tag, SBF-UTD still
needs to go through the above three stages. The execution time
is independent of the number of unknown tags.
C. Investigating the Detection Accuracy
There are two types of false detection for the unknown
tag detection problem. (1) The detection protocol reports the
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existence of unknown tags, although there is no unknown
tag (i.e., “false alarm”). (2) The detection protocol does not
discover any unknown tags, despite the presence of unknown
tags (i.e., “miss-detection”). SBF-UTD does not incur false
alarms, because the sampled representative bits of a known
tag will always be “1s”. On the other hand, our protocol
indeed suffers from the miss-detection, which occurs when
all the representative bits of unknown tags are “occupied” by
known tags. We formally analyze the miss-detection in this
section.
We use P (N, M, f, k, p) to denote the probability of successfully discovering the existence of unknown tag(s) when there
are N known tags and M unknown tags, the filter length is f ,
the sampling probability is p, and the k uniform hash functions
are used. In the following, we theoretically propose the expression of P (N, M, f, k, p). Let Pf alse denote the probability that
an arbitrary unknown tag eventually passes the detection. A
unknown tag can pass the detection only when each of its k
representative bits satisfies one of the following conditions: (1)
not sampled; (2) if sampled, at least one known tag is hashed
to the same location, which sets the representative bit to “1”.
Pf alse is expressed as follows:

Pf alse =



1
(1−p)+p 1 − (1 − p) + p 1 −
f

= 1 − pe−

N kp
f

Nk

k

k
.

(1)

As long as one of the M unknown tag is discovered, the
existence of unknown tags will be successfully reported. Hence,
the detection probability P (N, M, f, k, p) can be given as:
P (N, M, f, k, p) = 1−PfMalse = 1− 1−pe−

N kp
f

M k
.

(2)

According to (2), we find that P (N, M, f, k, p) monotonically increases as M increases. Hence, when the number M of unknown tags exceeds the threshold λ, we have
P (N, M, f, k, p) ≥ P (N, λ, f, k, p). Obviously, if we could
guarantee P (N, λ, f, k, p) ≥ β, the actual detection probability
will be larger than β for any M ≥ λ. By solving the inequality
P (N, λ, f, k, p) ≥ α, we have


f≥
ln

−N kp
1

.

(3)

1−(1−β) λk
p

D. Analyzing the Performance of SBF-UDP
In this subsection, we analyze the time cost and the energy
cost of the proposed SBF-UDP, respectively. Moreover, we
investigate how to minimize them.
1) Time Cost: Following [18], [19], [28], [30], we only
consider the time consumed by the wireless communication
between the reader and the tags, and exclude the time consumed
by computation. In the stage of Constructing the Sampling
Bloom Filter, one tag slot ttag is adequate for the reader to
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Fig. 2. Investigating the impact of p and k on the time cost of SBF-UDP,
where N = 10 000, λ = 100, β = 95%, p varies from 3% to 100%, and k
changes from 1 to 15.

broadcast the initialization parameters. The f -bit filter will be
divided into S segments of 96-bit to be sequentially transmitted
in S tag slots [23] when its length is larger than 96 bits (the
maximum number of bits that can be transmitted in a tag slot),
f
. Then, the time for by transmitting the filter is
where S =  96
f
 96  × ttag , where ttag can afford transmitting 96-bit data.
In the stage of Verifying the Tag Identity, the reader waits one
short-response slot tshort for listening the expected announcement from the unknown tags. Hence, the time cost T of SBFUDP is given as follows:
 
f
T = ttag +
(4)
× ttag + tshort .
96
2) The Minimum TimeCost:
 According
 to (3), f should be
1
1−(1−β) λk
set larger than −N kp/ ln
so as to meet the
p
predefined accuracy. Eq. (4) shows that T is an increasing function with respect to f . Hence, given N , λ, β,

 k, and p, the filter
length f should be minimized to −N kp/ ln

1

1−(1−β) λk
p

to achieve the minimum time cost Tmin . Note that, this is
just a local optimization with fixed p and k. As illustrated in
Fig. 2, different parameter pairs p, k result in different time
cost of SBF-UDP. Note that, the dotted line in Fig. 2 actually
corresponds to the use of the standard Bloom Filter (i.e., p = 1),
which reveals the superiority of our Sampling Bloom Filter.
Then, the next key task is to search the optimal pair pt , kt
to get the overall minimum time cost of SBF-UDP. Note that, if
the sampling probability p is too small, the detection accuracy
cannot be larger than the desired reliability β for any values of
k and f . Such a small sampling probability p cannot be used. In
what follows, we derive the lower bound pmin of the sampling
probability


f≥
ln

−N kp
1

 >0

1−(1−β) λk
p
1

⇒ p > 1 − (1 − β) λk .

(5)
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Hence, the lower bound pmin on the sampling probability is 1 −
1
(1 − β) λk . For instance, if the tolerance number λ is set to 20,
the number k of used hashing functions is 5, and the detection
reliability β is set to 95%, the minimum sampling probability
pmin is about 3%.
3) Energy Cost: Recall that the long filter is divided into S
segments of 96-bits to be sequentially transmitted, where S =
f
. Each tag remains awake before successfully receiving all
 96
the segments containing its representative bits. For an arbitrary
known tag (we do not consider the energy consumption of the
unknown tags), let L be the index of the last segment that
contains its representative bit(s). Clearly, this tag has to keep
active for L tag slots to receive the first L segments before
entering the sleep state. The goal is to calculate the expectation
of L. This can be treated as a problem of allocating k balls
into S bins. The bins are numbered from 1 to S. Each of the
k balls is thrown with probability p into one of the S bins
following uniform distribution. Note that, one bin can contain
more than one balls. Question: Which bin is the last one that
contains ball(s) on average? We propose Theorem 1 to answer
the question.
Theorem 1: Assuming there are k balls to be thrown into S
bins numbered from 1 to S. For a certain ball, it is determined
to throw with a probability p. If we determine to throw it,
the S bins have the same chance S1 to obtain this ball. After
tackling all the balls, the index of the last bin containing
ball(s) is denoted as L. The expectation E(L) of L is S −

S−1 
ip k
.
i=0 1 − p + S
Proof: Let P [L = u] be the probability that the uth bin is
the last bin containing at least one ball, where u ∈ [0, S]. u = 0
means no balls are thrown. P [L = u] is given as follows:
⎧ k
k−i
 k   1 i 
⎪
⎪
pS
(1 − p) + p u−1
⎪
i
S
⎪
⎨ i=1
k  
i
P [L = u] = 
k
⎪
p S1 (1 − p)k−i
⎪
i
⎪
⎪
⎩ i=1
(1 − p)k

u ∈ [2, S]
u=1
u = 0.
(6)

According to (6), P [L = u] can be simplified to

P [L = u] =

1−p +

(1 − p)


up k
S


− 1−p+

p(u−1)
S

k

k

u ∈ [1, S]
u = 0.
(7)

The expectation E(L) is given as

E(L) =

S

u=0

u × P [L = u] = S −

S−1

i=0

1−p+

ip
S

k

. (8)


Corollary 1: For fixed k and p, E(L) is an increasing
function with respect to S.
Proof: Given a fixed k, E(L) becomes a function with
respect to S, which is denoted as Q(S). For an arbitrary positive
integer S, if Q(S + 1) > Q(S) always holds, E(L) is proved
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to be an increasing function with respect to S. According to (8),
Q(S + 1) − Q(S) is given as
Q(S + 1) − Q(S)

S

ip
= (S+1)−
1−p+
S+1
i=0
S−1
S

p
=1− 1−
−
S+1


 i=0
>0

k





S−1

ip
− S−
1−p+
S
i=0
k

ip
−
S+1


ip
S

k

k

> 0.


<0

(9)
Therefore, Q(S) (i.e., E(L)) is an increasing function with
respect to S.

Recall the problem of allocating k balls to S bins. The
last bin containing ball(s) is expected to be the E(L)th bin,
determined by (8). Known tags have to keep awake before
receiving the last segment (E(L)th segment) containing its
representative bits. Overall, they have to remain awake for one
tag slot to receive the initialized parameters and E(L) = S −

S−1 
ip k
(expectation value) more tag slots before
i=0 1 − p + S
entering the sleep state. The expected energy consumption of a
known tag during one execution of SBF-UDP is [1 + E(L)] ×
ω. For N known tags in total, the energy cost E of SBF-UDP
(excluding the energy consumption of unknown tags) is:
E = N × [1 + E(L)] × ω

S−1

ip
1−p+
=N × 1 + S −
S
i=0

k

× ω.

(10)

4) The Minimum Energy Cost: When the battery powered
active tags are used, as aforementioned, we may need to
minimize the energy cost, thereby prolonging the lifetime of
the RFID system. Obviously, the energy cost E of SBF-UDP
is an increasing function with respect to E(L). Moreover,
according to Corollary 1, E(L) is also an increasing function
with respect to S. Hence, the energy cost E!is an increasing
f
. Similar to the
function with respect to S, where S = 96
analysis of the minimum time cost T in Section
 IV-D2, the filter

length f should be minimized to −N kp/ ln

1

1−(1−β) λk
p

,

thereby achieving the minimum energy cost while meeting the
predefined detection accuracy. Note that, this is also a local
optimization with given k and p. As illustrated in Fig. 3,
the parameters p, k significantly affect the energy cost of
SBF-UTP. Again, to get the overall minimum energy cost E,
searching the optimal parameter pair pe and ke is necessary.
In this paper, we propose a simple Algorithm 1 to find the
optimal parameter pair pt , kt to achieve the overall minimum
execution time and pe , ke to achieve the overall minimum
energy cost. Specifically, steps 1∼4 in Algorithm 1 initialize
variables. δ specifies the maximum deviation between the calculated p and its real optimal value. k is typically less than
15 [37]. Therefore, we traverse all values of k between 1 and
15 in step 5. For each k, steps 6∼23 in Algorithm 1 test p
values at δ intervals apart to find the minimum time cost as
well as energy cost, meanwhile recording the corresponding p

Fig. 3. Investigating the impact of p and k on the energy cost of SBF-UDP,
where N = 10 000, λ = 100, β = 95%, p varies from 3% to 100%, and k
changes from 1 to 15.

and k. Specifically, for fixed values of p and k, we calculate
the corresponding time cost and energy cost from steps 9 to
12. During steps 13 ∼ 17, we update the Tmin and record the
corresponding pt and kt . During steps 18 ∼ 22, we update the
Emin and record the corresponding pe and ke .
Algorithm 1 Find the optimal sampling probability p and
hashing count k of SBF-UDP.
Input: The number N of known tags; tolerance number λ;
the reliability β.
Output: The optimal pt , kt that minimizes the time cost;
The optimal pe , ke that minimizes the energy cost.
1: Tmin = Emin = +∞;
2: kt = ke = −1;
3: pt = pe = −1;
4: δ = 0.001;
5: for each k ∈ [1, 15] do
1
6: pmin = 1 − (1 − β) λk ;
7: p = 1;
8: while p > pmindo 

1
λk

f = −N kp/ ln 1−(1−β)
;
p
!
f
10:
S = 96
;
11:
T = ttag + Sttag + tshort ;


12:
E = N × 1 + S − S−1
i=0 1 − p +
13:
if T < Tmin then
14:
Tmin = T
15:
kt = k
16:
pt = p
17:
end if
18:
if E < Emin
19:
Emin = E;
20:
ke = k;
21:
pe = p;
22:
end if
23: end while
24: end for
25: return pt , kt and pe , ke ;
9:


ip k
S



× ω;
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The computational complexity of Algorithm 1 is O 1δ . The
computer does not need to frequently run Algorithm 1 (offline)
because the parameters N , λ, and β are not changed often in
practice for monitoring applications.
5) Joint Optimization of Time and Energy Costs: Joint
consideration of the time-efficiency and energy-efficiency is
justified when the battery-powered active tags are used. For
example, we desire to find optimal k, p to minimize energy while keeping the detection time within a given upper
threshold. The joint optimization algorithm can be designed
by slightly modifying Algorithm 1. Specifically, we only need
to replace the condition at line 13 in Algorithm 1 by a new
condition “if T < Tmin and E < Ethreshold then,” where
Ethreshold is the maximum energy cost that is allowed. Similarly, we also replace the condition at line 18 in Algorithm 1
by a new condition “if E < Emin and T < Tthreshold then,”
where Tthreshold is the maximum time cost that is allowed.

V. P ERFORMANCE E VALUATION
Extensive simulation experiments are conducted to evaluate
the performance of the proposed SBF-UDP in this section. We
simulated the experimental conditions following related literature [18], [19], [28], [30]: (1) considering a single reader in the
simulations and assuming it has adequate power to interrogate
with all RFID tags; (2) the signal interference between the
adjacent RFID tags is ignored. In the following subsections,
we first consider an error-free communication channel between
the reader and tags. Numerical results are provided to show the
advantages of our sampling bloom filter over standard bloom
filter. Then, we conduct simulations to compare the proposed
SBF-UDP with prior schemes [18], [19], [28], [30] in terms
of time-efficiency and energy-efficiency. Note that, because
the identification-based protocols are far from efficient, we do
not compare the proposed SBF-UDP with them. After that,
experiments are conducted to show that the proposed SBFUDP indeed achieves the required detection accuracy. Finally,
we conduct simulations taking the non-perfect communication
channel into consideration and evaluate the impact of channel
error on our SBF-UTD protocol. A simple but effective countermeasure is proposed to mitigate the negative impact of channel
error, and its effectiveness is also evaluated via simulations.
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Fig. 4. Impact of p on SBF-UTD. N = 3000, λ = 20, β = 95%. k is the
number of hashing functions. (a) Time cost vs. p. (b) Energy cost vs. p.

B. Comparing With the Prior Related Protocols
Besides SEBA [18] and SEBA+ [19], we also compare
our detection protocol with two representative identification
protocols, i.e., CU [28] and BUIP-CF [30], which aim at
pinpointing the exact unknown tags. For fair comparison, we
do not simulate the process of unknown tag collection of these
two identification protocols.
1) Execution Time: Experimental results shown in Table II
demonstrate that the proposed SBF-UDP considerably outperforms all the previous related protocols. For example, when
N = 30 000, λ = 3, and β = 99%, the execution time of CU,
BUIP-CF, SEBA, and SEBA+ is 121.0s, 76.6s, 49.5s, and 38.5s,
respectively. And the execution time of SBF-UDP working in
time-saving mode is 4.0s, which represents 30 times faster than
CU, 19 times faster than BUIP-CF, 12 times faster than SEBA,
and 9 times faster than SEBA+.
2) Energy Cost: The simulation results shown in Table III
reveal that the proposed SBF-UDP significantly reduces the
energy consumption compared with the previous protocols. For
example, when N = 30 000, λ = 3, and β = 99%, the energy
cost of CU, BUIP-CF, SEBA, and SEBA+ is 4.52 × 108 ω,
1.13 × 108 ω, 1.86 × 108 ω, and 1.92 × 108 ω, respectively.
While the energy cost of SBF-UDP working in energy-saving
mode is 1.94 × 107 ω, reducing the energy consumption by
95.7%, 82.8%, 89.6%, and 89.9%, respectively. The lifetime of
active RFID tags could be significantly prolonged.
C. The Actual Detection Reliability

A. Demonstrating the Advantages of Sampling Bloom Filter
In this set of simulations, we provide numerical results
to show the advantages of our sampling bloom filter over
conventional standard bloom filter. As illustrated in Fig. 4,
we vary the sampling probability p from pmin to 1. For the
purpose of clarity, we only vary the hash number k from 1 to
4. The numerical results in Fig. 4 reveal that both time cost and
energy cost are convex function with respect to p. The time (or
energy) cost of traditional standard bloom filter corresponds to
p = 1. A too small sampling probability p will lose too much
information, and thus consuming more time and energy. A
proper setting of p will make our sampling bloom filter perform
much better than the standard bloom filter.

In this subsection, we conduct simulations to evaluate the
actual detection reliability of the proposed SBF-UDP. The number N of the known tags varies from 1000 to 10 000. The tolerance number λ and the detection reliability β is set to 10
and 95%, respectively. We simulated different numbers M of
unknown tags hiding in the system, where M varies from 10 to
13. The simulation results shown in Fig. 5 demonstrate that the
proposed SBF-UDP protocol can meet the predefined detection
reliability under both time-saving mode and energy-saving
mode. Specifically, the actual detection reliability fluctuates
around the predefined reliability 95% when exactly λ = 10
unknown tags are simulated in Fig. 5(a), which is the most
difficult case for the detection. This fluctuation because of the
probabilistic variance is reasonable and acceptable in practice.
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TABLE II
T IME C OST OF THE P ROTOCOLS , W HERE N VARIES F ROM 10 000 TO 30 000; λ AND β A RE F IXED TO 3 AND 99%

TABLE III
E NERGY C OST OF THE P ROTOCOLS , W HERE N VARIES F ROM 10 000 TO 30 000; λ AND β A RE F IXED TO 3 AND 99%

Fig. 6. Evaluating the impact of channel error on the accuracy of SBF-UTD,
where N varies from 1000 to 10000. λ = 10, β = 95%. 10 unknown tags are
simulated. (a) Investigating the impact of different PBER . (b) Investigating the
effectiveness of multi-copy countermeasure.

Fig. 5. Evaluating the actual detection reliability of the proposed SBF-UDP,
where N varies from 1000 to 10 000; λ = 10; β = 95%. (a) λ = 10 unknown
tag is simulated. (b) λ + 1 = 11 unknown tags are simulated. (c) λ + 2 = 12
unknown tags are simulated. (d) λ + 3 = 13 unknown tags are simulated.

When more than λ tags are simulated hiding in the system, e.g.,
Fig. 5(b)–(d), the actual detection reliability is usually larger
than the predefined reliability 95%.
D. The Impact of Channel Error
For the clarity of description, this paper assumed (so far) a
perfect communication channel between the reader and tags
[10], [24]. We now propose a countermeasure to mitigate
negative impact of channel error on our SBF-UTD protocol.
The f -bit bloom filter is divided into multiple segments, each
of which is 80-bit. The computer calculates CRC-16 (cyclic
redundancy check) of each segment. The reader sequentially
broadcasts the binary segment, CRC to the tags. The 96-bit
binary can be transmitted by the reader in a tag slot. We
assume each bit in the binary is corrupted due to channel error
with a probability of PBER during the transmission process.
If some bits in the binary segment, CRC are corrupted, the
segment and the CRC confined in a binary will not match. If
a tag finds the received segment, CRC is corrupted, it will

not use the segment to check whether it is unknown tag. A
simple but effective countermeasure to mitigate the impact of
channel error is to broadcast c > 1 copies of segment, CRC .
Multiple copies can increase the probability that at least one of
them is correctly transmitted. With fixed N , λ and β, the time
and energy costs will be proportional to the number of copies
transmitted. The simulation results in Fig. 6(a) show that the
channel error decreases the detection accuracy, and the results
in Fig. 6(b) demonstrate that our multi-copy countermeasure is
able to mitigate the negative impact of channel error.
VI. C ONCLUSION
This study has investigated a practically important problem
of unknown tag detection that aims to detect the existence of
unknown tags in a time- and energy-efficient way. We have
proposed a new Sampling Bloom Filter which is a general
case of the standard Bloom Filter. Based on the new filtering
technique, we have further proposed the Sampling Bloom
Filter based Unknown tag Detection Protocol (SBF-UDP).
Sufficient theoretically analysis is presented to minimize the
execution time as well as energy consumption of the proposed
protocol. We conduct extensive simulations to evaluate the
performance of our SBF-UDP, and the experimental results
show that our SBF-UDP protocol considerably outperforms the
previous related protocols in terms of both time-efficiency and
energy-efficient.
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