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ABSTRACT

packet classiﬁer. The format of these rules is based upon
the format used in Access Control Lists (ACLs) on Cisco
routers. We use the terms packet classiﬁers, ACLs, rule
lists, and lookup tables interchangeably in this paper.
Given a packet, quickly ﬁnding the ﬁrst matching rule in
a rule list is diﬃcult if the rule list is stored in traditional
random access memory (RAM). However, it is much easier if
the rule list is stored in Ternary Content Addressable Memory (TCAM). A TCAM chip takes as input a search key and
then uses hardware circuits to compare the input search key
with all of its occupied entries in parallel. It then uses a priority encoder to identify the index (or contents if desired)
of the ﬁrst matching entry. This all takes place in constant
time (i.e., a few clock cycles). Ideally, each rule is stored in
one TCAM entry. The CAM is ternary because each entry
consists of an array of 0’s, 1’s, or *’s (don’t-care values). A
packet header (i.e., a search key) matches a TCAM entry
if their corresponding 0’s and 1’s match. Because of their
high speed, hardware-based classiﬁcation using TCAM has
emerged as the de facto industry standard [9]. No softwarebased techniques that use RAM can match the wire speed
performance of TCAM-based techniques [23].

Using Ternary Content Addressable Memories (TCAMs) to
perform high-speed packet classiﬁcation has become the de
facto standard in industry because TCAMs facilitate constant time classiﬁcation by comparing packet ﬁelds against
ternary encoded rules in parallel. Despite their high speed,
TCAMs have limitations of small capacity, large power consumption, and relatively slow access times.
One reason TCAM-based packet classiﬁers are so large is
the multiplicative eﬀect inherent in representing d-dimensional classiﬁers in TCAMs. To address the multiplicative effect, we propose the TCAM SPliT architecture, where a
d-dimensional classiﬁer is split into k ≥ 2 low dimensional
classiﬁers, each of which is stored on its own small TCAM.
A d-dimensional lookup is split into k low dimensional, pipelined lookups with one lookup on each chip. Our experimental results with real-life classiﬁers show that TCAM SPliT
reduces classiﬁer size by 84% using only two small TCAM
chips; this increases to 93% if we use ﬁve small TCAM chips.

Categories and Subject Descriptors
C.2.5 [Computer Communication Networks]: Local and
Wide-Area Networks—Internet; C.2.6 [Computer Communication Networks]: Internetworking—Routers

1.1

General Terms
Algorithms, Design, Performance, Security

Keywords
Packet Classiﬁcation, TCAM

1. INTRODUCTION
Packet classiﬁcation is the core mechanism underlying a
wide variety of network services such as packet ﬁltering,
quality of service, diﬀerentiated services (Diﬀserv), traﬃc
monitoring, virtual private networks (VPNs), network address translation (NAT), load balancing, and traﬃc accounting and monitoring. Given a packet p and a packet classiﬁer
expressed as a list of rules L, the packet classiﬁcation problem is to ﬁnd the ﬁrst (i.e., highest priority) rule in L that
matches the packet. Table 1 shows an example two rule
∗
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Motivation for TCAM Optimization

There is great motivation to reduce the size of TCAMbased packet classiﬁers so that smaller, faster, cheaper, and
more power eﬃcient TCAM chips can be used. First, TCAM
chips have limited capacity. The largest available TCAM
chip has a capacity of 72 megabits (Mb), while 2Mb and
1Mb chips are the most popular. Second, TCAM chips consume a large amount of power due to their parallel searching. The power consumed by a TCAM chip is about 1.85
Watts per megabit (Mb) [1], which is roughly 30 times larger
than a comparably sized SRAM chip [10]. Third, the speed
and power eﬃciency of each memory access decreases signiﬁcantly as TCAM chip capacity increases [1] because the
amount and depth of circuitry needed to perform both the
parallel search and the priority encoding increases signiﬁcantly as TCAM chip capacity increases. For example, based
on the detailed TCAM power model in [1], a single search on
a 72 megabit (Mb) TCAM chip, the largest available, takes
1047.9 nanojoules (nJ) and 17 nanoseconds (ns), whereas the
same search on a 1 Mb TCAM chip takes 34.5 nJ and 1.8
ns. Finally, optimizing TCAM-based packet classiﬁers also
has economic incentives. Large TCAM chips are very expensive, often costing more than network processors [10,11].
Although the limited market size may contribute to TCAM’s
high price, the main reason is that TCAM chips have a large
200

Rule
r1
r2

Source IP Dest. IP Source Port Dest. Protocol
52.63.1.0/24 192.168.0.1 [1,65534] [1,65534] TCP
*
*
*
*
*

Action
discard
accept

Table 1: An example packet classiﬁer
die area. A TCAM chip occupies 6 times (or more) board
space than an equivalent capacity SRAM chip [10].
However, reducing the size of TCAM-based packet classiﬁers is a diﬃcult problem. The ﬁrst diﬃculty is that encoding packet classiﬁcation rules into TCAM rules often results
in an explosion in the number of rules, which is referred to
as the range expansion problem. In a typical classiﬁcation
rule, the ﬁelds of source and destination IP addresses and
protocol type are speciﬁed as preﬁxes, so they can be directly stored in a TCAM; however, the ﬁelds of source and
destination port numbers are speciﬁed in ranges, which need
to be converted to one or more preﬁxes before being stored
in a TCAM. This can lead to a signiﬁcant increase in the
number of TCAM entries needed to encode a rule. For example, since 30 preﬁxes are needed to represent the single
range [1, 65534], 30×30 = 900 TCAM entries are required to
encode the rule r1 in Table 1. The second diﬃculty is that
packet classiﬁers are growing rapidly in length and width
due to several causes. First, the deployment of new Internet
services and the rise of new security threats lead to larger
and more complex packet classiﬁcation rule sets. Second,
with the increasing adoption of IPv6, the number of bits required to represent source and destination IP addresses will
grow from 64 to 256. The growth of packet classiﬁer length
and width puts more demand on TCAM capacity, power
consumption, and heat dissipation.

Single-lookup
001,001
accept
001,010
accept w. log
001,***
discard
010,001
accept
010,010
accept w. log
010,***
discard
100,001
accept
100,010
accept w. log
100,***
discard
***,*** discard w. log

Multi-lookup
t1
001
t2
010
t2
100
t2
***
t3
t2
001
accept
010
accept w. log
***
discard
t3
*** discard w. log

(a)

(b)

Figure 1: Multiplicative eﬀect vs. additive eﬀect
2-dimensional classiﬁer, so equivalent transformation cannot make it smaller. Likewise, most prior range encoding
schemes cannot reduce the number of TCAM bits it requires because it is already speciﬁed in preﬁxes. In many
cases, the multiplicative eﬀect results in the replication of
decisions and values. That is, in Figure 1(a), the rules 1-3,
4-6 and 7-9 share the same decisions and the same second
ﬁeld values.

1.3

Our TCAM SPliT Approach

To overcome the fundamental limitations imposed by the
the multiplicative eﬀect, we propose splitting a single ddimensional classiﬁer stored on a single large and slow TCAM
chip into k ≤ d smaller classiﬁers stored on a pipeline of k
small and fast TCAM chips. In our experimental results
with real-world classiﬁers, we obtain the best results using
k = d, but we observe that k = 2 is suﬃcient to achieve
impressive results. Since many currently deployed TCAMbased packet classiﬁcation systems already use two TCAM
chips [11], they can receive the beneﬁts of TCAM SPliT with
a two-stage pipeline with only a minor architectural adjustment. Speciﬁcally, we split the d-dimensional classiﬁer into
a j-dimensional and a (d − j)-dimensional classiﬁers.
TCAM SPliT reduces the total required TCAM space
because it is uniquely designed to mitigate the multiplicative eﬀect by splitting apart dimensions that combine ineﬃciently. TCAM SPliT also reduces TCAM entry widths. For
example, we represent the 2-dimensional classiﬁer in Figure 1(a) using the three one-dimensional tables in Figure
1(b) requiring a total of 8 rules, each of which is only 3 bits
wide. Thus, TCAM SPliT more than halves the required
number of TCAM bits. Furthermore, a greater reduction
in the number of entries would be obtained if the number
of distinct entries qi in each dimension were larger. These
reductions enable the use of small, and fast TCAM chips
which leads to faster packet classiﬁcation with lower power
consumption.
We address several technical challenges in implementing
TCAM SPliT. The ﬁrst challenge is determining how to split
a d-dimensional packet classiﬁer into k classiﬁers of smaller
dimension. We must decide how to partition the d ﬁelds
into k classiﬁers and how to order the d ﬁelds. We deal

1.2 Limitations of Prior Art
Previous research on reducing the size of TCAM-based
packet classiﬁers falls into two categories: equivalent transformation [6, 13, 14] and range encoding [4, 5, 9, 15, 19, 25].
Equivalent transformation works by ﬁnding an equivalent
classiﬁer that is smaller than the original one. Range encoding works by mapping interval ranges to new ranges that
can be more eﬃciently stored in TCAM. In both cases, the
goal is to produce smaller classiﬁers that can be stored in
smaller TCAM chips.
The fundamental limitation of previous TCAM optimization schemes is that they still produce d-dimensional classiﬁers, where d is the total number of packet ﬁelds that a
classiﬁcation rule examines. This makes them all vulnerable
to the multiplicative eﬀect that is inherent in representing
d-dimensional classiﬁers in TCAMs. Given a rule set with
n rules, the actual number of distinct values in ﬁeld i, denoted qi , is typically much smaller than n as distinct rules
in a classiﬁer often share a number of ﬁeld values [3, 22, 23].
The multiplicative eﬀect is that when some ﬁelds combine
poorly, the number of rules needed in a single d-dimensional
classiﬁer is on the order of the product of the relevant qi values. For example, in the simple example of rule r1 in Table
1, the multiplicative eﬀect results in the direct expansion. In
this speciﬁc example, equivalent transformation and range
encoding may eﬀectively deal with range expansion and thus
the resulting multiplicative eﬀect. However, this is not always the case. For example, consider the 2-dimensional preﬁx classiﬁer in Figure 1(a). This is the smallest possible
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fect using FDDs. We then compare related work to TCAM
SPliT in the context of FDDs and their ability to address
the multiplicative eﬀect. Finally, we brieﬂy address related
work in compressing ﬁnite state automata that we leverage
to further shrink the resulting classiﬁer.

with this challenge by converting a given classiﬁer into a
decision tree representation where each nonterminal node
represents a one-dimensional classiﬁer. The result of each
of the ﬁrst d − 1 lookups is a pointer to the next node that
needs to be searched. We ﬁnd the best partition of the d
ﬁelds and the best order of ﬁelds by considering all possible
options. Given that d is typically 5 and k ≤ d, considering
all options is feasible. Based on our experience, we have
several candidate partitions and orderings that can be used
if trying all possible options is infeasible.
A second challenge is the construction of the k lookup tables where each of the last k − 1 lookup tables is composed
of many separate tables. The challenge we face is determining how to minimize the space occupied by these separate
tables. To address this challenge, we leverage existing techniques for compressing ﬁnite state automata [18] where we
save TCAM space by having one TCAM entry represent
entries from multiple tables.

2.1

Firewall Decision Diagrams

We represent classiﬁers using a decision tree representation called a Firewall Decision Diagram [12]. “A Firewall
Decision Diagram (FDD) with a decision set DS and over
ﬁelds F1 , · · · , Fd is an acyclic and directed graph that has
the following ﬁve properties: (1) There is exactly one node
that has no incoming edges. This node is called the root.
The nodes that have no outgoing edges are called terminal nodes. (2) Each node v has a label, denoted F (v),
such that F (v) ∈ {F1 , · · · , Fd } if v is a nonterminal node
and F (v) ∈ DS if v is a terminal node. (3) Each edge
e:u → v is labeled with a nonempty set of integers, denoted I(e), where I(e) is a subset of the domain of u’s label
(i.e., I(e) ⊆ D(F (u))). (4) A directed path from the root
to a terminal node is called a decision path. No two nodes
on a decision path have the same label. (5) The set of all
outgoing edges of a node v, denoted E(v), satisﬁes the following two conditions: (i) Consistency: I(e) ∩ I(e ) = ∅
for anytwo distinct edges e and e in E(v). (ii) Completeness: e∈E(v) I(e) = D(F (v)).” A full-length ordered FDD
is an FDD where in each decision path all ﬁelds appear exactly once and in the same order [17]. We overload the term
“FDD” to mean “full-length ordered FDD” if not otherwise
speciﬁed. An FDD construction algorithm, which converts
a packet classiﬁer to an equivalent FDD, is presented in [12].
Figure 2(b) shows the FDD constructed from the classiﬁer in
Figure 2(a), where a stands for accept, d stands for discard,
and dl stands for discard with log.
We typically work with a reduced FDD where all isomorphic subgraphs in the FDD are merged [17]. Reducing an
FDD minimizes the number of nodes while retaining all decision path information. Figure 2(c) shows the resultant FDD
reduced from the one in Figure 2(b).

1.4 Key Contributions
We make signiﬁcant contributions in terms of both what
TCAM SPliT can achieve and how TCAM SPliT works.
TCAM SPliT is the ﬁrst scheme that signiﬁcantly improves
TCAM-based packet classiﬁcation in the three aspects of
space, power, and throughput. TCAM SPliT achieves the
above result by being the ﬁrst scheme that fundamentally
addresses the multiplicative eﬀect in TCAM-based packet
classiﬁcation by decomposing a high dimensional classiﬁer
into multiple low dimensional classiﬁers. We also show how
DFA compression techniques can be applied to further reduce TCAM space requirements of packet classiﬁers.
We implemented our algorithms and conducted experiments on both real-world and synthetic packet classiﬁers.
Our experimental results show that TCAM SPliT signiﬁcantly reduces space. Because small TCAMs generally run
faster and consume less power than large TCAMs, TCAM
SPliT also signiﬁcantly reduces power consumption and improves classiﬁcation throughput. On real-world classiﬁers,
TCAM SPliT achieves an average space compression ratio
of 6.4% with k = d = 5 and 15.6% with k = 2; for our larger
classiﬁers with at least 5000 direct expansion rules, TCAM
SPliT achieves an average space compression ratio of 3.7%
with k = d = 5 and 28.3% with k = 2. We then used
Agrawal and Sherwood’s TCAM model to model TCAM
SPliT’s impact on power, throughput, and latency. Our
modeling results suggest TCAM SPliT can simultaneously
reduce energy consumption per packet classiﬁed by 35.5%
to 89.6% and increase packet classiﬁcation throughput by
34% to 489%. Although TCAM SPliT does increase the latency of processing a single packet, this is a negligible price
because throughput rather than latency is the key performance metric.
The rest of this paper proceeds as follows. We review related work including key building blocks for TCAM SPliT in
Section 2. We present the technical details of our approach
in Sections 3, 4, and 5. We present experimental results in
Section 6, we present performance modeling results in Section 7, and we draw conclusions in Section 8.

2.2

FDDs and the Multiplicative Effect

Reduced FDDs illustrate both the multiplicative eﬀect
and diﬀerent opportunities for saving TCAM space. Intuitively, each rule in a classiﬁer partially satisﬁes some decision path in a reduced FDD where the choice of decision
paths is a function of the order of ﬁelds in the FDD. It often takes multiple preﬁx rules to fully cover any decision
path, either because the labels on a given edge in the decision path correspond to non-adjacent intervals or because
of range expansion. The decision path with the two edges,
from the root to v4 and from v4 to decision d, in the reduced
FDD in Figure 2(c) illustrates both cases: the ﬁrst edge is
labeled with 3 preﬁxes because the values are not adjacent
and because of range expansion of the range [1, 3]; the second edge is labeled with 2 preﬁxes due to range expansion of
the range [2, 4]. For any edge e in a reduced FDD, let pc(e)
denote the minimum number of preﬁxes needed to express
I(e). The minimum number of non-overlapping
rules needed

to cover a given decision path P is then e∈P pc(e). For example, we need 3 × 2 = 6 non-overlapping rules to cover
the decision path mentioned earlier in the reduced FDD in
Figure 2(c). This multiplicative eﬀect is magniﬁed as we
increase the number of ﬁelds.

2. PREVIOUS AND RELATED WORK
We ﬁrst describe Firewall Decision Diagrams (FDDs), an
important data structure from previous work that we use
in TCAM SPliT. We describe again the multiplicative ef-
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F1
***
000
000
0**
0**
100
101
101
11*
11*
***

F2
101
100
***
00*
11*
00*
00*
110
00*
11*
***

eﬀect in multi-dimensional classiﬁers. That said, equivalent
transformation is an important approach for TCAM optimization, and we use the current state-of-the-art technique,
TCAM Razor [13], to compress the low dimensional classiﬁers TCAM SPliT creates when k < d.
In reencoding, each dimension of a classiﬁer is reencoded.
The result is a smaller, semantically equivalent, reencoded ddimensional classiﬁer. Early papers simply encoded diﬃcult
ranges in a compact form in order to minimize the eﬀects
of range expansion [15]. More recent reencoding work reduces the number of bits required to encode each dimension
and thus the resulting width of TCAM entries [17, 19, 25].
For example, consider the topological transformation technique [17]. The domain compression topological transformation technique identiﬁes all values within a given ﬁeld domain that are equivalent to each other and reencodes them
with a single value. For the reduced FDD in Figure 2(c),
domain compression identiﬁes four equivalence classes for
ﬁeld F1 : {000}, {100}, {101} and {001, 010, 011, 110, 111}
and six equivalence classes for ﬁeld F2 : {000,001}, {010,
011}, {100}, {101}, {110}, and {111}. As such, domain
compression leads to only a single label on each of the outgoing edges of the root node in the reencoded reduced FDD.
Thus, the multiplicative eﬀect of d-dimensional classiﬁers is
greatly reduced. However, even topological transformation
cannot completely eliminate the multiplicative eﬀect, particularly in more complex classiﬁers with more dimensions.
That is, while pc(e ) for reencoded edge e might be much
smaller than the pc(e) for the original edge e, pc(e ) will
still likely be greater than 1 for many edges and thus the
multiplicative eﬀect cannot be avoided. Another issue with
range encoding is that when a packet arrives, it must ﬁrst
be preprocessed according to the reencoding scheme. The
reencoded packet is used as the search key on the reencoded
classiﬁer. This reencoding requires either extra hardware
(e.g. d TCAM chips to implement the reencoding) or extra
per packet processing time. Unlike TCAM SPliT, it is not
clear that this reencoding can be eﬀectively done with fewer
than d − 1 TCAM chips (the protocol ﬁeld can be reencoded
using SRAM).
In contrast to equivalent transformation and reencoding,
TCAM SPliT employs a divide-and-conquer strategy that
mitigates or completely eliminates the multiplicative eﬀect
depending on how many stages are used. In single-ﬁeld
TCAM SPliT where we construct a d-stage pipeline, TCAM
SPliT completely eliminates the multiplicative eﬀect by creating a TCAM table at each node in the reduced FDD.
That is, each rule is a one-dimensional rule where the decision is the corresponding TCAM table that needs to be
searched in the next lookup. Because there are no multidimensional rules, we never have to multiply pc(e1 ) with
pc(e2 ) for any two edges e1 and e2 . In the extreme, if we
used non-overlapping rules for each one dimensional classiﬁer, the total number of preﬁxrules we would need for
all the classiﬁers would be just
e pc(e). We employ optimal one-dimensional equivalent transformation algorithms
to further reduce the total number of preﬁx entries. If we
employ a 2-stage pipeline, we break the d-dimensional classiﬁer into a j-dimensional classiﬁer and a (d−j)-dimensional
classiﬁer. This mitigates but does not completely eliminate
the multiplicative eﬀect.
TCAM SPliT supports more implementation modes than
topological transformation. Speciﬁcally, TCAM SPliT can

Decision
discard w. log
discard
accept
accept
accept
accept
accept
accept
accept
accept
discard

(a)
⇓ FDD Construction

(b)
⇓ FDD Reduction

(c)
Figure 2: Example of FDD construction and reduction
Of course, we can use the ﬁrst-match nature of TCAMs to
generate overlapping rules that more eﬃciently cover decision paths. For example, the decision path mentioned earlier
is actually handled by the single default rule at the end.

2.3 Comparison to Previous Work
Previous TCAM optimization schemes for packet classiﬁers have searched for ways to minimize the multiplicative
eﬀect and cover decision paths with as few rules as possible. This work has used one of two types of techniques:
equivalent transformation [2, 6, 13, 14, 16, 21] and reencoding
[4, 5, 9, 15, 17, 19, 25]. In equivalent transformation, the goal
is to convert a given d-dimensional classiﬁer into a semantically equivalent d-dimensional classiﬁer with fewer TCAM
entries. The basic idea behind most equivalent transformation approaches is to reduce the number of preﬁxes needed
to cover some edges e in the reduced FDD by specifying
other edges ﬁrst as we illustrated in the previous subsection.
However, we can only save on some edges by specifying other
edges ﬁrst, so there are clear limits to how much any equivalent transformation technique can reduce the multiplicative
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use as few as two chips whereas Topological Transformation
needs six chips (or ﬁve chips if we use SRAM to encode
the protocol ﬁeld). This critical diﬀerence means that we
can consider deploying TCAM SPliT immediately as many
current TCAM-based packet classiﬁcation systems use two
TCAM chips [11], whereas Topological Transformation cannot be deployed until new packet classiﬁcation hardware
with 5 or more TCAM chips are in place.
The basic divide-and-conquer strategy has been used in
prior software-based packet classiﬁcation algorithms [3, 7,
20]. However, this paper represents the ﬁrst application
of the basic divide-and-conquer strategy to TCAM-based
packet classiﬁcation where we reduce the number of dimensions in each resulting classiﬁer.
Finally, when we use single-ﬁeld TCAM SPliT, we create
a separate table for each node in the reduced FDD, and all
the node tables for a given ﬁeld are grouped together into
a single TCAM table. We use techniques from ﬁnite state
automata compression [18] to reduce the size of each ﬁeld’s
single TCAM table by having one TCAM entry represent
entries from multiple node tables. We do make some adjustments to the techniques to maximize their eﬃciency for
our application.

(a)

3. TCAM SPliT APPROACH
We construct a d-stage TCAM pipeline from an input classiﬁer as follows. We use existing reduced FDD construction
algorithms to convert the classiﬁer into a reduced FDD. We
then implement the following two steps which are illustrated
in Figure 3 using the reduced FDD from Figure 2(c) as input: (1) Node Table Generation: treat each nonterminal
node in the reduced FDD as a 1-dimensional classiﬁer and
generate a TCAM table for this classiﬁer. (2) Field Table
Generation: for each ﬁeld Fi , merge all the Fi node tables
into one TCAM table, which will serve as one stage of the
TCAM pipeline.
Node table generation works as follows. We view each
nonterminal node v in the reduced FDD as a one-dimensional
packet classiﬁer where v’s decisions are the nodes at the
next level in the reduced FDD. We construct an equivalent
TCAM table T able(v) for v as follows. Let mi be the number of nodes with label Fi for 1 ≤ i ≤ d. First, for each ﬁeld
Fi node u, we assign a unique ID of log (mi − 1) bits to u.
In the case where there is a single Fi nonterminal node, no
ID is assigned. For example, the IDs for the four F2 nonterminal nodes in Figure 3(a) are 00, 01, 10 and 11, and no ID is
assigned to the single F1 nonterminal node. Second, we generate an initial classiﬁer for v by generating one rule for each
preﬁx on each outgoing edge of v. Third, we minimize the
number of TCAM entries in T able(v) by using an optimal,
polynomial-time algorithm for minimizing one-dimensional
classiﬁers [21]. Figure 3(a) shows the ﬁve minimal TCAM
tables that correspond to the ﬁve nonterminal nodes.
Next, we generate unique table ID for every nonterminal
node v, and we prepend v’s ID to the predicate of each rule
in T able(v). Because the IDs for any two ﬁeld Fi nodes v1
and v2 are distinct, all tables of ﬁeld Fi can be concatenated
into a single ﬁeld table. The ﬁeld table for Fi is denoted
by T able(Fi ). Figure 3(b) illustrates this simple ﬁeld table
generation process.

(b)
Figure 3: Example of Node table generation (a) and
Field table generation (b)

Figure 4: Example of a pipelined-lookup

pipeline, which is called a single-ﬁeld pipeline. Correspondingly, a d-dimensional packet lookup is SPliT into d lookups.
The lookup result of the i-th chip is part of the search key
for the (i + 1)-st chip, and the result of the last chip is
the decision for the packet. Figure 4 illustrates the packet
lookup process for the two tables T able(F1 ) and T able(F2 ) in
Figure 3(b). Suppose two packets (010, 001) and (111, 010)
arrive one after the other. When (010, 001) arrives, the ﬁrst
search key, 010, is formed and sent to T able(F1 ) while the
rest of the the packet (001) is forwarded to T able(F2 ). When
the next packet (111, 010) arrives, table T able(F1 ) has sent
the search result 11 to table T able(F2 ). When the ﬁrst
search key for the second packet 111 is formed, the second
search key for the ﬁrst packet 11001 is formed in parallel,
and both are sent to tables T able(F1 ) and T able(F2 ), respectively. This cycle will yield a result of accept for the
ﬁrst packet and a result of 11 for the second packet.

3.1 Packet Processing
We load each of the d TCAM tables, one per ﬁeld, into its
own TCAM chip which are chained together into a d-stage
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4. OPTIMIZED FIELD TABLE GENERATION
In the simple ﬁeld table generation approach, we concatenate the individual node tables together using table IDs to
distinguish the node tables contained within the ﬁeld table.
We now describe how we use techniques from ﬁnite state
automata compression [18] to further compress ﬁeld tables
by exploiting redundancy among the node tables of ﬁeld
Fi . The basic idea is as follows. During FDD reduction,
FDD nodes that are equivalent to each other are merged
together. For example, in Figure 2(b), nodes u2 and u5 in
ﬁeld F2 are equivalent and are merged into node v4 in the reduced FDD in Figure 2(c). However, if two nodes and their
resulting TCAM tables are very similar but are not identical, FDD reduction cannot merge these nodes and simple
ﬁeld table generation will not exploit the similarity of the
resulting TCAM tables to reduce the number of TCAM entries. For example, the node tables for v2 and v3 in ﬁeld
F2 in Figure 3(a) are identical except for input 110, and
no compression is observed in the resulting F2 ﬁeld table in
Figure 3(b). However, using the shadow encoding technique
proposed in [18], we can exploit the similarity of the node
tables to compress the resulting F2 ﬁeld table as shown in
Figure 5.

Figure 5: Complete Shadow Encoding example

state IDs and ternary shadow codes for each node given the
deferment forest such that the resulting T able(Fi ) has as few
entries as possible and is equivalent to the original T able(Fi )
produced by the simple ﬁeld table generation method. We
now describe how we adapt the techniques from [18] to accomplish these two tasks.

4.1 Shadow Encoding for TCAM SPliT
Consider any ﬁeld Fi . We exploit two key properties when
optimizing ﬁeld table generation. First, we have complete
freedom in assigning the table IDs for ﬁeld Fi node tables.
Second, we can use ternary strings in the table ID column
of the resulting ﬁeld table to match multiple table IDs. We
illustrate our techniques using the reduced FDD from Figure 3(a) with four F2 nodes (v1 , v2 , v3 and v4 ).
In simple ﬁeld table generation, we used node IDs 00,
01, 10, and 11 for v1 , v2 , v3 and v4 , respectively. We now
use node IDs 01, 10, 11, and 00 instead for v1 , v2 , v3 and
v4 so that the node IDs for the similar nodes v2 and v3
diﬀer in only the ﬁnal bit. We now choose to have one
node defer to a second node; in this case, we choose to have
v3 defer to v2 . The idea is that v3 ’s node table T able(v3 )
will not specify entries that it shares in common with v2 ’s
node table T able(v2 ). Instead, it defers these common entries to T able(v2 ). We achieve this deferment by prepending the ternary code 1∗ instead of v2 ’s ID 10 to each rule
in T able(v2 ). This works because 1∗ matches both 10 and
11 which means searches with either v2 or v3 ’s node ID will
match the rules in T able(v2 ). We then remove all the common entries from T able(v3 ) leaving only the entry with input
110, and we place T able(v3 ) before T able(v2 ) in T able(F2 ).
We continue to apply the technique to remove the redundant entries in T able(v2 ) and T able(v1 ) by having v2 and v1
defer to v4 . Figure 5 shows the ﬁnal T able(F2 ).
In the context of ﬁnite state automata minimization, Meiners et al. refer to this process as shadow encoding [18]. They
refer to the binary ID assigned to each node as its state ID,
and the ternary code that is prepended to each node’s table
entry as its shadow code. We do not apply shadow encoding to the ﬁrst ﬁeld since that ﬁeld has only one node. To
apply shadow encoding to optimize ﬁeld Fi ﬁeld table generation for i ≥ 2, we perform the following two steps. First,
we construct a deferment forest where each Fi node defers
to at most one other Fi node and the resulting directed
graph is acyclic. Within T able(Fi ), T able(vi ) appears before T able(vj ) if vi defers to vj . Second, we compute binary

4.2

Deferment Forest Construction

We use the techniques in [18] to construct the deferment
forest which used ideas from previous ﬁnite state automata
compression work, e.g. [8]. We begin by constructing a space
reduction graph (SRG) where each vertex is an Fi node in
the reduced FDD and edge (u, v) has weight equal to the
number TCAM entries that will be eliminated if we have
one node defer to the other node. We then ﬁnd a maximum
spanning tree in the SRG. Finally, we pick a root state and
direct all edges towards it to get the ﬁnal deferment tree.
There are some diﬀerences in our application of shadow
encoding and the original application of shadow encoding
in [18]. First, in the original setting of ﬁnite state automata
compression, it was helpful to eliminate edges with relatively
low weight from the SRG. This led to having a maximal
spanning forest with several trees of similar structure. In our
application, eliminating small weight edges is not helpful,
so we include all non-zero weight edges while constructing
the maximum spanning forest; thus, we almost always get a
single tree instead of a forest.
Second, we may not be able to use the maximum spanning
tree because of TCAM entry width bounds. Speciﬁcally,
if using the maximum spanning tree creates shadow code
lengths that exceed 40 minus the width of ﬁeld Fi , then the
resulting width of T able(Fi ) will exceed 40 bits which means
80 bit TCAM entries will be required. Instead of using 80 bit
TCAM entries, we adjust the deferment forest construction
to get a shorter shadow code length by setting a limit on the
diameter of each tree in the deferment forest. Because the
shadow code length depends on the depth of the deferment
tree, this produces a smaller shadow code length. The cost
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Figure 6: Shadow Encoding Algorithm example

Figure 7: Example of multi-ﬁeld TCAM SPliT

is that we get more TCAM rules as some high weight edges
in the SRG will be dropped because of the limit on the
diameter. This increase in the number of rules is beneﬁcial
as long as it does not double the number of rules.

5.1

Multi-Field TCAM SPliT

In multi-ﬁeld TCAM SPliT, we perform a multi-ﬁeld lookup on some TCAM chips. This allows us to reduce the
number of TCAM chips and lookup stages to any number
less than d. We implement multi-ﬁeld TCAM SPliT by
horizontally cutting an FDD into k pieces; that is, we divide the d ﬁelds into k partitions and generate a multi-ﬁeld
TCAM table for each partition. The top partition is a single, smaller dimensional FDD or sub-FDD. The remaining
partitions each contain multiple sub-FDDs. For example,
in Figure 7, we partition a 5-ﬁeld FDD into two partitions.
The top partition consists of one 3-dimensional sub-FDD
over ﬁelds F1 , F2 , and F3 , and the bottom partition consists
of eight 2-dimensional sub-FDDs over ﬁelds F4 and F5 .
Our procedure for generating k multi-ﬁeld TCAM tables is
similar to our procedure for generating d single-ﬁeld TCAM
tables in single-ﬁeld TCAM SPliT with two main diﬀerences.
First, we generate a multi-ﬁeld TCAM table from each subFDD rather than a single-ﬁeld TCAM table from each nonterminal node. Second, we optimize each multi-ﬁeld TCAM
table using a multi-ﬁeld classiﬁer minimization algorithm; in
this case, we use the TCAM Razor algorithm, but we could
use other multi-ﬁeld minimization algorithms. In single-ﬁeld
TCAM SPliT, we optimize each single-ﬁeld TCAM table using an optimal single-ﬁeld classiﬁer minimization algorithm.
Packet processing in multi-ﬁeld TCAM SPliT is similar to
that in single-ﬁeld TCAM SPliT except that we perform a
multi-ﬁeld lookup at each stage.

4.3 Computing Shadow Codes and Table IDs
Given a deferment tree DT , we use the shadow encoding
algorithm from [18] to compute binary state IDs and shadow
codes for each node in the tree. We brieﬂy describe the
algorithm here and illustrate its execution with an example.
For a given node v, SC(v) is its shadow code and ID(v) is
its state ID. We require the following two properties from
a shadow encoding: (1) The state ID and shadow code of
all the nodes must be unique and have the same length. (2)
The SC(vi ) matches ID(vj ) if and only if node vj is in the
subtree of DT rooted at vi (including vi ).
We use a recursive algorithm to compute the encoding for
DT . The ternary shadow codes created by the algorithm
are always preﬁx codes. The idea behind the algorithm is
as follows. Let v be the root node of DT , C be the set
of child nodes of v and vi ∈ C be one of v’s children. Let
DT (vi ) denote the subtree of DT rooted at vi . Let SC(vi ) =
Bi ·Ci , where Bi = {0, 1}x is the binary preﬁx part of SC(vi )
and Ci = {∗}l−x . Shadow encoding is built on two key
observations: (1) The ﬁrst |Bi | bits of the state ID and
shadow code of all the nodes in DT (vi ) are exactly Bi which
“distinguishes” subtree DT (vi ) from the rest of DT . (2) The
last l − x bits of the state ID and shadow code of all nodes
in DT (vi ) forms a valid shadow encoding of DT (vi ).
So, to compute the shadow encoding for DT , we ﬁrst recursively compute a valid shadow encoding for DT (vi ) for
all vi ∈ C. Then we just assign a unique bit sequence to
each child subtree vi and v itself. The only requirement on
these identifying bit sequences Bi is that Bi should not be a
preﬁx of Bj for any i = j. A simple binary assignment using
log(|C|+1) bits will work. However, in order to minimize the
length of the shadow codes and state IDs, we use a variant
of Huﬀman encoding. Figure 6 shows the recursive step of
the algorithm on the root state of the deferment tree for the
example in Figure 5.

5.2

Field Elimination and Short Circuiting

So far, we have assumed the use of full-length FDDs where
every classiﬁer ﬁeld is used. Also, we assume that every
packet will visit every stage of the pipeline. In some cases,
both of these assumptions are unnecessary, and we can improve performance with ﬁeld elimination and lookup short
circuiting. We ﬁrst describe ﬁeld elimination. In some
packet classiﬁers, a given ﬁeld such as source IP may be
irrelevant. This is the case if every node of that ﬁeld has
only one outgoing edge in the reduced FDD. In this case,
we eliminate the ﬁeld from consideration and partition the
remaining ﬁelds among the k chips in multi-ﬁeld TCAM
SPliT. After we perform partitioning, it may still be the case
that some nodes in the FDD will still have only one outgoing edge. For example, in a 2-stage pipeline, the decision
for some packets may be completely determined by the ﬁrst
lookup. In such a case, we can use an extra bit to denote

5. TCAM SPliT DEPLOYMENT
We now discuss how we can deploy TCAM SPliT if we
have fewer than d TCAM chips, how to proceed if some
ﬁelds are not needed, and how we process classiﬁer updates.
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that the next lookup can be eliminated or short circuited
and immediately return the decision. Note that unless it is
a trivial classiﬁer, there will be at least one lookup.

Average
RL
SY N

P
6.2
1.0

SIP
143.2
238.7

Intervals
SP
DIP
3.7
123.4
95.3
3.3

DP
44.1
2.4

P
14.3
1.0

Preﬁx Intervals
SIP
SP
DIP
396.7
19.6
407.9
643.8 290.3
31.7

DP
154.7
12.4

5.3 Classiﬁer Update
Table 2: Average number of atomic intervals and
atomic preﬁx intervals for Protocol, Source IP,
Source Port, Dest. IP, and Dest. Port

Packet classiﬁcation rules periodically need to be updated.
The common practice for updating rules is to run two TCAMs
in tandem where one TCAM is used while the other is updated [11]. In addition to the above practice, we can update
using a total of k small TCAM chips as long as the pipeline
can be conﬁgured to be bi-directional. The k chip update solution would be to write the new classiﬁcation rules into the
unused portion of each TCAM chip. When TCAM space requirements for a classiﬁer are not evenly distributed among
the k TCAM chips, we suggest reversing the order of the
chips in the pipeline for the next update. That is, we write
in the updated rules for the ith chip into the free space in the
current k − ith chip for 1 ≤ i ≤ k. Once the newly updated
rules are ready, we allow the pipeline to clear, change the
active portion of each TCAM, and then reverse the pipeline
with the new updated classiﬁers. This type of update is supported because TCAM chips allow regions of the TCAM to
be deactivated.

with an average of 1133 direct expansion rules, and RLb
contains 6 classiﬁers with an average of 8877 direct expansion rules.
Because we could not acquire a larger number of realworld packet classiﬁers due to their conﬁdential nature, we
generated a set of synthetic classiﬁers SY N with the number of rules ranging from 250 to 8000. The predicate of each
rule has ﬁve ﬁelds: source IP, destination IP, source port,
destination port, and protocol type. We based our generation method upon Singh et al.’s [20] model of synthetic rules.
We chose this model over Taylor&Turner’s Classbench [24]
because Classbench does not generate decisions, and there
are not guidelines for assigning decisions to each rule.
To stress test the sensitivity of TCAM SPliT to the number of decisions in a classiﬁer, we created a set of classiﬁers
RLU by replacing the decision of every rule in each classiﬁer
by a unique decision. Similarly, we created the set SY NU .
Thus, each classiﬁer in RLU (or SYN U ) has the maximum
possible number of distinct decisions. Such classiﬁers might
arise in the context of rule logging.
To give a sense of the complexity of the classiﬁer sets RL
and SY N , we compute the minimum number of “atomic
intervals” in each ﬁeld of each classiﬁer where an atomic
interval is one that does not cross any rule range boundary.
We also perform direct expansion on each of these atomic
intervals to compute how many “atomic preﬁx intervals” are
contained in each ﬁeld of each classiﬁer. Table 2 shows the
average number of unique atomic intervals and atomic preﬁx
intervals for each ﬁeld for RL (and thus RLU ) and SY N
(and thus SY NU ).
We evaluate SPliT-2 where each chip has a 40 bit or 80
bit entry width. The variable order that we use to convert a
classiﬁer to an equivalent FDD aﬀects the number of tables
generated by SPLIT-2 and thus its TCAM space eﬃciency.
There are 5! = 120 diﬀerent permutations of the ﬁve packet
ﬁelds (source IP address, destination IP address, source port
number, destination port number, and protocol type). For
RL, we tried each of the 5! = 120 permutations. For each
ﬁeld order, we then try all ﬁve partitions of the ﬁelds. For
each partition, we use a TCAM entry width that is large
enough to store all the ﬁelds plus the required ID bits. In
most cases, we need an 80 bit entry width, but in some cases,
we can use a 40 bit entry width for one of the two tables.
For each classiﬁer, we report compression results for the best
ﬁeld order and partition combination.
We evaluate SPliT-5 where each chip has a 40 bit or 80
bit entry width. We again try each of the 5! = 120 permutations and report results for the best permutation for each
classiﬁer. We typically use a 40 bit entry width, but sometimes an IP ﬁeld needs more bits if the number of tables in
that IP ﬁeld is too large. Speciﬁcally, given IP addresses of
32 bits, we have only 8 bits to use for state IDs and shadow
codes. In such cases, we use an 80 bit entry width. For this
reason, the best results often occur when the two IP ﬁelds

6. EXPERIMENTAL RESULTS
In this section, we evaluate the eﬀectiveness and eﬃciency
of our TCAM SPliT approach on both real-world and synthetic classiﬁers. We refer to TCAM SPliT with a k-stage
pipeline as SPliT-k. We evaluate only SPliT-2 (this solution
can be deployed on current packet processing hardware with
only minor modiﬁcation) and SPliT-5 (this solution maximizes compression). We include in our results two unfair
“apples to oranges” comparisons. We compare SPliT-2 to
TCAM Razor [13], the current state-of-the-art for equivalent transformation, to assess how much beneﬁt we gain by
going from one TCAM lookup to two TCAM lookups. We
compare SPliT-5 to 6-chip topological transformation [17],
the current state-of-the-art reencoding scheme, to compare
these two diﬀerent proposals for redesigning packet classiﬁcation systems.

6.1 Methodology
We ﬁrst performed experiments on a set of 40 real-world
packet classiﬁers, which is denoted by RL. The classiﬁers in
RL were chosen from a complete set of real-world classiﬁers,
which is denoted by cRL, obtained from various network
service providers, where the classiﬁers range in size from a
handful of rules to thousands of rules. We partition the
classiﬁers in cRL into 40 groups where the classiﬁers in each
group share similar structure. For example, the ACLs conﬁgured for the diﬀerent interfaces of a router often share
a similar structure. We created RL by randomly choosing
one classiﬁer from each of the 40 groups so that our results
would not be skewed by the relative size of each group. To
ensure this construction was fair, we ran experiments on all
classiﬁers in cRL. As expected, our results for all classiﬁers
within each of the 40 structurally similar groups were essentially identical, varying by at most two TCAM entries.
Finally, we divide the classiﬁers in RL into two subsets, RLa
and RLb, based on the number of direct expansion rules in
the classiﬁer. RLa contains classiﬁers with less than 5000
rules in the direct expansion, and RLb contains classiﬁers
with greater then 5000 rules. RLa contains 34 classiﬁers
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are the ﬁrst ﬁelds in the permutation order as this reduces
the number of IP ﬁeld tables.
We verify the correctness of our resulting TCAM SPliT
classiﬁers using the following procedure. Let C be an original classiﬁer where all the rules in C are range rules and C S
be the classiﬁer produced by running TCAM SPliT on C.
We verify that both C and C S produce the same decision
for a set of test packets. When running C S , we simulate
the pipelined lookup process. We emulate the ﬁrst match
semantics of TCAM tables by sequentially searching the list
of rules for each ﬁeld’s table. We construct our set of test
packets as follows. For any rule rj of C and any ﬁeld Fi , let
[bij , eij ] be the range for rj in Fi . For ﬁeld Fi , we create a
set of test values Zi as follows. Initially, Zi is empty. For
each rule rj ∈ C, we add bij − 1, bij , eij , and eij + 1 to Zi .
Finally, we take the Cartesian product of all the Zi sets to
create our set of test packets.
We use an average compression metric for measuring the
space eﬀectiveness of any optimization algorithm A on a set
of classiﬁers S. Let C denote a classiﬁer in S, and |S| the
number of classiﬁers in S. We use A(C) and Direct(C) to
denote the number of TCAM bits used for classiﬁer C by algorithm A and direct expansion, respectively. We deﬁne the
|A(C)|
compression ratio of algorithm A on classiﬁer C as |Direct(C)|
.
For a set of classiﬁers S, we deﬁne the average compression

RL
RLa
RLb
RLU
SY N
SY NU

ΣC∈S |Direct(C)|
|S|

Razor
31.3 %
29.7 %
40.5 %
47.4 %
10.4 %
42.7 %

Dcomp-5
10.3 %
10.5 %
9.2 %
35.1 %
1.7 %
13.6 %

SPliT-5
6.4 %
6.8 %
3.7 %
24.3 %
1.4 %
12.3 %

Topo.
13.8 %
14.7 %
8.9 %
20.8 %
2.5 %
12.4 %

Table 3: Average compression ratios for SPliT-2,
Razor, Dcomp-5 (SPliT-5 without shadow encoding), SPliT-5, and Topological Transformation on all
our data sets
We now focus on SPliT-2 which achieves less compression than SPliT-5 but which can be more easily deployed
than SPliT-5 since SPliT-2 requires only two TCAM chips.
We compare SPliT-2 to TCAM Razor to learn how much
we gain by going from one TCAM lookup to two TCAM
lookups. TCAM Razor’s average compression ratio on RL
is twice the average compression ratio of SPliT-2 on RL
(31.3% versus 15.6%); thus, going from one TCAM chip to
two TCAM chips may result in a 50% reduction in total
TCAM space required. Furthermore, when we study the results for individual classiﬁers, we see that TCAM Razor is
unable to achieve any compression for 4 out of 40 classiﬁers
whereas SPliT-2 achieves some compression for all classiﬁers
in RL. This illustrates how even SPliT-2 is able to eliminate some of the multiplicative eﬀect that is unavoidable in
single-lookup schemes.
Finally, in comparing SPliT-2 to SPliT-5, we see the greatest divergence in performance on the RLb data set where
each classiﬁer has a direct expansion size of at least 5000
rules. The much better performance of SPliT-5 (3.7% average compression ratio) than SPliT-2 (28.3% average compression ratio) suggests that full decomposition may be critical for the very large classiﬁers that need the most compression. Of course, it is important to note that RLb has only 6
classiﬁers, so further testing is required before we can make
any ﬁnal conclusions.

|A(C)|

ratio of algorithm A over S to be

SPliT-2
15.6 %
13.3 %
28.3 %
36.5 %
3.8 %
24.0 %

.

6.2 Average Compression Results
Table 3 shows the average compression ratios for SPliT2, SPliT-5 without shadow encoding (denoted as Dcomp-5),
SPliT-5 with shadow encoding (denoted as SPliT-5), TCAM
Razor, and topological transformation for all of our classiﬁer
sets. We emphasize that some of the following comparisons
are unfair “apples to oranges” comparisons. That said, they
do provide useful insights into the relative eﬀectiveness of
the compared techniques.
We begin by focusing on the performance of SPliT-5 which
maximizes average compression. We ﬁrst observe that SPliT5 signiﬁcantly outperforms topological transformation on our
real-life packet classiﬁers with an average compression ratio
of 6.4% on RL which is less than 1/2 of the average compression ratio for topological transformation on RL. Second,
we see that the decomposition alone (Dcomp-5) which eliminates the multiplicative eﬀect is extremely eﬀective with
an average compression ratio of 10.3% on RL. Third, we
see that the shadow encoding optimization is important as
the average compression ratio with shadow encoding drops
to 6.4% which is over 37% smaller than 10.3%. Fourth, we
see that SPliT-5 is most eﬀective on RLb which are the large
classiﬁers which need the most compression. Speciﬁcally, for
the large classiﬁers in RLb with at least 5000 direct expansion rules, SPliT-5 achieves an average compression ratio of
9.2% without shadow encoding and 3.7% with shadow encoding. This 3.7% average compression ratio on RLb is less
than 3/7 of topological transformation’s average compression ratio of 8.9% on RLb.
We hypothesize that the improved performance of shadow
encoding on large classiﬁers is due to more nodes in the
reduced FDD which creates more opportunities for sharing
transitions. Finally, we see that topological transformation
slightly outperforms SPliT-5 on the RLU and SY NU data
sets where each rule has a unique decision.

7. PERFORMANCE MODELING
We now assess how TCAM SPliT aﬀects the power consumption, latency, and throughput of the resulting packet
classiﬁers. We asses both SPliT-2 and SPliT-5. We use
direct range expansion as our baseline. For data, we use
our real-world and synthetic classiﬁer sets. However, these
packet classiﬁers are all very small, ﬁtting on TCAM chips
that are much smaller than 1 Mbit. To extrapolate to larger
classiﬁers, we analyze hypothetical classiﬁers whose direct
range expansion ﬁts precisely within commercial TCAM chips:
speciﬁcally 1, 2, 4.5, 9, 18, 36, and 72 Mbits. We further assume that when SPliT-2 and SPliT-5 are applied to these hypothetical classiﬁers, we achieve the RL average compression
ratios of 15.6% and 6.4%, respectively. Note that we do not
know how the bits will be divided between the two stages.
Thus, we pessimistically assume that the size of the TCAM
table in each stage is 15.6% and 6.4% of the size of the direct
range expansion classiﬁer resulting in a compression ratio of
only 31.2% and 32% for SPliT-2 and SPliT-5, respectively.
We use these hypothetical classiﬁers rather than construct
large synthetic classiﬁers because it is diﬃcult to construct
realistic large synthetic classiﬁers. We assume that each
compressed classiﬁer ﬁts exactly within a given TCAM chip;
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Power per packet
(a)

Latency per packet
(b)

Throughput
(c)

Figure 8: Power, latency, and throughput for SPliT-2 and SPliT-2 by size for 0.18 μm technology with 16
banks and 4 row dividers
that is, there are no unused bits. Finally, we use Agrawal
and Sherwood’s power, latency, and throughput models for
TCAM chips [1] to estimate the power consumption, latency,
and throughput of the resulting packet classiﬁers. Their
models are, to our best knowledge, the only publicly available models. In summary, our performance modeling results imply that TCAM SPliT signiﬁcantly improves power
consumption and throughput with only a modest latency
penalty.

RL
RLU
SY N
SY NU
1M b
2M b
4.5M b
9M b
18M b
36M b
72M b

7.1 Power

Latency
SPliT2 SPliT5
121.8% 205.3%
131.3% 219.5%
113.4% 195.6%
123.7% 210.7%
120.0% 200.0%
133.3% 250.0%
142.9% 285.7%
148.8% 310.0%
118.5% 253.9%
76.1% 166.4%
38.2% 84.9%

Throughput
SPliT2 SPliT5
161.2% 240.1%
148.4% 211.7%
176.6% 258.1%
151.3% 196.3%
166.7% 250.0%
150.0% 200.0%
140.0% 175.0%
134.4% 161.3%
168.8% 196.9%
262.9% 300.5%
523.8% 589.2%

Table 4: Average power, latency, and throughput
ratios for SPliT-2 and SPliT-5

Let P(A(C)) represent the nanojoules consumed to classify one packet on a TCAM with size equal to the number
of rules in A(C). For SPliT-2 and SPliT-5, this includes
the power consumed by all stages of the pipeline. For one
classiﬁer C, we deﬁne the power ratio of algorithm A as
P(A(C))
. For a set of classiﬁers S, we deﬁne the average
P(Direct(C))
ΣC∈S

Power
SPliT2 SPliT5
60.1% 55.3%
64.5% 57.1%
55.1% 51.7%
59.9% 53.9%
43.1% 39.3%
34.9% 30.0%
27.9% 22.1%
23.0% 16.5%
20.0% 13.1%
18.3% 11.4%
17.5% 10.4%

7.2

Latency

For single lookup schemes, let L(A(C)) represent the number of nanoseconds required to perform one search on a
TCAM with size equal to the number of rules in A(C). For
SPliT-2 and SPliT-5, let L(A(C)) represent the number of
nanoseconds required to perform all searches in the lookup
pipeline. For one classiﬁer C, we deﬁne the latency ratio
L(A(C))
of algorithm A as L(Direct(C))
. For a set of classiﬁers S, we
deﬁne the average latency ratio for algorithm A over S to

P(A(C))

P(Direct(C))
.
power ratio of algorithm A over S to be
|S|
Figure 8 (a) shows the energy consumed per packet classiﬁed as a function of the direct encoding packet classiﬁer
size. Table 4 shows the average power ratios for SPliT-2
and SPliT-5 on RL, RLU , SY N , SY NU , and our hypothetical classiﬁers. Although SPliT-2 and SPliT-5 use two
and ﬁve TCAM chips, respectively, and each chip runs at
a higher frequency than the single TCAM chip in singlelookup schemes, SPliT-2 and SPliT-5 still achieve signiﬁcant
power savings because of their huge space savings. SPliT-2
and SPliT-5 reduce energy consumption per lookup by at
least 36.5% and 42.9%, respectively, on all data sets. On
our extrapolated data, the energy savings of SPliT-2 and
SPliT-5 continue to grow as classiﬁer size increases. For
the largest classiﬁer size we consider, SPliT-2 and SPliT5 achieve power ratios of 17.5% and 10.4%, respectively.
There are two reasons why SPliT-2 and SPliT-5 work so
well. TCAM chip energy consumption is reduced if we reduce the number of rows in a TCAM chip and if we reduce
the width of a TCAM chip. SPliT-2 reduces the width of a
TCAM chip by a factor of 2 (from 160 to 80),and it also reduces the number of rows by a signiﬁcant amount. SPliT-5
reduces the width of a TCAM chip by a factor of 4 (from 160
to 40) in most cases, and it reduces the number of rows by
even more than SPliT-2. Even more energy could be saved
if we ran the smaller TCAM chips at the same frequency we
ran a larger single-lookup TCAM chip.

ΣC∈S

L(A(C))

L(Direct(C))
be
.
|S|
Figure 8 (b) shows the latency per packet classiﬁed as a
function of the direct encoding packet classiﬁer size. Table 4
shows the average latency ratios for SPliT-2 and SPliT-5 on
RL, RLU , SY N , SY NU , and our hypothetical classiﬁers.
Although SPliT-2 and SPliT-5 need to perform two and
ﬁve TCAM lookups, respectively, for each packet, SPliT-2
and SPliT-5 increase latency per packet by at most 48.8%
and 210%, respectively. The reason the increase in latency
is not 100% and 400%, respectively, in all cases is that
the lookup time of a TCAM chip increases as its size increases. Since SPliT-2 and SPliT-5 can use smaller TCAM
chips, their latency is signiﬁcantly less than double or quintuple that of single lookup direct expansion. For the largest
modeled classiﬁer, the improvement in lookup time hits a
point on the curve where SPliT-2 and SPliT-5 actually have
smaller latencies than that of single lookup direct expansion. Furthermore, given that packet classiﬁcation systems
typically measure speed in terms of throughput rather than
latency, the small latency penalty of SPliT-2 and SPliT-5
may be relatively unimportant.
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For single lookup schemes, let T(A(C)) represent the number of lookups per second for a TCAM of size A(C). For
SPliT-2 and SPliT-5, let T(A(C)) be the minimum throughput of any stage in the lookup pipeline. For one classiﬁer C,
T(A(C))
we deﬁne the throughput ratio of algorithm A as T(Direct(C))
.
For a set of classiﬁers S, we deﬁne the average throughput
ΣC∈S

T(A(C))

T(Direct(C))
ratio for algorithm A over S to be
.
|S|
Figure 8 (c) shows the throughput as a function of the
direct encoding packet classiﬁer size. Table 4 shows the
average throughput ratios for SPliT-2 on RL, RLU , SY N ,
SY NU , and our hypothetical classiﬁers.
SPliT-2 and SPliT-5 signiﬁcantly increase throughput for
classiﬁers of all sizes. The typical improvement for SPliT-2
is in the 35% to 70% range. For SPliT-5, this improvement
range increases to 61% to 150%. For an extremely large
classiﬁer whose direct expansion requires a 72Mbit TCAM,
SPliT-2 and SPliT-5 improve throughput by 423.8% and
489.2%, respectively.

8. CONCLUSIONS
In this paper, we propose a new approach to designing
TCAM-based packet processing engines. Instead of using a
single large TCAM chip, TCAM SPliT uses 2 ≤ k ≤ d small
TCAM chips to classify packets in a pipeline fashion. TCAM
SPliT achieves signiﬁcant TCAM space reduction because it
eﬀectively mitigates the multiplicative eﬀect among multiple
dimensions in a classiﬁer. As smaller TCAM chips consume
less power and support faster lookups, TCAM SPliT also
achieves signiﬁcant power savings and higher throughput.
With full SPliT where k = 5, we achieve signiﬁcantly better
results than any previously proposed TCAM-based packet
classiﬁcation scheme. With minimal SPliT where k = 2, we
still achieve impressive compression.
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