2009
29th IEEE
International
Conference
on Distributed Approach
Computing Systems
Iustitia:
An
Information
Theoretical
to

High-speed Flow Nature Identification
Amir R. Khakpour
Alex X. Liu
Department of Computer Science and Engineering
Michigan State University
East Lansing, 48824 Michigan
{khakpour, alexliu}@cse.msu.edu

Abstract

complex keyword searching for finding possible human
communications on the fly.
Performance improvement for Intrusion Detection/Prevention Systems (IDS/IPS). With the rapid
growth of Internet traffic and the increasing complexity
of IDSes/IPSes, such security devices are becoming
performance bottlenecks. When performing deep packet
inspection on each packet cannot meet the performance
demand of users, high-speed flow nature identification
allows an IDS/IPS to apply binary related attack signatures
on binary flows and text related attacks signatures on text
flows, which is more efficient than applying all signatures
on all flows.
Although identifying flow nature is a fundamental networking problem, to our best knowledge, it has not been
investigated in prior literature. High-speed flow nature identification is a technically challenging problem. First, flow
nature identification cannot rely on well-known port numbers. Any port number can be potentially customized for any
application. Thus, flow nature identification has to rely on
examining packet payload. Second, examination of packet
payload at high speed is difficult for high bandwidth links.

This paper concerns the fundamental problem of identifying the content nature of a flow, namely text, binary,
or encrypted, for the first time. We propose Iustitia, a tool
for identifying flow nature on the fly. The key observation
behind Iustitia is that text flows have the lowest entropy
and encrypted flows have the highest entropy, while the
entropy of binary flows stands in between. The basic idea of
Iustitia is to classify flows using machine learning techniques
where a feature is the entropy of every certain number
of consecutive bytes. The key features of Iustitia are high
speed (10% of average packet inter-arrival time) and high
accuracy (86%).

1. Introduction
1.1. Motivation
In this paper, we aim to identify the content nature of
flows at high speed. We define the nature of a flow as text,
binary, or encrypted. A text flow mainly consists of words of
natural languages. Typical text flow content include HTML
pages, email, chat, telnet, etc. A binary flow mainly consists
of binary content, such as executable code, multimedia files,
etc. An encrypted flow mostly consists of traffic over SSL,
encrypted files, etc. Fast identification of flow nature can
enable a variety of applications in networking. Below we
give a few examples.
Network monitoring and management. High-speed flow
nature identification allows ISPs to prioritize their traffic
for better quality of service. Considering an ISP serving a
bank and a call center, among the traffic to/from the bank
network, the ISP may give higher priority to the encrypted
flows because they most likely carry banking transactions.
Among the traffic to/from the call center, the ISP may give
higher priority to the binary flows because they most likely
carry voice data. High-speed flow nature identification also
allows ISPs to gather various statistics on traffic passing
through a network. Currently, up to 40% of Internet traffic
belongs to unknown applications [1]. Identifying the nature
of flows will help ISPs to understand better the type of traffic
passing through their networks.
Forensics. High-speed flow nature identification allows
ISPs to properly monitor and efficiently log their traffic for
law enforcement purposes. For example, identifying binary
flows may help copyright enforcement as they may carry
copyrighted software and multimedia. As another example,
identifying text flows may allow law enforcement to perform
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1.2. Iustitia Architecture
In this paper, we propose Iustitia1 , a fast content-based
flow classifier that classifies flows into text, binary, and
encrypted. When a flow is started, Iustitia quickly identifies
its nature based on a small number of buffered packet
payload and forwards it to its corresponding buffer. The key
observation behind Iustitia is that text flows have the lowest
entropy and the encrypted flows have the highest entropy,
while the entropy of binary flows stands in between. The basic idea of Iustitia is to classify flows using machine learning
techniques where a feature is the entropy of every certain
number of consecutive bytes. To address rigid time and space
requirements in high speed routers, Iustitia leverages entropy
estimation techniques and fast classification methods.
The architecture of Iustitia is shown in Figure 1. The classifier has a Classification Database (CDB) that contains flow
IDs with their corresponding class label. Upon arrival of a
packet, the classifier calculates the hash of the packet header
to identify its flow ID. If the flow ID is found in CDB, the
flow splitter forwards the packet to its corresponding output
queue. Otherwise, the packet is buffered in its corresponding
queue. When the buffer of a flow is full, a set of entropybased classification features are extracted, where a feature
1. Iustitia (aka Lady Justice) is the Roman goddess of Justice, depicted
and sculptured mostly blindfolded with a sword and measuring balances.
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a flow contains code. Signature-based approaches include
the schemes for detecting well-known application protocols
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Figure 1. Iustitia Architecture
is the entropy of every certain number of consecutive bytes,
and then fed into the classification module. The output of the
classification module is a label of text, binary, or encrypted.
Note that the classification module is trained offline using
labeled data. When the nature of a flow is identified, the
flow ID along with its corresponding label are stored in the
classification database (CDB). Flows carried by TCP are
removed from CDB when FIN or RST packets are seen.
Flows in CDB are also removed when they are inactive for
a certain amount of time.

3. File Classification Using Entropy Vector
In this section, we first define the concept of file entropy
vector. Second, we present two hypotheses, which will be
used as the basis of Iustitia. Third, we show to what level of
accuracy these hypotheses are true and how file classification
can be useful for flow classification.

1.3. Summery of Experimental Results
3.1. Entropy Vector

Our experimental results show that Iustitia can classify
flows by their first 32 bytes of the data stream in about
300µs using 200 bytes of space per new flow with an
average accuracy rate of 86%. The misclassification rates
for text, binary, and encrypted flows are 4%, 12%, and
20%, respectively. With larger buffers, Iustitia can achieve an
average accuracy rate of 90%. Based on our experiments on
public traffic traces, on average, the delay caused by Iustitia
is 10% of the average packet inter-arrival time; in more than
70% of the experimented flows, the delay caused by Iustitia
is 5% of the average packet inter-arrival time.
The rest of the paper proceeds as follows. We first review
related work in Section 2. We then define entropy vector and
present how files can be classified by their entropy vector
in Section 3. In Section 4, we adapt and optimize our file
classification method for classifying flows. Finally, we give
concluding remarks in Section 5.

According to information theory, the entropy of a sequence of m elements over set S = {e1 , eP
2 , . . . , en }, where
n
mi
i
each element is in S, is defined as − i=1 m
m log( m ),
where mi is the frequency of element ei . In this paper,
we use normalized entropy where the base of logarithm
is n and the unit of entropy is element per symbol. Note
that we assume 0 log 0 = 0. The entropy of a sequence of
elements is a measure of the diversity or randomness of the
sequence. The minimum entropy value is 0 if all elements in
the sequence are the same, and the maximum entropy value
is 1 if all elements are repeated equally in the sequence. For
simplicity, we use “entropy” to mean “normalized entropy”
in the rest of the paper unless specified otherwise.
Given a file F , we can treat every byte as an element
and F as a sequence of bytes, and henceforth calculate the
entropy of the file over the set of all possible bytes. In
general, we can treat every consecutive k bytes in file F as
an element and calculate the entropy of the file over the set
of all possible k bytes. For example, given F = ha, b, c, di,
we can treat each consecutive 2 bytes as an element and
the file as a sequence of 2 bytes hab, bc, cdi, and calculate
the entropy of the file over the set of all possible 216 two
bytes. We use fk to denote the set of all possible k bytes,
and hk to denote the entropy of the file F that is treated as
a sequence of consecutive k bytes over set fk . We calculate
hk in Formula (1). Note that |fk | = 28k . We define an
entropy vector for a given file F of m bytes, as a vector
of elements where each element is in {h1 , · · · , hm }. We
use HF to denote the entropy vector for file F , and Hb to
denote the entropy vector of the first b bytes of a file.

2. Related Work
To our best knowledge, there is no prior work on methods
for classifying flows as text, binary, and encrypted. Prior
work on traffic classification for anomaly detection purposes mainly focuses on the inspection of packet headers
and the detection of different network attacks using the
statistical features of packet header fields [10], [11], [13].
The anomalies that can be detected and identified with such
techniques are limited to attacks that can be detected based
on packet headers, such as port scans, DOS, etc. However,
these techniques are unable to discern attacks that cannot be
detected solely based on packet headers such as malware,
viruses, etc. Prior work on packet payload classification
using machine learning techniques focuses on identifying
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Figure 2. File entropy vector points in space and file classification accuracy using CART and SVM
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Total
Text File
Binary File
Encrypted File

Decision Tree (CART)
Accuracy
Misclassification
79.19%
Text
Binary
Encrypted
79.94%
8.09%
11.97%
79.34%
8.57%
12.05%
78.25%
10.46%
11.29%
SVM - RBF Kernel (γ=50,C=1000)
Accuracy
Misclassification
86.51%
Text
Binary
Encrypted
78.65%
3.18%
18.16%
84.11%
3.35%
12.56%
96.79%
0.20%
3.01%
-

files, htmls), and 13,656 encrypted files (generated using
PGP, AES, DES, etc). We validated hypothesis 1 using 10
times cross-validation over these files. Each cross-validation
uses 6000 files equally drawn from each class. For each file,
we calculated an entropy vector of size 10. The feature space
of the first three features h1 , h2 , h3 are shown in Figure 2(a).
As expected, most data points for text files have the lowest
entropy values, most data points for encrypted files have the
highest entropy values, and most data points for binary files
stand in between. We then apply two classification methods,
decision tree (CART) [9] and Support Vector Machines
(SVM) [19] to each dataset. The results are shown in Figure
2(b) and 2(c) and Table 1.

Table 1. File classification using h1 to h10 .
|fk |
X

mik
mik
log|f | (
)
k
m−k+1
m−k+1
X
X
1
=
[
mik log(m − k + 1) −
mik log mik ]
m−k+1 i
i
X
1
= log(m − k + 1) −
mik log mik
m−k+1 i

hk = −

Figure 2(b) indicates that by using decision trees, we can
have up to 79% classification accuracy, where the prediction
accuracy for each class is almost the same as the total
accuracy (i.e., the accuracy for all classes). Table 1 illustrates
the average misclassification rate for each class trivially
changes around 10%.

i=1

(1)

In P
Formula (1), mik is the number of i-th element in fk
|fk |
(i.e. i=1
mik = m − k + 1). In our flow classifier, given
a file F of size m bytes, for every 1 6 i 6 m, we treat hi
as a feature of F . We call i the feature width of hi .

We also experimented with SVMs, which are commonly
used in machine learning for complex feature spaces. After
model selection, we achieved best classification accuracy
rate on SVM with Radial Basis Function (RBF) kernel
by γ = 50 and C = 1000 parameters. For multi-class
classification, we also use DAGSVM [16], which is the
fastest among other multi-class voting methods [7]. Using this classification model, the total accuracy rate is
improved up to 86%. The results show that even though
the classification accuracy for text data does not improve
much, the accuracy for encrypted data and binary data has
significant improvement. The accuracy for encrypted data
is improved from 77% to 96% and that for binary data
is improved from 80% to 85%. Because of the nonlinear
nature of the RBF kernel, the misclassification pattern in
RBF kernel is quite different from that in the decision tree
approach. For instance, the misclassification rate for text
data points that are classified as encrypted is increased up
to 8%, and the misclassification rate for encrypted data
points that are classified as text is decreased up to 10%.
To validate hypothesis 2, we use Jensen-Shannon divergence

3.2. Hypotheses and Validation
We make the following two hypotheses, which will serve
as the basic of our flow classification scheme: (1) Using file
entropy vectors, we can classify files into text, encrypted, and
binary files. (2) The randomness of the beginning portion of
a file represents the randomness of the entire file.
The first hypothesis is based on the observation that in
comparison with binary files, text files have lower entropy as
they tend to have repeated elements and encrypted files have
higher entropy as their content are most random. The second
hypothesis is based on the observation that the randomness
of the first b bytes of a file is typically close to randomness
of the whole file.
To validate these two hypotheses, we collected a pool
of three classes of files: 52,273 binary files (including
executables, JPG, GIF, AVI, MPG, PDF, ZIP files), 24,985
text files (including text documents, manuals, txt files, log
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Table 2. Classification accuracy after feature selection

(JSD) [14] (also known as total divergence to the average)
measure which is a popular method to calculate the distance between two probability distributions. In fact, JSD
is the average of Kullback-Leibler (KL) distances of two
distributions to their average distribution. JSD is smooth,
bounded [0,1], and satisfies the symmetry condition. Let P
and Q be two probability distributions. The KL distance
(also known as relative
Pentropy)pibetween P and Q is defined
as KLD(P kQ) =
i pi log qi . Let M be the average
probability distribution (M = P +Q
2 ). The Jensen-Shannon
divergence denoted by JSD(P kQ) is defined as follows.
Note that JSD(P kQ) = 0 if and only if P = Q.
JSD(P kQ) =
=

Decision Tree (CART)
HF = hh1 . . . h10 i HF = hh1 , h3 , h4 , h10 / h5 i
79.19%
79.20 / 78.61%
79.94%
79.66 / 79.35%
79.34%
79.27 / 78.49%
78.25%
78.66 / 77.99%
SVM - RBF Kernel (γ=50,C=1000)
HF = hh1 . . . h10 i
HF = hh1 , h2 , h3 , h9 / h5 i
86.51%
86.08% / 85.41%
78.65%
78.91% / 78.91%
84.11%
83.40% / 82.28%
96.79%
95.94% / 95.04%

it is small enough to avoid long delays and large space
usage, and big enough to keep the accuracy rate high.
We further address the time and space requirements using
entropy vector estimation.

4.1. Feature Selection
There are many feature selection methods that can reduce
the number of features and feature space. For the decision
tree approach, the higher a feature is in a tree, more effective
a feature is in the classification model. We use a voting
scheme for the feature selection on 10 decision trees of
10 cross-validation. In order to find distinctive features, we
prune the trees until we reach the threshold of 2% decrease
in accuracy. Then, the features that are more frequently used
in the pruned trees are chosen as the selected features. The
feature set denoted by φCART and calculated by this method
on our dataset is φCART = {h1 , h3 , h4 , h10 }. For SVM
classification, we use the Sequential Forward Searching
(SFS) algorithm [17] for feature selection. Let n be the
total number of features, and n′ be the number of selected
features. In SFS, we start with an empty set of features.
On each iteration, we add one feature and evaluate the
classification accuracy rate using SVM. Then, we choose
the feature that has the maximum accuracy rate among all
features. The search terminates until we select n′ features.
As we apply this algorithm on all cross-validation sets,
we use a voting mechanism to choose the best features.
The selected feature set using this algorithm is φSVM =
{h1 , h2 , h3 , h9 }. In flow classification, we prefer features
hk with lower k value because in calculating an entropy
vector, as k increases, the number of elements in fk increases
exponentially, which may cause the classification algorithm
to use more memory. Factoring in this preference, the feature
sets that we choose are φ′CART = {h1 , h3 , h4 , h5 }, and
φ′SVM = {h1 , h2 , h3 , h5 }.
Table 2 shows that after feature selection classification
accuracy rates slightly change where in some cases even
increase. It also shows that the feature sets that we chose
after factoring in feature preferences have little impact on
classification accuracy compared to the original feature sets.

1
1
KLD(P kM) + KLD(QkM)
2
2

X
1 X
pi
qi
1
1
(
pi log
+
qi log
) = H(M) − H(P ) − H(Q) (2)
2 i
mi
mi
2
2
i

In hypothesis 2, P is the byte probability distribution
of the first b bytes of a file and Q is the byte probability
distribution for the entire file. We calculate JSD(P kQ) for
single byte element set (f1 ), two bytes element set (f2 ), and
three bytes element set (f3 ). Figure 3 illustrates the average
of JSD distance over 1000 files for each class. Since file sizes
differ, for each file, b is chosen as a portion of the total file.
Figure 3(a) depicts that for all classes of files, the probability
distribution of f1 for the first 20% of the file can represent
the entire file with more than 86% of similarity. Figure 3(b)
shows that the similarity rate for probability distribution of
f2 is 70% and as it is shown in [8] JSD similarity is 67%
for f3 .

4. Flow Classification Using Entropy Vector
Treating a data flow as a sequence of bytes, we can
classify flows using our hypotheses in Section 3. As there are
no real-world packet traces with payload to be investigated
for our experiments because of legal and privacy reasons,
we experiment with real-world packet traces with payload
randomly chosen from our collected files. To design a flow
classifier, there are some parameters that need to be carefully
chosen for better accuracy and efficiency. To accelerate the
entropy calculation/estimation process and reduce the size
of the classification model, we first use feature selection
methods to shrink the feature space without considerable
accuracy decrease. We then choose buffer size b such that

4.2. Choosing Buffer Size
Next, we discuss how to determine the size of the buffer
used to store packet payload for calculating entropy vectors.
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To achieve high time and space efficiency, this buffer needs
to be small. To achieve high classification accuracy, this
buffer needs to be large enough. Finding a good tradeoff
for the buffer size is an important issue. The optimal value
of b depends on how the classifier was trained. If we train
the classifier using the entire content of every training file
and classify flows using their first b bytes, Figure 4(a) shows
that we can achieve an accuracy rate of 86% using a buffer
of 1K bytes with the SVM classification model. If we train
the classifier using the the first b bytes of every training
file and classify flows using their first b bytes, Figure 4(b)
shows that we can achieve an accuracy rate of 86% using a
buffer of 32 bytes with both the SVM and the decision tree
classification models. Note that for SVM, we use the same
classification model that was used for the file classification.
To compare two buffer sizes based on the two training
methods in terms of time and space, we implement our
classifier using C++ on a Linux workstation with AMD 64
Athlon Dual core and 2.5 GB of RAM. The results shown in
Figure 5 indicate that the second training method is preferred
over the first training method. According to Figure 5(a), the
entropy vector calculation time using the second training
method with b = 32 is almost 10 times less than the first
training method with b = 1024. Furthermore, according to
Figure 5(b), the space per flow using the second training
method is 30 times less than first training method. Note that
both time and space curves increase linearly as buffer size
increases.

4.3. Handling Application Layer Headers

Classification Accuracy

Many application protocols have headers. For instance, a
picture in an html page is fetched from a web server in a
separate flow with an HTTP header in text. Such a binary
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For headers of well-known application protocols, such as
HTTP, SMTP, IMAP, and POP, as they have a known format,
our classifier strips them off using signature based header
detection techniques [5], [21] and uses only application payload for classification purposes. However, based on Internet
flow statistics [1], known application flows and encrypted
flows constitute around 50% and 10% of the Internet traffic,
respectively. Thus, almost 40% of traffic flows are unknown.
This includes the flows that have no application headers
(such as FTP file transfer flows and most P2P network file
transfer flows) and the flows that have unknown application
headers. As the size of an application header varies for
different applications, we use a threshold T as a maximum
number of header bytes. In other words, to calculate an
entropy vector, we treat the (T + 1)-th byte in a flow as
the beginning of the flow. To examine classification accuracy
using threshold T , for each experimented flow, we randomly
choose an application header length Y (Y 6 T ). We then
treat the (T −Y +1)-th byte as the beginning of the flow. We
now have three methods to train our classifier:(1)HF -based
method that uses entire file content, (2) Hb -based method
that uses the first b bytes of file content, (3) Hb′ -based
method that uses b consecutive bytes starting at a random
location ranging from the first byte to the (T + 1)-th byte.
Recall that HF denotes the entropy vector for file F and
Hb denotes the entropy vector of the first b bytes of a file.
Figure 6 compares the accuracy of different classification
models using different buffer sizes. For both classification
models of SVM and CART, Figures 6(a) and (b) show that
classification accuracy does not significantly differ when we
use the above three training methods. This is expected as we
have already shown that the characters of a flow probability
distribution does not change significantly over the flow
content. The figure also shows that using larger buffer sizes
may increase classification accuracy for both classification
models. Comparing the two classification models, SVM
with the RBF kernel achieves up to 10% better accuracy
than CART for most buffer sizes. Our experimental results
show that with unknown application headers removed, our
classifier achieves a classification accuracy of 80% with a
buffer of 1024 bytes.
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4.4. Entropy Vector Estimation

counters. Third, we group these counters into g groups where
each group has z counters. Fourth, for each counter c, we
calculate b(c log c − (c − 1) log(c − 1))) as the unbiased
estimator for Sk . Fifth, for each group, we calculate the
average of the z unbiased estimators. Sixth, we calculate
the median of the g average values as the estimated value of
Sk . Finally, we use Formula (1) to calculate the estimated
value of hk . The detailed pseudocode of the above entropy
vector estimation algorithm is available in the technical
report version of this paper [8].
4.4.2. Identifying ǫ and δ. To identify the best values for
ǫ and δ, we calculate the entropy vector based on different
values for ǫ and δ and examine the classification accuracy
for each combination of ǫ and δ. As shown in Figure 2(a),
the data points for different classes are close to each other
in space, and they are not well segregated. This implies that
the (δ, ǫ)-estimated entropy vector data points induce more
overlaps rather than exact entropy vector data points. Thus,
we expect the misclassification rate to increase. Based on the
experimental results using the (δ, ǫ)-approximation algorithm
shown in Figure 7, we make the following observations:
(1) Using SVM with Hb′ -based training method where
b′ = 1024, we have a classification accuracy of 81.3%,
and the optimal values of ǫ and δ are 0.25 and 0.75,
respectively. However, to improve classification accuracy,
we reapply the model selection on the new dataset, and
obtain a classification accuracy of 83% using γ = 10 and
C = 1000. Figure 7(i) shows the classification accuracy rate
for different classes using different ǫ and δ values classified
by SVM with new model parameters. (2) Using CART with
Hb′ -based training method where b′ = 1024, we have a
classification accuracy of 76.03%, and the optimal values of
ǫ and δ are 0.5 and 0.1, respectively. Figure 7(ii) shows the
classification accuracy for different classes using different ǫ
and δ values. (3) The entropy vector estimation algorithm is
not effective for small buffers of size such as 32 bytes.
4.4.3. Time and Space Analysis. Table 3 compares the
time and space requirement for calculating and estimating
an entropy vector. Comparing the entropy vector exact
calculation and estimation, the estimation process requires
almost three times less memory, yet it takes three times
more time to be executed. In fact, the buffer size is not big
enough for this algorithm to be efficient on time constraints;
however, it reduces the required space significantly.

4.4.1. Overview. Calculating exact entropy vectors for each
flow can be costly in time and space when we use a
buffer of 1K bytes. In Iustitia, we
P use a (δ, ǫ)-approximation
algorithm to estimate Sk ≡
i mik log mik in Formula
(1). This algorithm is proposed for estimating the entropy
of data streams by Lall et al. in [12]. The basic idea is
to use frequency moments estimation techniques [3]. The
estimation algorithm has relative error of at most ǫ with
probability at least 1 − δ. Thus, given X whose estimated
value is X̃, we have P r(|X − X̃| 6 Xǫ) > 1 − δ. Note that
the entropy estimation algorithm is based on fundamental
assumption of |fi | ≫ b. This implies that we cannot use the
estimation algorithm for h1 because |f1 | = 256. However,
the rest of the features use the estimation algorithm as
|fi | = 256i .
In the (δ, ǫ)-approximation algorithm, the number of counters required for entropy estimation is significantly less
than the number of counters required for accurate entropy
calculation because the number of elements in fi increases
exponentially. The number of counters for feature φi is
g × zi . Note that g and zi are calculated based on δ and
ǫ as follows: zi = ⌈32 log|fi | b/ǫ2 ⌉, and g = 2 log2 (1/δ).
In this paper, as the main objective is to obtain higher
classification accuracy with smaller number of counters, we
examine classification accuracy for each possible value of
ǫ and δ. To save space in entropy estimation, we need to
ensure that the number of counters is less than the number of
counters in actual entropy vector calculation. Theoretically,
we assign one counter for eachP
element of a feature, thus
the total number of counters is ( ∀φi 6=h1 |fi |). However, in
practice, most of the counters are 0 as |fi | ≫ b. If we assume
α as the total number of counters in exact calculation, we
can calculate the lower bound for ǫ and δ as follows:
X

∀φi 6=h1

g × zi =

X

32 log|fi | b · 2 log2 (1/δ)

∀φi 6=h1

ǫ2

<α

(3)

Replacing |fi | by 28i will give us
X

∀φi 6=h1

8 log2 b · log2 (1/δ)
<α⇒ǫ>
ǫ2 i

r

Kφ

log2 b
log2 (1/δ)
α

(4)

where KP
φ is the feature set coefficient and defined as
Kφ = 8 ∀φi 6=h1 1i . For our feature sets, KφSVM = 8.26,
KφCART = 6.26. Also, for our dataset with b = 1024, we
estimate α ≃ 1911.pThus, for our dataset formula (4) is
reduced to ǫ > 0.18 log2 (1/δ).
For each flow, when its buffer becomes full or the buffer
stops receiving packets for a certain period of time, for each
feature φk (k > 1), we estimate the value of hk in the
flow’s entropy vector as follows. First, we randomly choose
g × z locations in the buffer. Second, for each of the g × z
locations, we pick k consecutive bytes in the buffer as an
element, then scan the buffer starting from the location to
the end and count the number of k consecutive bytes that
are equal to the element. Now, we have a total of g × z

b=1024B
b=32B

SVM
CART
SVM
CART

Calculation
Time
Space
5428µs
5.1KB
5658µs
5.3KB
326µs
195B
276µs
192B

Estimation
Time
Space
16421µs
1.6KB
18751µs
1.85KB
-

-

Table 3. Comparing the required time and space for
(b=1024B) and (b=32B)

4.5. Classifier Buffering Delay Analysis
As shown in Figure 1, the incoming packets need to be
buffered and once the flow buffer is full with the required
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Figure 7. Classification accuracy based on different g and z values

Figure 8. Comparing CDB size with
total number of flows and total number of packets

of the flow Fi , n is an arbitrary coefficient, and λF′i is the
inter-arrival time from the last two packets for the flow Fi .
Note that if only one packet of a flow is received, we use
default λ = 0.5s. This implies that we need to keep λF′i in
CDB for each flow. However, we can save memory and use
a constant λ value for all flows. The cumulative probability
(CDF) of λ′F for our trace is shown in Figure 9(b).
The parameter n should be determined based on the given
time and space requirement. In terms of space, we need
to consider that each record in the CDB is 194 bits long
including 160 bits for the SHA-1 hash result, 32 bits for
λ′Fi , and 2 bits for the flow class label. Yet, small n may
lead to unnecessary flow classification for the flows that have
been classified before but have been removed from CDB.
Thus, as flow classification required space (Table 3) could
be noticeably high comparing to 192 bits, we are interested
in n values that are large enough to avoid reclassification of
the same flow. Our experimental results show that n = 4 is
an optimal value for the given traffic trace. We also trigger
the purging threads once the number of flows is increased
by 5,000 flows. This value may vary based on the link rate
and available resources. Figure 8 indicates that the CDB size
after pruning is fairly constant on 29,713 flows over time.
Another important factor in delay analysis is the required
time period
Pc for the buffer to be filled. This time is calculated
as τb = j=1 λj where c is the number of required packets
to fill the buffer. Considering fixed buffer size b, the number
Cumulative probability (CDF)

b bytes, the buffer is sent to the entropy vector calculator/estimator unit for classification. In some applications,
this part can be embedded into the application layer. In such
cases, the flow classification overhead will be reduced to entropy calculation/estimation. Table 3 shows the classification
calculation time (delay). However, if we want to consider the
flow classifier as an independent component in a network,
we need to evaluate the delay of the flow buffering. For this
purpose, we experimented with a gigabit gateway trace from
the UMASS Trace Repository [2], [18] that has 11,976,410
packet records where 41.16 % of them are the UDP or TCP
data packets. The packet rate in this trace is 146,714.38
packets per second. This trace contains 299,564 data flows.
We experimented with four buffer sizes: 32, 1024, 1500,
2000. We choose b = 32 and b = 1024 for systems that deal
with flows with no application header, and T +b′ = 1500 and
T +b′ = 2000 for systems that are required to cut the first T
bytes of the flow to throw out the possible application header
(T varies from 0 to 1970 based on the required classification
accuracy and the classification model).
The total delay in the buffering stage τ can be calculated
as the summation of the header hash calculation time (τhash ),
the CDB search time (τCDBsearch ), and the time period that
requires for the buffer to be filled (τb ).
We use SHA-1 to create 160 bit hash result for each
flow Fi . The hash calculation time is around 18µs which is
trivial comparing to CDB search time and inter-arrival time.
However, in order to have a reasonable CDB search time,
we need to purge the obsolete flows from CDB, meaning
that we need to make sure that the CDB size tends to be the
number of concurrent (actual) flows. Therefore, once packets
with RST or FIN flags are received, their corresponding
flow record in CDB will be removed. Figure 8 illustrates
that up to 46% of the flows are removed. However, some
applications do not close the TCP sockets properly and
also packets in UDP flows do not have FIN or RST flags.
Hence, we use the packet arrival time to remove the obsolete
flows. We assume that a flow Fi is obsolete if the following
condition holds: tcurrent − tFi > nλF′i , where tcurrent is
the current time, tFi is the arrival time of the last packet
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Figure 9. Cumulative probability distribution of packet
size and inter-arrival time
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4.6. Discussion
Network tunneling adds more complication for flow classification. A tunnel may contain multiple flows with different
natures. If the tunnel is encrypted, we classify the tunnel as
an encrypted flow. If the tunnel is not encrypted, we should
distinguish every flow inside the tunnel and classify them
separately.
In case Iustitia is used for security applications, an
attacker may defraud Iustitia by adding some deceiving
padding in the beginning of a flow to cause misclassification.
For instance, if we prioritize different output buffers such
that binary flows have the highest priority and encrypted
flows have the lowest priority, an attacker may put some
encrypted-like padding to the beginning of a flow and send
it over to bypass complex signature matching. To deal with
this problem, one solution is to randomly skip the first T
bytes in a flow and then begin to buffer packet payload for
flow classification. An alternative solution is to periodically
delete the CDB record of a flow that has started for a certain
amount of time, which will cause the flow to be reclassified.

5. Conclusion
We make two major contributions in this paper. First,
we propose the first method for classifying flows into text,
binary, and encrypted at high-speed with a small amount of
memory. Our method is mainly based on machine learning
and information theory techniques. Second, we implemented
our method and performed extensive experiments. Our experimental results show that our method achieves high speed
(10% of average packet inter-arrival time) and high accuracy
(86%).
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