
Author's personal copy

Firewall policy verification and troubleshooting

Alex X. Liu
Department of Computer Science and Engineering, Michigan State University, East Lansing, MI 48824-1266, United States

a r t i c l e i n f o

Article history:
Received 23 February 2008
Received in revised form 7 July 2009
Accepted 10 July 2009
Available online 15 July 2009
Responsible Editor: Chuang Lin

Keywords:
Firewall policy
Firewalls
Network security

a b s t r a c t

Firewalls are important elements of enterprise security and have been the most widely
adopted technology for protecting private networks. The quality of protection provided
by a firewall mainly depends on the quality of its policy (i.e., configuration). However,
due to the lack of tools for verifying and troubleshooting firewall policies, most firewalls
on the Internet have policy errors. A firewall policy can error either create security holes
that will allow malicious traffic to sneak into a private network or block legitimate traffic
disrupting normal traffic, which in turn could lead to diestrous consequences.

We propose a firewall verification and troubleshooting tool in this paper. Our tool takes
as input a firewall policy and a given property, then outputs whether the policy satisfies
the property. Furthermore, in the case that a firewall policy does not satisfy the property,
our tool outputs which rules cause the verification failure. This provides firewall adminis-
trators a basis for how to fix the policy errors.

Despite of the importance of verifying firewall policies and finding troublesome rules,
they have not been explored in previous work. Due to the complex nature of firewall pol-
icies, designing algorithms for such a verification and troubleshooting tool is challenging.
In this paper, we designed and implemented a verification and troubleshooting algorithm
using decision diagrams, and tested it on both real-life firewall policies and synthetic fire-
wall policies of large sizes. The performance of the algorithm is sufficiently high that they
can practically be used in the iterative process of firewall policy design, verification, and
maintenance. The firewall policy troubleshooting algorithm proposed in this paper is not
limited to firewalls. Rather, they can be potentially applied to other rule-based systems
as well.

� 2009 Elsevier B.V. All rights reserved.

1. Introduction

Firewall serve as the first line of defense against mali-
cious attacks and unauthorized traffic. They are corner-
stones of network security and have been widely
deployed in businesses and institutions. A firewall is
placed at the point of entry between a private network
and the outside Internet such that all incoming and outgo-
ing packets have to pass through it. The function of a fire-
wall is to examine every incoming or outgoing packet and
decide whether to accept or discard it. This function is
specified by a sequence (i.e., an ordered list) of rules, which
is called the ‘‘policy”, i.e., the configuration, of the firewall.

Each rule in a firewall policy is of the form hpredicatei !
hdecisioni. The hpredicatei of a rule is a boolean expression
over some packet fields such as source IP address, destina-
tion IP address, source port number, destination port num-
ber, and protocol type. The hdecisioni of a rule can be
accept, discard, or a combination of these decisions with
other options such as a logging option. The rules in a fire-
wall policy often conflict. To resolve such conflicts, the
decision for each packet is the decision of the first (i.e.,
highest priority) rule that the packet matches. Table 1
shows an example firewall.

1.1. Motivations

In this paper, we consider the following two problems
that are frequently raised in practice: given a firewall policy
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and a property, how can an administrator verify that the fire-
wall policy satisfies the property? If the property is not satis-
fied, what are the troublesome rules in the policy that cause
the verification failure? In this context, a property is a
high-level policy that a firewall needs to enforce. An exam-
ple property could be ‘‘the people in the development zone
should not be able to access the database server in the
accounting zone”. Such a tool is helpful for firewall admin-
istrators to analyze and debug their firewalls as well as
other routine duties such as demonstrating to their man-
ager that the firewall does satisfy a set of necessary prop-
erties. This tool also can serve as a debugging tool in
designing and analyzing firewall policies.

Due to the subtle and elusive nature of firewall rules,
correctly verifying whether a firewall satisfies a property
is by no means easy. First, the rules in a firewall policy
are logically entangled because of conflicts among rules
and the resulting order sensitivity. Second, a firewall policy
may consist of a large number of rules. A firewall on the
Internet may consist of hundreds or even a few thousand
rules in extreme cases. Third, an enterprise firewall policy
often consists of legacy rules that are written by different
administrators, at different times, and for different rea-
sons, which makes verifying firewall policies even more
difficult. Verifying a large and complex sequence of logi-
cally related rules is certainly beyond human capability.
Last but not least, an administrator can easily be deceived
to believe that a property is satisfied by some rules in the
middle of a firewall policy that seemingly implement the
property.

Effective methods and tools for verifying and trouble-
shooting firewall policies, therefore, are crucial to the suc-
cess of firewalls. However, firewall administrators are
woefully under-assisted due to the lack of firewall policy
verification and troubleshooting tools. Quantitative studies
have shown that most firewalls on the Internet are plagued
with policy errors [41]. Firewall policy errors can be dan-
gerous and costly. On one hand, if a firewall policy error
permits illegitimate communication, outside attackers
may use these security holes to launch attacks. On the
other hand, if a firewall policy error disallows legitimate
communication, it may cause significant loss due to inter-
rupted businesses. For example, if a firewall policy error
prevents the communication between a web server and
its supporting database server, all transactions that need
such communication are interrupted.

1.2. Key contributions

Despite of the importance of verifying firewall policies
and finding troublesome rules, they have not been well ex-
plored in previous work. In this paper, we propose an effi-

cient algorithms for verifying firewall policies and finding
troublesome rules. To our best knowledge, this paper rep-
resents the first study of firewall policy verification and
troublesome rules identification. The input of our verifica-
tion algorithm includes a firewall policy and a given prop-
erty, and the output is whether the policy satisfies the
property. In the case that a firewall policy does not satisfy
a property, our algorithm outputs which rules cause the
verification failure. This provides firewall administrators
a basis for how to fix the policy.

1.3. Road map

The rest of this paper proceeds as follows. We start with
some example applications of our firewall verification and
troubleshooting algorithm in Section 2. We then formally
define the terms that use throughout this paper in Section
2. In Section 4, we present our firewall verification and
troubleshooting algorithm. In Section 5, we discuss some
further issues for firewall verification and troubleshooting.
In Section 6, we show our experimental results. In Section
7, we review previous related work. In Section 8, we give
concluding remarks.

Because the focus of this paper is on security policies,
we simply use the term ‘‘firewall” to mean ‘‘firewall pol-
icy”, ‘‘firewall rule set”, or ‘‘firewall configuration” unless
otherwise specified.

2. Example

In this section, we show an example application of our
firewall verification and troubleshooting tool. Consider
the example firewall in Table 1. We suppose that the pri-
vate network behind this firewall has a mail server, whose
IP address is 192.168.0.1.

Here we briefly explain the meaning of the three rules
in Table 1. Rule r1 means that all email packets to the email
server are accepted. Note that for a packet, if its destination
port number is 25 and its protocol type is TCP, then the
packet is an email (SMTP) packet. Rule r2 means that all
packets from the domain 1.2.*.* are discarded. Rule r3

means that all packets are accepted. Note that whenever
a packet arrives at a firewall, the decision of the first rule
that the packet matches is executed.

2.1. Verification example 1

Suppose that this firewall is required by its high-level
security policies to discard all packets from a malicious do-
main 1.2.*.*. Given the policy in Table 1 and this property,
our verification tool will report the following two things.

Table 1
An example firewall.

Rule Src IP Dest. IP Src Port Dest. Port Protocol Action

r1 * 192.168.0.1 * 25 TCP accept
r2 1.2.*.* * * * * discard
r3 * * * * * accept
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First, this property is not satisfied by this firewall. Second,
it is rule r1 that causes the verification failure.

2.2. Verification example 2

Suppose that the private network has a web server,
whose IP address is 192.168.0.2, and the firewall is re-
quired by its high-level security policies to accept all HTTP
traffic to and from the web server except the web traffic to
and from the malicious domain 1.2.*.*. Given the policy in
Table 1 and this property, our verification tool will report
that this property is satisfied by the firewall.

3. Formal definitions

We now formally define the concepts of fields, packets,
and firewalls. A field Fi is a variable of finite length (i.e., of a
finite number of bits). The domain of field Fi of w bits,
denoted DðFiÞ, is ½0;2w � 1�. A packet over the d fields
F1; . . . ; Fd is a d-tuple ðp1; . . . ; pdÞ where each pið1 6 i 6 dÞ
is an element of DðFiÞ. Firewalls usually check the follow-
ing five fields: source IP address, destination IP address,
source port number, destination port number, and protocol
type. The lengths of these packet fields are 32, 32, 16, 16,
and 8, respectively. We use R to denote the set of all pack-
ets over fields F1; . . . ; Fd. It follows that R is a finite set and
jRj ¼ jDðF1Þj � � � � � jDðFdÞj, where jRj denotes the number
of elements in set R and jDðFiÞj denotes the number of ele-
ments in set DðFiÞ.

A rule has the form hpredicatei ! hdecisioni. A
hpredicatei defines a set of packets over the fields F1

through Fd, and is specified as F1 2 S1 ^ � � � ^ Fd 2 Sd where
each Si is a subset of DðFiÞ. A rule F1 2 S1 ^ � � � ^ Fd 2 Sd !
hdecisioni is called an atomic rule if and only if each Si is
specified as either a prefix or a nonnegative integer inter-
val. A prefix f0;1gkf�gw�k with k leading 0 s or 1 s for a
packet field of length w denotes the integer interval
½f0;1gkf0gw�k

; f0;1gkf1gw�k�. For example, prefix 01** de-
notes the interval [0100, 0111]. As another example, IP
prefix 1.2.*.* denotes the range of IP addresses from
1.2.0.0 to 1.2.255.255. Note that an IP address of 4 bytes
can be deemed as a nonnegative integer of 4 bytes. As a
non-atomic rule can be easily converted into multiple
atomic rules, in this paper, we assume all rules are atomic;
therefore, we simply use the term ‘‘rules” to mean ‘‘atomic
rules” if not otherwise specified.

A packet matches a rule if and only if the packet
matches the predicate of the rule. A packet ðp1; . . . ; pdÞ
matches a predicate F1 2 S1 ^ � � � ^ Fd 2 Sd if and only if
the condition p1 2 S1 ^ � � � ^ pd 2 Sd holds. We use DS to de-
note the set of possible values that hdecisioni can be. Typi-
cal elements of DS include accept, discard, accept with
logging, and discard with logging.

A sequence of rules hr1; . . . ; rni is complete if and only if
for any packet p, there is at least one rule in the sequence
that p matches. To ensure that a sequence of rules is com-
plete and thus a firewall, the predicate of the last rule is
usually specified as F1 2 DðF1Þ ^ � � � Fd 2 ^DðFdÞ. A firewall
f is a sequence of rules that is complete. The size of f, de-
noted jf j, is the number of rules in f.

Two rules in a firewall may overlap; that is, there is at
least one packet that match both rules. Furthermore, two
rules in a firewall may conflict; that is, the two rules not
only overlap but also have different decisions. Firewalls
typically resolve such conflicts by employing a first-match
resolution strategy where the decision for a packet p is the
decision of the first (i.e., highest priority) rule that p
matches in a firewall. The decision that firewall f makes
for packet p is denoted f ðpÞ.

We can think of a firewall f as defining a many-to-one
mapping function from R to DS. Two firewalls f1 and f2

are equivalent, denoted f1 � f2, if and only if they define
the same mapping function from R to DS; that is, for any
packet p 2 R, we have f1ðpÞ ¼ f2ðpÞ. A rule is redundant in
a classifier if and only if removing the rule does not change
the semantics of the classifier.

4. Firewall verification

In this section, we present a method for verifying fire-
wall properties and finding troublesome rules.

4.1. Property representation

To verify whether a firewall satisfies a given property,
we need to translate the property to a set of non-overlap-
ping rules, which we call property rules in this context to
distinguish them from firewall rules. For example, the
property of discarding all packets from a malicious domain
1.2.*.* can be converted to the property rule in Tables 2.

How to convert high-level descriptions of a property to
a set of property rules is out of the scope of this paper. We
assume that property rules are available for verification
purposes.

Given a firewall and a set of property rules, the verifica-
tion is successful if and only if every property rule is satis-
fied by the firewall. Next, we focus on how to verify
whether a firewall satisfies one property rule.

4.2. Verification of non-overlapping firewalls

To make our firewall verification algorithm easy to
understand, we first assume that the given firewalls are
non-overlapping. A firewall is non-overlapping if and only
if no rules in the firewall overlap. Two rules overlap if and
only if there exists at least one packet that can match both
rules. Note that real-life firewalls are most likely overlap-
ping ones. The above unrealistic assumption is only for
the purpose of introducing our verification algorithm that
does not require this assumption.

Fig. 1 shows an example non-overlapping firewall. In
this firewall, for simplicity, we assume each packet has
only two fields, F1 and F2, and the domain of each field is
[1,100].

Table 2
Example property rule.

Src IP Dest. IP Src Port Dest. Port Protocol Action

1.2.*.* * * * * discard
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Suppose that we want to verify whether this firewall
satisfies the following property rule:

F1 2 ½30;40� ^ F2 2 ½80;90� ! discard

Comparing this property rule with each rule in the fire-
wall, we can find that this property rule does not conflict
with any rule. Two rules conflict if and only if they overlap
and they have different decisions. Therefore, this property
rule is satisfied by the firewall.

As another example, suppose that we want to verify
whether this firewall satisfies the following property
rule:

F1 2 ½1;100� ^ F2 2 ½20;30� ! discard

Comparing this property rule with each rule in the fire-
wall, we can find that this property rule conflicts with both
rule R4 and R5. Therefore, this property rule is not satisfied,
and rule R4 and R5 are the cause of the failure.

The algorithm for verifying non-overlapping firewalls
can be directly derived from Theorem 1.

Theorem 1. A non-overlapping firewall satisfies a given
property rule if and only if the property rule does not conflict
with any rule in the firewall.

Proof. We first prove that if a property rule does not con-
flict with any rule in a non-overlapping firewall then the
firewall satisfies the property rule. Consider a non-overlap-
ping firewall f ¼ hr1; . . . ; rni. For any rule ri, 1 6 i 6 n, we
use Mri

to denote the set of packets that match ri and Dri

to denote the decision of ri. Because f is a non-overlapping
firewall, we have R ¼Mr1 [ � � � [Mrn . Therefore, for any
property rule r, Mr ¼Mr \ R ¼Mr \ ðMr1 [ � � � [Mrn Þ ¼
ðMr \Mr1 Þ [ � � � [ ðMr \Mrn Þ. For any 1 6 i; j 6 n, because
Mri
\Mrj

¼ ;, we have ðMr \Mr1 Þ \ ðMr \Mrn Þ ¼ ;. Thus,
for any packet p 2Mr , there exists one and only one
1 6 i 6 n such that p 2Mr \Mri

. Because r does not con-
flict with ri, we have Dr ¼ Dri

¼ f ðpÞ. Therefore, firewall f
satisfies the property rule r.

Second, we prove that if a non-overlapping firewall
satisfies a given property rule then the property rule does
not conflict with any rule in the firewall. Consider a non-
overlapping firewall f ¼ hr1; . . . ; rni that satisfies a property
rule r. As shown above, Mr ¼Mr \ R ¼Mr \ ðMr1 [ � � � [
Mrn Þ ¼ ðMr \Mr1 Þ [ � � � [ ðMr \Mrn Þ. For any 1 6 i 6 n that
Mr \Mri – ; and for any packet p 2Mr \Mri , we have
f ðpÞ ¼ Dri . Because f satisfies property rule r, we have
f ðpÞ ¼ Dr . Therefore, Dri ¼ Dr , which means that ri does not
conflict with r. Note that if Mr \Mri ¼ ;, ri does not conflict
with r because they do not overlap. h

4.3. Verification of generic firewalls

Here we consider the verification of generic firewalls,
where the given firewall can be either overlapping or
non-overlapping. A firewall is called an overlapping fire-
wall if and only if there are at least two rules in the firewall
which are overlapping. Fig. 2 shows an example overlap-
ping firewall.

4.3.1. Firewall decision diagrams
An important data structure used in firewall verification

is firewall decision diagrams. A firewall decision diagram is
a compact and conflict-free representation of firewalls
[14,16]. A Firewall Decision Diagram (FDD) with a decision
set DS and over fields F1; . . . ; Fd is an acyclic and directed
graph that has the following five properties:

(1) There is exactly one node that has no incoming
edges. This node is called the root. The nodes that
have no outgoing edges are called terminal nodes.

(2) Each node v has a label, denoted FðvÞ, such that

FðvÞ 2
fF1; . . . ; Fdg if v is a nonterminal node;
DS if v is a terminal node:

�

(3) Each edge e : u! v is labeled with a nonempty set of
integers, denoted IðeÞ, where IðeÞ is a subset of the
domain of u’s label (i.e., IðeÞ# DðFðuÞÞ).

(4) A directed path from the root to a terminal node is
called a decision path. No two nodes on a decision
path have the same label.

(5) The set of all outgoing edges of a node v, denoted
EðvÞ, satisfies the following two conditions:
(a) Consistency: IðeÞ \ Iðe0Þ ¼ ; for any two distinct

edges e and e0 in EðvÞ.
(b) Completeness:

S
e2EðvÞIðeÞ ¼ DðFðvÞÞ. h

For example, we can convert the firewall in Fig. 2 to a
firewall decision diagram as shown in Fig. 3. Note that
we use ‘‘a” to represent ‘‘accept” and ‘‘d” to represent
‘‘discard”.

The FDD data structure is similar to the interval deci-
sion diagrams (IDDs) in [5] as well as the GEM data struc-
ture in [37]. The detailed difference between FDDs and
IDDs is discussed in [16].

We define a full-length ordered FDD as an FDD where in
each decision path all fields appear exactly once and in the
same order. For ease of presentation, as the rest of this pa-
per only concerns full-length ordered FDDs, we use the
term ‘‘FDD” to mean ‘‘full-length ordered FDD” if not other-
wise specified.

An FDD is reduced if and only if no two nodes are iso-
morphic and no two nodes have more than one edge be-
tween them. Two nodes v and v0 in an FDD are
isomorphic if and only if v and v0 satisfy one of the following

Fig. 2. An overlapping firewall.

Fig. 1. A non-overlapping firewall.
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two conditions: (1) both v and v0 are terminal nodes with
identical labels; (2) both v and v0 are nonterminal nodes
and there is a one-to-one correspondence between the
outgoing edges of v and the outgoing edges of v0 such that
every pair of corresponding edges have identical labels and
they both point to the same node.

A decision path in a firewall decision diagram is a path
from the root to a terminal node. Each decision path de-
fines a rule. For example, the leftmost decision path in
Fig. 3 defines the following rule:

F1 2 ½20;50� ^ F2 2 ½20;70� ! accept

Fig. 1 shows the six rules defined by the six decision
paths of the firewall decision diagram in Fig. 3.

4.3.2. List-based verification algorithm
To verify whether a given firewall satisfies a property

rule, one solution is to first convert the firewall to an
equivalent non-overlapping firewall, then conduct the ver-
ification on the non-overlapping firewall. For example, we
can convert the firewall in Fig. 2 to an equivalent non-over-
lapping firewall as shown in Fig. 1. Recall that two firewalls
are equivalent if and only if for any packet the two fire-
walls have the same decision.

Converting an overlapping firewall to a non-overlapping
firewall is non-trivial. The best algorithm that we know of is
to convert the given overlapping firewall to an equivalent
reduced FDD and then generate a non-overlapping firewall
from the FDD. Given an overlapping firewall, we can effi-
ciently construct an equivalent FDD using the FDD con-
struction algorithm in [27,29] and then reduce it. From
the reduced FDD, we can easily generate a non-overlapping
firewall by generating a rule from each decision path.

The complexity of the list-based verification algorithm
is OðdndÞ. The above FDD-assisted algorithm converts a gi-
ven overlapping firewall of n rules to a non-overlapping
firewall of OðndÞ rules in the worst case. Here d is the num-
ber of fields that a firewall examines. The typical value of d
is 4 (for the four fields of source IP address, destination IP
address, destination port number, and protocol type) or 5
(for the above 4 fields and the field of source port number).
The complexity OðndÞ is calculated as follows. Given a fire-
wall of n rules, considering field Fi, the n ranges divide the
domain of Fi into at most 2n� 1 ranges. Therefore, in the
reduced FDD constructed from the firewall, for any nonter-

minal node labeled Fi, it has at most 2n� 1 outgoing edges.
Therefore, the reduced FDD has at most ð2n� 1Þd paths and
the non-overlapping firewall generated from this FDD has
OðndÞ rules in the worst case.

Note that it is asymptotically inefficient to verify a
property by directly comparing the property with every
rule in the original overlapping firewall because of the con-
flicts among firewall rules. An overlapping firewall satisfy-
ing a property does not require at all that the property is
consistent with every rule in the firewall.

Further note that the complexity of directly converting
an overlapping firewall of n rules to a non-overlapping fire-
wall using logical operations (without the help of FDDs) is
OðdnÞ (i.e., exponential over the number of original rules)
and therefore is computationally infeasible. This complex-
ity is calculate as follows. Let the first rule in the original
firewall be ðF1 2 S11Þ ^ ðF2 2 S12Þ ^ � � � ^ ðFd 2 S1dÞ ! dec1

and the second rule be ðF1 2 S21Þ ^ ðF2 2 S22Þ ^ � � � ^
ðFd 2 S2dÞ ! dec2. We can break them into non-overlapping
rules by rewriting the second rule as ððF1 2 S21Þ^
ðF2 2 S22Þ ^ � � � ^ ðFd 2 S2dÞÞ � ððF1 2 S11Þ ^ ðF2 2 S12Þ ^ � � � ^
ðFd 2 S1dÞÞ ! dec2. Using De Morgan’s law, we have
ððF1 2 S21Þ ^ ðF2 2 S22Þ ^ � � � ^ ðFd 2 S2dÞÞ � ððF1 2 S11Þ ^
ðF2 2 S12Þ ^ � � � ^ ðFd 2 S1dÞÞ ¼ ððF1 2 S21Þ ^ ðF2 2 S22Þ ^ � � �
^ðFd 2 S2dÞÞ ^ ðF1 2 S11Þ ^ ðF2 2 S12Þ ^ � � � ^ ðFd 2 S1dÞ ¼ ððF1

2 S21Þ^ ðF2 2 S22Þ ^ � � � ^ ðFd 2 S2dÞÞ ^ ððF1 2 S11Þ _ ðF2 2 S12Þ
_ � � � _ ðFd 2 S1dÞÞ ¼ ððF1 2 S21 \ S11Þ ^ ðF2 2 S22Þ ^ � � � ^ ðFd 2
S2dÞÞ _ ððF1 2 S21Þ ^ ðF2 2 S22 \ S12Þ ^ � � � ^ ðFd 2 S2dÞÞ _ � � �
_ððF1 2 S21Þ ^ ðF2 2 S22Þ^ � � � ^ ðFd 2 S2d \ S1dÞÞ. Note that
for each 1 6 i 6 d S2i \ S1i is one interval or the union of
two non-adjacent intervals. Thus, the non-atomic rule
ððF1 2 S21 \ S11Þ ^ ðF2 2 S22Þ ^ � � � ^ ðFd 2 S2dÞÞ _ ððF1 2 S21Þ^
ðF2 2 S22 \ S12Þ ^ � � � ^ ðFd 2 S2dÞÞ _ � � � _ ððF1 2 S21Þ ^ ðF2 2
S22Þ ^ � � � ^ðFd 2 S2d \ S1dÞÞ ! dec2 can be decomposed into
at most 2d atomic rules. Similarly, rewriting the jth rule
will end up at most ð2dÞj�1 atomic rules. Therefore, con-
verting an overlapping firewall of n rules to an equivalent
non-overlapping firewall directly using logical operations
will result in ð2dÞn�1

2d�1 ¼ OðdnÞ non-overlapping rules.
Although d is a constant (of typically 4 or 5), n can be very
large (in the order of thousands for enterprise firewalls). Of
course, OðdnÞ is the worse case complexity. The Fang fire-
wall analysis system [32,40,33] used a similar algorithm
with the same OðdnÞ complexity and had shown that the
algorithm performed reasonably well on their rulesets.

Fig. 3. A firewall decision diagram.
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4.3.3. FDD-based verification algorithm
A more efficient algorithm is to conduct the verification

on the firewall decision diagram directly. Verifying
whether a firewall decision diagram satisfies a property
rule is based on the following theorem.

Theorem 2 (Firewall verification theorem). A firewall deci-
sion diagram satisfies a property rule if and only if the
property rule does not conflict with any rule defined by a
decision path of the firewall decision diagram.

Proof. First, each path in a firewall decision diagram cor-
responds to a rule. Second, a firewall decision diagram is
equivalent to the non-overlapping firewall where each rule
is generated from the decision diagram and the firewall
contains all such rules generated from the decision dia-
gram. Because of such one-to-one correspondence, this
theorem directly follows from Theorem 1. h

The firewall verification algorithm is in Fig. 4. This algo-
rithm first converts the given firewall to an equivalent fire-
wall decision diagram. Then it begins to traverse the
diagram from its root. Let the property rule be
ðF1 2 S1Þ ^ � � � ^ ðFd 2 SdÞ ! hdeci. For any edge e in a fire-
wall decision diagram, we use IðeÞ to denote the label of
e. For any node v in a firewall decision diagram, we use
FðvÞ to denote the label of v. Let F1 be the label of the root.
For each outgoing edge e of the root, we compute IðeÞ \ S1.
If IðeÞ \ S1 ¼ ;, we skip edge e and do not traverse the sub-
graph that e points to. If IðeÞ \ S1–;, then we continue to
traverse the subgraph that e points to in a similar fashion.
Whenever a terminal node is encountered, we compare the
label of the terminal node and hdeci. If they are different,
we then terminate the traversal and report that the given
firewall does not satisfy the given property. We use e:t to
denote the (target) node that edge e points to.

The FDD-based firewall verification algorithm is essen-
tially a more efficient version of the list-based firewall ver-
ification algorithm because all repetitive comparisons are

eliminated in the FDD-based algorithm. For example, con-
sidering the non-overlapping firewall in Fig. 1 and the
equivalent FDD in Fig. 3, verifying the example property
F1 2 ½30;40� ^ F2 2 ½80;90� ! a on the list involves three
times comparison of [30,40] and [20,50] while verifying
the same property on the FDD involves only one time com-
parison of [30,40] and [20,50].

The complexity of the FDD-based firewall verification
algorithm is Oðkd log nÞ, where k be the total number of
paths that a property overlaps on the FDD. This complexity
is calculated as follows. As every nonterminal node in a re-
duced FDD cannot have more than 2n� 1 outgoing edges,
finding the right outgoing edge to traverse takes Oðlog nÞ
time using binary search. Thus, the processing time for
the query is Oðkd log nÞ.

Note that the complexity of FDD construction is OðndÞ as
it has at most OðndÞ paths. Further note that the FDD con-
struction time is a one time cost, not the cost for each
property verification.

4.4. Finding ‘‘troublesome” rules

In some applications such as firewall troubleshooting, if
a firewall fails to satisfy a given property, the firewall
administrator also needs to know which rules caused the
verification failure. Such information is useful because
the administrator can further investigate which rules need
to change.

Our firewall verification algorithm can be extended as
follows to report the ‘‘troublesome” rules when verifica-
tion fails. First, when we convert a firewall to an equivalent
firewall decision diagram, for every decision path (i.e., the
path from the root to a terminal node), we need to record
the origin rule of the path. The origin rule of a path is de-
fined as follows.

Definition 1. For any decision path q, assuming the rule
defined by q is ðF1 2 S1Þ ^ � � � ^ ðFd 2 SdÞ ! hdeci, the first
rule ðF1 2 S01Þ ^ � � � ^ ðFd 2 S0dÞ ! hdeci in the firewall that
satisfies the condition S1 # S01 ^ � � � Sd # S0d is called the
origin rule of the decision path q.

To convert a firewall of a sequence of rules hr1; . . . ; rni to
an equivalent firewall decision diagram, we first construct
a partial firewall decision diagram from r1, which contains
only one decision path that defines r1. The origin rule of
this path is basically r1. Second, we append rule r2 to the
partial firewall decision diagram making the resulting par-
tial firewall decision diagram equivalent to partial firewall
hr1; r2i based on first-match semantics. In appending rule
r2, the origin rule of each new decision path created in
the process is r2. Similarly, we keep appending rules
r3; . . . ; rn. In this process, we keep the firewall decision dia-
gram in a tree shape, where for every terminal node there
is one and only one decision path that contains the node.
Therefore, we can store the identifier of the origin rule of
each decision path at the terminal node of the path. Note
that the same firewall rule can appear on multiple
terminals.

The pseudocode of the FDD construction algorithm that
also outputs the origin rule of each decision path is in
Fig. 5.Fig. 4. FDD-based firewall verification algorithm.
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Second, we need to modify the firewall verification
algorithm as follows. For every decision path in the firewall
decision diagram, we need to compare the rule defined by
the decision path and the given property rule; if they con-
flict, then the verification fails and the algorithm reports
the origin of the decision path as one of the ‘‘troublesome”
rules.

4.5. Optimizing firewall verification algorithm

To further improve the efficiency of our firewall verifi-
cation algorithm, after we convert a firewall to an equiva-
lent FDD, we need to reduce the size of the FDD.

A brute force deep comparison algorithm for FDD
reduction was proposed in [16]. A more efficient FDD
reduction algorithm that processes the nodes level by level
from the terminal nodes to the root node using signatures
to speed up comparisons is proposed in [30]. Below we
briefly introduce this signature-based FDD reduction algo-
rithm. Starting from the bottom level, at each level, we
compute a signature for each node at that level. For a ter-
minal node v, set v’s signature to be its label. For a nonter-
minal node v, suppose v has k children v1; v2; . . . ; vk, in
increasing order of signature (SigðviÞ < Sigðviþ1Þ for
1 6 i 6 k� 1), and the edge between v and its child vi is la-
beled with Ei, a sequence of non-overlapping prefixes in
increasing order. Set the signature of node v as follows:

SigðvÞ ¼ hðSigðv1Þ; E1; . . . ; SigðvkÞ; EkÞ, where h is a one-way
and collision resistant hash function such as MD5 [36]
and SHA-1 [6]. For any such hash function h, given two dif-
ferent inputs x and y, the probability of hðxÞ ¼ hðyÞ is extre-
mely small. After we have assigned signatures to all nodes
at a given level, we search for isomorphic subgraphs as fol-
lows. For every pair of nodes vi and vjð1 6 i–j 6 k) at this
level, if SigðviÞ– SigðvjÞ, then we can conclude that vi and
vj are not isomorphic; otherwise, we explicitly determine
if vi and vj are isomorphic. If vi and vj are isomorphic, we
delete node vj and its outgoing edges, and redirect all the
edges that point to vj to point to vi. Further, we eliminate
double edges between node vi and its parents.

5. Discussion

5.1. Prefix and intervals

Real-life firewalls usually check five packet fields:
source IP address, destination IP address, protocol type,
source port number, and destination port number. Of these
five fields, source and destination IP addresses are usually
represented using prefix formats, protocol type is typically
a concrete value, and the fields of source and destination
ports are represented by integer intervals. Note that prefix
formats and interval formats are interchangeable. For
example, IP prefix 192.168.0.0/16 can be converted to the
interval from 192.168.0.0 to 192.168.255.255, where an
IP address can be regarded as a 32-bit integer. As another
example, the interval [2,8] can be converted to 3 prefixes:
001*, 01*, 1000.

In doing firewall property verification, we first convert
the source and destination IP addresses from prefix for-
mats to integer intervals. Note that every prefix can be
converted to only one integer interval. Second, we run
our firewall verification algorithm on the converted rules.

5.2. Making corrections

When a firewall fails to satisfy a property, there are two
possibilities. One is that the property is specified incor-
rectly. In this case, the ‘‘troublesome” rules reported by
our firewall verification algorithm could give the firewall
administrator some insights on how to further revise the
specification of the property. The other possibility is that
the firewall was designed incorrectly. In this case, the fire-
wall administrator has two ways to correct the firewall.
The first way is to examine the ‘‘troublesome” rules re-
ported by our firewall verification algorithm, and make
corrections on these rules. The second way is to simply
add the property rules on to the beginning of the firewall.
This will guarantee that the property rules are satisfied by
the revised firewall.

6. Experimental results

We implemented our firewall verification and trouble-
shooting algorithm using Visual Basic on Microsoft .Net
framework 2.0. Given any firewall and any property, our
algorithm verifies whether the firewall satisfies the prop-

Fig. 5. Firewall decision diagram construction algorithm with origin rules
marked.
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erty; if not, our algorithm outputs all the troublesome
rules. To evaluate the performance of this algorithm, first,
we ran our algorithm on two real-life firewalls. Second,
we stress tested our algorithms on a large number of syn-
thetic firewalls. These experiments were carried out on a
desktop PC running Windows XP with 1G memory and a
single 2.2 GHz AMD Opteron 148 processor. In both cases,
the experimental results show that our FDD-based firewall
verification algorithm performs and scales very well.

We obtained two real-life firewalls for this study. One
firewall, with 129 rules, is from a university. The other,
with 661 rules, is from a private company. Table 3 shows
the performance of our algorithms on these two firewalls.

Firewall configurations are considered confidential due
to security concerns. To further evaluate the performance
of our algorithms on large firewalls, we run our algorithms
on synthetic firewalls of large sizes. Every predicate of a
rule in our synthetic packet classifiers has five fields:
source IP, destination IP, source port, destination port,
and protocol. We based our generation method upon Rov-
niagin and Wool’s [37] model of synthetic rules.

In our experiments, we generate 100 firewalls of each
fixed size. For each firewall, we run our algorithm 100
times. In each run of the algorithm we generate the prop-
erty rule randomly. Fig. 6 shows the average running time
for converting a firewall to a firewall decision diagram.
Note that the time for constructing a firewall decision is
a one time cost. Once a firewall decision diagram is con-
structed from a firewall, we can use it to verify multiple
properties.

Fig. 7 shows the average running time of both the list-
based firewall verification algorithm and the FDD-based
firewall verification algorithm. The experimental results
show that the FDD-based firewall verification algorithm
is 4 orders of magnitude faster than the list-based firewall
verification algorithm.

7. Related work

Previous work that is closest to ours is firewall testing
[4,7,20,23,21,38,31]. In these testing methods, test cases,
i.e., packets, are first generated based on a given firewall
and the properties that the firewall needs to satisfy; then
the generated packets are injected into the firewall to
check whether the packet gets accepted or discarded. The
focus of this paper is firewall verification rather than fire-
wall testing. On one hand, our firewall verification tech-
nique outperforms these firewall testing techniques
because we do not need to inject packets into a firewall
or inspect the outcome of the firewall, which are often time
and labor consuming. Although packet injection and
inspection can be automated, such automation usually re-
quires to take the firewall device offline, which is often not
affordable. On the other hand, these firewall testing
schemes are capable of detecting errors in firewall soft-
ware or hardware, while our firewall verification technique
can only detect errors in firewall policies. In practice, fire-
wall policy verification and firewall testing are comple-
mentary and can be used together for better firewall
security.

In [32,40,33], a query based firewall analysis system
named Fang was presented. In Fang, a firewall query is de-
scribed by a triple (a set of source addresses, a set of desti-
nation addresses, a set of services), where each service is a
tuple (protocol type, source ports, destination ports). The
meaning of such a query is ‘‘which IP addresses in the set
of source addresses can use which services in the set of ser-
vices to which IP addresses in the set of destination ad-
dresses”. We make three contributions in comparison
with Fang. First, although we can verify some accept prop-
erties using Fang by converting the properties to queries,
we cannot verify discard properties using Fang. Second,
we can identify troublesome rules while Fang cannot. Iden-
tifying troublesome rules is critical in firewall policy veri-
fication. Third, for verifying firewall policies, our
algorithm is more efficient than Fang. While Fang pro-
cesses queries by linearly scanning the rules in a firewall,
we use the tree representation of firewall policies for ver-
ifying property rules. On the other hand, Fang can query

Table 3
Performance of firewall verification algorithms on two real-life firewalls.

# Rules FDD Construction Verification

Firewall I 129 15 ms 0.03 ms
Firewall II 661 812 ms 0.374 ms

Fig. 6. Performance of firewall decision diagram construction.

Fig. 7. Performance of firewall verification algorithm.

A.X. Liu / Computer Networks 53 (2009) 2800–2809 2807



Author's personal copy

multiple firewalls, taking their network topology into
account.

Some firewall analysis methods have been proposed in
[25,26,13,28,19,9,2,8,18,34]. In [25], Liu presented algo-
rithms for performing the change impact analysis of fire-
wall policies.

In [28], Liu and Gouda studied the redundancy issues in
firewall policies and gave an algorithm for removing all the
redundant rules in a firewall policy. In [19], some ad-hoc
‘‘what if” questions that are similar to firewall queries
were discussed. However, no algorithm was presented for
processing the proposed ‘‘what if” questions. In [9], expert
systems were proposed to analyze firewall rules. Clearly,
building an expert system just for analyzing a firewall is
overwrought and impractical. Detecting potential firewall
policy errors by conflict detection was discussed in
[2,8,18,34]. Similar to conflict detection, some anomalies
are defined and techniques for detecting anomalies are
presented in [1,44]. Examining each conflict or anomaly
is helpful in reducing potential firewall policy errors; how-
ever, the number of conflicts or anomalies in a firewall is
typically large, and the manual checking of each conflict
or anomaly is unreliable because the meaning of each rule
depends on the current order of the rules in the firewall,
which may be incorrect.

Some firewall design methods have been proposed in
[27,29,3,17,14,16,15]. These works aim at creating firewall
rules, while we aim at analyzing firewall rules. Gouda and
Liu proposed to use decision diagrams for designing fire-
walls in [14,16]. In [27,29], Liu and Gouda applied the tech-
nique of design diversity to firewall design. Gouda and Liu
also proposed a model for specifying stateful firewall poli-
cies [15]. Guttman proposed a Lisp-like language for spec-
ifying high-level packet filtering policies in [17]. Bartal
et al. proposed a UML-like language for specifying global
filtering policies in [3].

Design of high-performance ATM firewalls was dis-
cussed in [43,42] with focus on firewall architectures. Fire-
wall vulnerabilities were discussed and classified in
[24,11]. However, the focus of [24,11] are the vulnerabili-
ties of the packet filtering software and the supporting
hardware part of a firewall, not the policy of a firewall.

There are some tools currently available for network
vulnerability testing, such as Satan [10,12], Nessus [35],
and MACE [39]. These vulnerability testing tools scan a pri-
vate network based on the current publicly known attacks,
rather than the requirement specification of a firewall.
Although these tools can possibly catch errors that allow
illegitimate access to the private network, they cannot find
the errors that disable legitimate communication between
the private network and the outside Internet. Firewall pol-
icy testing was studied in [22].

8. Conclusions

This paper presents a method for formally verifying
firewall policies and finding troublesome rules. A tool with
such functionalities is extremely useful in many ways. For
example, it can be used in firewall debugging and trouble-
shooting. It also can be used iteratively in the process of

designing a firewall. A firewall administrator can use this
tool to unambiguously demonstrate to their manager that
the firewall satisfies the organization’s security policies.

We have implemented our firewall verification and
troubleshooting algorithm and evaluated it on both real-
life firewall policies and synthetic firewall policies of large
sizes. The experimental results show that the performance
of our algorithm is quite attractive. We believe that our
algorithm can be practically used in designing and main-
taining firewall policies, which will in turn help to elimi-
nate the errors in firewall policies.
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