Available at

PERGAMON

www.ElsevierComputerScience.com

POWERED BY SCIENCE‘ DIRECT"®

Pattern Recognition 37 (2004) 1533 —1542

PATTERN
RECOGNITION

THE JOURNAL OF THE PATTERN RECOGNITION SOCIETY

www.elsevier.com/locate/patcog

Biometric template selection and update: a case study in
fingerprints
Umut Uludag?®, Arun Ross®*, Anil Jain?

2 Department of Computer Science and Engineering, Michigan State University, East Lansing, MI 48824, USA
b Department of Computer Science and Electrical Engineering, West Virginia University, Morgantown, WV 26506, USA

Received 23 June 2003; accepted 13 November 2003

Abstract

A biometric authentication system operates by acquiring biometric data from a user and comparing it against the template
data stored in a database in order to identify a person or to verify a claimed identity. Most systems store multiple templates
per user in order to account for variations observed in a person’s biometric data. In this paper we propose two methods to
perform automatic template selection where the goal is to select prototype fingerprint templates for a finger from a given set
of fingerprint impressions. The first method, called DEND, employs a clustering strategy to choose a template set that best
represents the intra-class variations, while the second method, called MDIST, selects templates that exhibit maximum similarity
with the rest of the impressions. Matching results on a database of 50 different fingers, with 200 impressions per finger, indicate
that a systematic template selection procedure as presented here results in better performance than random template selection.
The proposed methods have also been utilized to perform automatic template update. Experimental results underscore the

importance of these techniques.

© 2003 Pattern Recognition Society. Published by Elsevier Ltd. All rights reserved.

Keywords: Biometrics; Template selection; Template update; Fingerprints; Clustering; Prototype; Template aging

1. Introduction

A biometric authentication system uses the physiological
(fingerprints, face, hand geometry, iris) and/or behavioral
(voice, signature, keystroke dynamics) traits of an individ-
ual to identify a person or to verify a claimed identity [1].
A typical biometric system operates in two distinct stages:
the enrollment stage and the authentication stage. During
enrollment, a user’s biometric data (e.g., fingerprints) is ac-
quired and processed to extract a feature set (e.g., minutiae
points) that is stored in the database. The stored feature set,
labelled with the user’s identity, is referred to as a template.
In order to account for variations in the biometric data of
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a user, multiple templates corresponding to each user may
be stored. During authentication, a user’s biometric data is
once again acquired and processed, and the extracted fea-
ture set is matched against the template(s) stored in the
database in order to identify a previously enrolled individual
or to validate a claimed identity. The matching accuracy of
a biometrics-based authentication system relies on the sta-
bility (permanence) of the biometric data associated with an
individual over time. In reality, however, the biometric data
acquired from an individual is susceptible to changes due
to improper interaction with the sensor (e.g., partial finger-
prints, change in pose during face-image acquisition), modi-
fications in sensor characteristics (e.g., optical vs. solid-state
fingerprint sensor), variations in environmental factors (e.g.,
dry weather resulting in faint fingerprints) and temporary
alterations in the biometric trait itself (e.g., cuts/scars on
fingerprints). In other words, the biometric measurements
tend to have a large intra-class variability. Thus, it is possi-
ble for the stored template data to be significantly different
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Fig. 1. Intra-class variation in fingerprints. (a) Two impressions
of the same finger separated by a period of 6 weeks exhibiting
difference in moisture content. (b) Two impressions of the same
finger acquired using different sensors (solid-state and optical). (c)
Two impressions of a fingerprint exhibiting partial overlap.

from those obtained during authentication (see Figs. 1-3),
resulting in an inferior performance (higher false rejects) of
the biometric system.

In order to account for the above variations, multiple tem-
plates, that best represent the variability associated with a
user’s biometric data, should be stored in the database. For
example, one could store multiple impressions pertaining to
different portions of a user’s fingerprint in order to deal with
the problem of partially overlapping fingerprints. Similarly,
a user’s face image acquired from multiple viewpoints may
be stored in order to account for variations in a person’s
pose. There is a tradeoff between the number of templates,

and the storage and computational overheads introduced by
multiple templates. For an efficient functioning of a biomet-
ric system, the process of template selection has to be au-
tomated. However, there is limited literature dealing with
the problem of automatic template selection in a biometric
system.' In this paper we propose techniques to perform
automatic template selection. The methods presented here
attempt to represent the variability as well as the typicality
observed in a user’s biometric data. The proposed methods
have also been utilized to perform automatic template up-
date. Our experimental results indicate the importance of
adopting a formal procedure to perform template selection
and update. Although we consider a fingerprint-based bio-
metric system as our test-bed, the techniques presented in
this paper may be applied to other types of biometric traits
(such as face and hand geometry) as well.

The rest of the paper is organized as follows. In Section
2 the two methods used to perform template selection have
been described; in Section 3 the methodologies used to per-
form template update have been explained; Section 4 de-
scribes the experiments conducted to study the effectiveness
of the proposed techniques; Section 5 summarizes the results
of this work and provides future directions for research.

2. Template selection

The problem of template selection with regard to finger-
prints may be posed as follows: Given a set of N fingerprint
images corresponding to a single finger, select K templates
that ‘best’ represent the variability as well as the typicality
observed in the N images, K < N. Currently, we assume
that the value of K is predetermined. This systematic selec-
tion of templates is expected to result in a better performance
of a fingerprint matching system compared to a random se-
lection of K templates out of the N images.

It is important to note that template selection is different
from template update. The term template update is used to
refer to one of the following situations: (i) Template aging:
Certain biometric traits of an individual vary with age. The
hand geometry of a child, for example, changes rapidly dur-
ing the initial years of growth. To account for such changes,
old templates have to be regularly replaced/augmented with
newer ones. The old templates are said to undergo aging.
(i1) Template improvement: A previously existing template
may be modified to include information obtained at a more
recent time instance. For example, minutiae points may be
added to, or deleted/modified from the template of a finger-
print, based on information observed in recently acquired
impressions [3—5]. As another example, Liu et al. [6] update
the eigenspace in a face recognition system via decay pa-
rameters that control the influence of old and new training
samples of face images. Thus, template selection refers to

! Template selection has been studied in the context of other
pattern recognition problems (see Ref. [2], for example).
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Fig. 2. Intra-class variation associated with an individual’s face image. Due to change in pose, an appearance-based face recognition system
will not be able to match these three images successfully, although they belong to the same individual [12].

(c)

(d)

Fig. 3. Hand images of an individual acquired over a period of 4 years using the same hand reader [13].

the process by which prototype templates are chosen from
a given set of samples, whereas template update refers to
the process by which existing templates are either replaced
or modified. In the next section, we present techniques for
template update, based on the template selection methods
presented in this section.

We propose the following two methods for template se-
lection:

Method 1 (DEND): In this method, the N fingerprint im-
pressions corresponding to a user are grouped into K clus-

ters, such that impressions within a cluster are more similar
than impressions from different clusters. Then for each clus-
ter, a prototype (representative) impression that typifies the
members of that cluster is chosen, resulting in K template
impressions. This technique, therefore, selects prototypes
that represent the variability observed in the impressions.
To perform clustering, it is required to compute the
(dis)similarity between fingerprint impressions. This mea-
sure of (dis)similarity is obtained by matching the minutiae
point sets of the fingerprint impressions. Our matching
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algorithm is based on an elastic string matching technique
[7], and it outputs a distance score indicating the dissimi-
larity of the minutiae sets being compared. We use a simple
matching algorithm since our goal is to perform template
selection, regardless of the characteristics of the matching
algorithm.

Since our representation of the N fingerprint impressions
is in the form of a N x N dissimilarity matrix instead of
a N X d pattern matrix (d is the number of features), we
use hierarchical clustering [8]. In particular, we use an ag-
glomerative complete link clustering algorithm. The output
of this algorithm is a dendrogram which is a binary tree,
where each terminal node corresponds to a fingerprint im-
pression, and the intermediate nodes indicate the formation
of clusters (see Fig. 4).

The template set 7, |T| = K, is selected as follows:

Step 1: Generate the N X N dissimilarity matrix, M, where
entry (i), i,j € {1,2,...,N} is the distance score between
impressions i and ;.

Step 2: Apply the complete link clustering algorithm on
M, and generate the dendrogram, D. Use the dendrogram D
to identify K clusters.

Step 3: In each of the clusters identified in step 2, select a
fingerprint impression whose average distance from the rest
of the impressions in the cluster is minimum. If a cluster has
only 2 impressions, choose any one of the two impressions
at random.

800

700

Step 4: The impressions selected in step 3 constitute the
template set 7.

In Step 2, the algorithm automatically determines the
threshold distance to cut the dendrogram and identify ex-
actly K clusters. For example, for the dendrogam given in
Fig. 4, this distance is determined to be 644. We refer to
the above algorithm as DEND since it uses the dendrogram to
choose the representative templates. The algorithm selects
prototypes that represent the variability observed in a user’s
data. Therefore, this algorithm is prone to selecting outliers.

Method 2 (MDIST): The second method sorts the fin-
gerprint impressions based on their average distance score
with other impressions, and selects those impressions that
correspond to the K smallest average distance scores. Here,
the rationale is to select templates that exhibit maximum
similarity with the other impressions and, hence, represent
typical data measurements. We refer to this method as
MDIST since templates are chosen using a minimum dis-
tance criteria. The prototype set selected by this technique
represents data that is likely to occur frequently. Thus, for
every user:

Step 1: Find the pair-wise distance score between the N
impressions.

Step 2: For the jth impression, compute its average dis-
tance score, d;, with respect to the other (N — 1) impressions.

Step 3: Choose K impressions that have the smallest av-
erage distance scores. These constitute the template set 7.

600

500

400 -

Distance (max: 1000)

300

200

2 413 3 18 1517 11 21 23 24 12 20 14 5 16 6 1 7 10 19 25 8 9 22
Fingerprint impression index

Fig. 4. Dendrogram generated using the 25 x 25 dissimilarity matrix of a finger. The circles on the subtrees indicate cluster formations for

K =5.
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The choice for the value of K is application dependent.
Larger K values would mean storing more templates per
user, and this may not be feasible in systems with lim-
ited storage capacities. Moreover, in an identification sys-
tem, matching a query (input) data with a large number of
templates per user would be computationally demanding.
Smaller K values, on the other hand, may not sufficiently
capture the intra-class variability nor the typicality of the
data, leading to inferior matching performance. Therefore,
a reasonable value of K, that takes into account the afore-
mentioned factors, has to be specified.

3. Template update

The methods presented in the previous section can be
applied periodically in order to update the currently selected
template set. In a biometric system, a user provides biometric
data every time the authentication stage is invoked. Thus,
newer samples of a user’s biometric are made available over
a period of time. This newly acquired data can be used
to refresh the current template set in order to account for
temporal changes that may occur in a person’s biometric
trait. We suggest two simple methods to perform template
update using the newly acquired data.

In the first method, all current templates are replaced with
templates selected from the newly acquired data set, thereby
capturing temporal changes in the fingerprints (e.g., changes
due to environmental conditions, sensor characteristics or
subject’s occupational characteristics). We call this method
BATCH-UPDATE since the previously selected batch is dis-
carded and only the newly acquired data is considered.

In the second method, both the current template set and
the newly obtained data set are considered when perform-
ing template update. The template selection procedure is
applied after augmenting the new data set with the current
template set. This method is called AUGMENT-UPDATE. We
provide experimental results pertaining to both these update
methodologies in the next section.

The template selection and update procedure can be in-
voked on each user independently and is not affected by the
variable number of biometric samples available for a user.
Moreover, it is an off-line process that does not interfere with
the real-time performance of a system. As a result, the pro-
cedure can be easily scaled to accommodate a large number
of users.

4. Experimental results

In order to study the effect of automatic template selec-
tion and update on fingerprint matching, it is necessary to
acquire several impressions per finger over a period of time.
Standard fingerprint databases (e.g., FVC 2002 [9]) do not
contain a large number of impressions per finger. Therefore,
we collected 200 impressions each of 50 different fingers in

our laboratory using the Identix BioTouch USB 200 optical
sensor (255 x 256 images, 380 dpi). The data was acquired
over a period of approximately four months with no more
than 5 impressions of a finger per day. The 200 impres-
sions of each finger were partitioned into two sets; the first
100 impressions (DATA1) were used to conduct the template
selection experiments while the remaining 100 impressions
(DATA2) were used in the template update experiments. Each
of these two sets were further divided into training (first
25 impressions) and test (remaining 75 impressions) sets.
These individual partitions were labelled as TRAIN1, TEST1,
TRAIN2 and TEST2.

4.1. Template selection

The template selection experiments were conducted us-
ing DATA1. The selection procedure was applied to images
in TRAIN1, while the matching performance was evaluated
using images from TEST1.

Fig. 4 shows the dendrogram obtained using the 25 fin-
gerprint impressions of one finger. On setting K = 5, the
resulting clusters and their prototypes as computed using
the DEND algorithm are shown in Fig. 5; some clusters are
seen to have only one member, suggesting the existence of
outliers. The various prototypes are observed to have differ-
ent regions of overlap with respect to the extracted minutiae
points. The prototypes, for the same finger, computed using
the MDIST algorithm are shown in Fig. 6.

In order to assess the matching performance of the pro-
posed techniques (for K = 5), we match every image in
TEST1 (50 fingers, 75 impressions per finger) against the se-
lected templates (5 per finger). When a test image is matched
with the selected template set of a finger, 5 different distance
scores are obtained. The mean of these scores is reported as
the final matching score. 2 Thus, we obtain 187, 500 match-
ing scores (75 x 50 x 50) using the selected template sets.
Fig. 7(a) shows the receiver operating characteristic (ROC)
curves representing the matching performance of the tem-
plate sets selected using both the algorithms. The equal error
rates (EER) of DEND and MDIST are observed to be 7.42%
and 6.62%, respectively. Now, for the 50 fingers, there are
atotal of ((% ))50 — 1 non-selected template sets. It is com-
putationally prohibitive to generate the matching scores and
the ROC curves corresponding to all these permutations.
Therefore, we chose 53,130 permutations (assuming that
the impression indices in the template set of all the 50 fin-
gers is the same) and computed their EER. The histogram
of EER values is shown in Fig. 7(b), where the minimum,
mean and maximum EER values are 6.12%, 7.89% and
10.31%, respectively. In this histogram, the vertical lines in-
dicate the EER values corresponding to the DEND and MDIST

2 Other techniques to combine matching scores can be found in
Ref. [10].
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(d)

(e)

Fig. 5. The cluster membership (K =5) for the dendrogram shown
in Fig. 4. At most 5 members are indicated for each cluster. The
prototype template in each cluster is marked with a thick border.
Note that the cluster in (b) has only one member.

algorithms. The percentage of non-selected template sets
that have a lower EER than the template sets selected with
the proposed methods is 30.3% and 1.6%, for DEND and
MDIST, respectively, thereby suggesting that systematic tem-
plate selection is better than random selection.

We see that the MDIST method of template selection leads
to a better matching performance compared to the DEND
method of selection. This may be attributed to the fact
that MDIST selects a template set consisting of images that

exhibit maximum similarity with other impressions; there-
fore, the probability of them being correctly matched
with impressions of the same finger is fairly high. On the
other hand, the DEND method is prone to selecting impres-
sions that are outliers thereby increasing the probability
of false rejects. However, both methods are essential due
to the complementary nature of the template set that they
select.

To further understand the differences and similarities
between the template sets selected by the DEND and MDIST
methods, we calculated the number of common impressions
selected using these two methods (for K=5). The minimum,
average (over all 50 users) and the maximum values for this
number is found to be 0, 1.54 and 4, respectively. Since, on
the average, 1.54 out of a possible 5 impressions are common
in the selected sets, the difference in performance between
the two techniques stems from the remaining members of the
respective sets.

Table 1 lists the impressions of a finger that were se-
lected as templates using the DEND and MDIST algorithms
at different K values. The impression index indicates the
acquisition time of the impressions—a lower index refer-
ring to an earlier time instance. We see that there is no
direct relationship between an impression index and its
choice as a template. Fig. 8 shows the EERs of the two
methods at different values of K. A good choice for K
(that can balance system performance with the computa-
tional/storage overheads) could be established by observing
the knee point in the respective error curves (e.g., K =5
for DEND). However, a more formal method needs to be
developed for determining the value of K for a specific
application.

4.2. Template update

In this subsection, we report the system performance
of the BATCH-UPDATE and AUGMENT-UPDATE methods.
Observe that both these update techniques implicitly rely
on the template selection procedures described earlier.
They differ only in the choice of the data set on which
template selection is performed. To demonstrate the im-
portance of template update, we report the matching per-
formance before and after the update process. We assume
that the current template set of a finger consists of images
from TRAIN1.

In the BATCH-UPDATE method, template selection was
performed on TRAIN2 after completely discarding the tem-
plate set extracted from TRAIN1. In the AUGMENT-UPDATE
method, on the other hand, images from TRAIN2 were
first augmented with the 5 current templates, and template
selection was performed on the augmented set. Both the
update techniques selected 5 templates from their respec-
tive candidate sets. The matching performance of the two
update techniques was evaluated using data set TEST2. Fig.
9 shows the ROC curves indicating the performance be-
fore template update (i.c., templates selected from TRAIN1
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(b) (c) (d) (e)

Fig. 6. The prototype templates of a finger selected using the MDIST algorithm. The average distance measures for these are (a) 425, (b)
429, (c) 431, (d) 441, and (e) 452.
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Fig. 7. (a) The ROC curves for the DEND and MDIST algorithms on a database of 50 fingers with 75 impressions per finger used in the test
phase. (b) The EER histogram for the non-selected sets. The EER of the DEND and MDIST algorithms are also indicated.
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Table 1
The impression indices of selected templates for a finger at different
values of K

K  DEND MDIST

1 2 2

3 4,825 2,4,13

5 4,5,9,22,25 2,3,4,12, 13

7 2,579 19,22,23 2,3,4,12, 13, 21, 23

9 2,5,7,8,9,19,20,22,23 2,3,4,12, 13,20, 21, 23, 25

s Iy /s

were tested on TEST2) and after incorporating the template
update procedures. Table 2 lists the EERs of both the up-
date methods based on the selection technique (DEND and
MDIST) that was employed. It is seen that both the update
methods result in substantial improvement in matching
performance.

We observe from the ROC curves and EER values
that AUGMENT-UPDATE results in better performance than
BATCH-UPDATE. This is because in AUGMENT-UPDATE we
give the previously selected templates a chance to com-
pete for reselection. This can help in retaining long-term
trends in the characteristics of the fingerprint impressions
leading to the observed improvement in performance. In
AUGMENT-UPDATE, the average number of reselected tem-
plates (the average is taken over 50 users) was found
to be 1.5 and 0.62 using the DEND and MDIST methods,
respectively.

U. Uludag et al. | Pattern Recognition 37 (2004) 1533—1542

5. Discussion and future work

A systematic procedure for template selection and up-
date is critical to the performance of a biometric system.
In this paper we have proposed two techniques to perform
template selection in the context of a fingerprint matching
system. Both techniques are based on the distance score
between pairs of fingerprint impressions originating from
the same finger. The first method called DEND utilizes a
clustering scheme to detect prototype impressions. The
template set selected by this technique captures the vari-
ability observed in a user’s fingerprint image. The second
method called MDIST ranks the fingerprint impressions
based on their average distance from the other impressions,
and then selects impressions whose average distance is the
least. Thus, it aids in selecting a template set that exhibit
maximum similarity with the other impressions. Our ex-
periments demonstrate that a systematic template selection
procedure results in better performance than random tem-
plate selection; it was also observed that the MDIST tech-
nique results in better performance than DEND. Currently,
we are studying ways to effectively combine the two tech-
niques in order to further improve system performance. We
are also considering methods to determine the value of K
automatically.

We have also proposed two template update methods that
refresh the current template set based on newly acquired
biometric data. The update methods implicitly rely on the
template selection process. The AUGMENT-UPDATE technique
performs template selection by considering both the current

13 T T T T T T

12

11

10

EER (%)
[e0)

3 L L L L L L

o 1 2 3 4 5 6

7

8

9 10 11 12 13 14 15 16

Number of templates (K)

Fig. 8. The EER of the fingerprint matcher plotted as a function of K.
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Fig. 9. ROC curves showing improvement in performance when the BATCH-UPDATE and AUGMENT-UPDATE procedures are incorporated. In
(a) the DEND method of template selection was used, while in (b) the MDIST method was employed.

template set as well as the newly acquired data set. The
BATCH-UPDATE technique, on the other hand, considers only
the newly acquired data set and completely discards the cur-
rent template set. Both the update methods were shown to
improve the matching performance of the system. Our exper-
iments indicate that AUGMENT-UPDATE yields better match-
ing performance than BATCH-UPDATE.

It must be mentioned that the template selection and up-
date techniques described here are based on the distance

measure (scores) between pairs of fingerprint impressions.
We have, therefore, adopted a featureless approach to clus-
tering [11]. Hence, if a different fingerprint matching algo-
rithm is used, a different set of prototype impressions is likely
to be obtained. We are developing alternate techniques that
would operate on the raw images in order to detect proto-
type impressions. We are also in the process of testing our
techniques on other biometric modalities as well (viz., face
and hand geometry).
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Table 2
EER values before and after incorporating the template update
procedure

Update technique EER (%)
DEND method

No update 10.61
BATCH-UPDATE 9.55
AUGMENT-UPDATE 7.37
MDIST method

No update 10.32
BATCH-UPDATE 7.69
AUGMENT-UPDATE 6.31
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