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Abstract

Society depends increasingly on cyberinfrastructure for some of its most important functions. How-
ever, today’s cyberinfrastructure is brittle and insecure, due in large part to the quality of the underlying
software. A robust cyberinfrastructure must be able to adapt to changing conditions and protect itself
from component failures and security attacks. Moreover, the design of such software systems should
be grounded in rigorous software engineering techniques to assure their integrity and security under
extreme conditions. This paper overviews the RAPIDware project, which investigates the design of
high-assurance adaptive middleware, a critical step toward a robust cyberinfrastructure. Contributions of
the project are reviewed, and experimental case studies are described.
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1 Introduction

Computing technology now affects nearly every dimension of modern society: managing critical infrastruc-
ture such as power grids and telecommunication networks; supporting electronic commerce and medical
information systems; and controlling the operation of aircraft and automobiles. In addition, the “wireless
edge” of the Internet continues to expand its reach, not only to support communication among mobile users,
but also in the form of sensor networks for monitoring the physical environment. The increasing complexity
of computing systems, and their interaction with the physical world, gives rise to the need for systems
capable of self-management. Autonomic computing [1] refers to systems that are able to adapt to changing
conditions, compensate for hardware and software failures, fend off attacks, and optimize performance, all
with minimal human intervention. This capability is especially important to systems such as defense systems
and communication networks, which must continue to operate correctly during exceptional situations. Such
systems require run-time adaptation, including the ability to modify and replace components, in order to
survive hardware component failures and security attacks.



We say a software application is adaptable if it can change its behavior dynamically (at run time) in
response to transient changes in its execution environment (e.g., to address dynamic network conditions) or
to permanent changes in its requirements (e.g., to upgrade long-running mission-critical systems). Develop-
ing and maintaining adaptable software are nontrivial tasks. An adaptable application comprises functional
code, which implements the imperative behavior of the application (sometimes referred to as the business
logic), and adaptive code, which implements the adaptive behavior of the application. The difficulty in
developing and maintaining adaptable applications comes from the nature of the adaptive code, which
tends to crosscut the functional code. Example crosscutting concerns include quality-of-service (QoS),
fault tolerance, security, and energy management. Even more challenging than developing new adaptable
applications is enhancing existing applications, such that they execute effectively in dynamic environments
not envisioned during their original design and development. For example, many non-adaptive applications
are being ported to mobile computing environments where they require dynamic adaptation.

One approach to designing adaptive software systems focuses on middleware, the layer of services
between applications and underlying operating systems and network protocols. Middleware typically exe-
cutes within the address space of the application, and therefore it can be “customized” using information
specific to the particular application. On the other hand, middleware is designed to operate transparently
with respect to the business logic of the application. In recent years, numerous studies have addressed the
issue of how middleware can adapt to dynamic, heterogeneous environments to better serve applications
[2]. The adaptive functionality in such systems can encompass not only changes in program flow, but
also run-time changes to the composition of the software itself. Dynamic recomposition is needed when
resource limitations (for example, memory in small devices) restrict the number of responding components
that can be deployed simultaneously, or when adding new behavior to deployed systems to accommodate
unanticipated conditions or requirements (for example, detection of and response to a new security attack).
However, support for dynamic adaptation exacerbates the problem of assuring system integrity and security.
As the demand for adaptive systems increases, a pressing challenge to the research community is to build
a foundation of development technologies and tools, grounded in rigorous software engineering, that will
enable the design and maintenance of high-assurance adaptive software systems.

The RAPIDware project investigates three overlapping aspects of this problem. First, we explore ways
to enhance existing applications with new adaptive behavior, effectively providing a migration path to hard-
ening existing software infrastructure. We focus primarily on approaches that can be realized through gen-
erative programming techniques [3]. We evaluate these mechanisms through case studies in both wired and
wireless network testbeds. Second, we investigate design technologies that support assurance in adaptation.
Specific topics include contract-based software design, safe adaptation, and analysis and verification of
adaptive software. Third, we investigate technologies needed to enable robust and secure software adapta-
tion across a network-centric infrastructure. Key topics include design of secure communication protocols
and use of machine learning techniques to support decision-making for adaptation. In the remainder of this
paper, we provide an overview of the work in each of these areas.

2 Adaptive Middleware: Background and Challenges

The interest in dynamically adaptive software systems has increased significantly during the past decade,
in part due to advances in three supporting technologies: computational reflection, separation of concerns,
and component-based design. Computational reflection refers to the ability of a program to reason about,
and possibly alter, its own behavior [4]. Reflection enables a system to “open up” its implementation details
for such analysis without compromising portability or revealing parts unnecessarily. In this approach, the
program contains one or more meta levels, which enable reconfiguration of the underlying base-level code.
Separation of concerns [5] enables the separate development of an application’s functional behavior and its



adaptive behavior involving crosscutting concerns (e.g., quality of service, fault tolerance, security). This
separation simplifies development and maintenance, while promoting software reuse [6]. A widely used
technique is aspect-oriented programming (AOP) [7], where the code implementing a crosscutting con-
cern, called an aspect, is developed separately from other parts of the system and woven with the business
logic at compile- or run-time. Finally, component-based design [8] enables different parts of the system to
be developed independently, potentially by different parties. Popular component-based platforms include
COM/DCOM, .NET, CCM, and EJB. Compatible service clients and providers are coupled at run time
through a process known as late binding. Component-based design facilitates reuse of software by enabling
the assembly of off-the-shelf components provided by different vendors. Moreover, maintaining the com-
ponent structure of a program after the initial deployment, when combined with late binding, facilitates
dynamic recomposition [9].

With these technologies in hand, there are different ways to implement adaptive programs. One is to
extend programming languages with explicit constructs for adaptation and reconfiguration. Open Java [10],
R-Java [11], Handi-Wrap [12], and PCL [13] are examples. While this approach is an effective means
to develop new adaptive programs, the developer needs to learn and understand the language extensions.
Moreover, adding adaptive behavior to an existing non-adaptive program requires modifying the program
source code directly. In other words, this approach is well suited to the development of new adaptable
applications, but cannot be applied transparently to existing ones. An alternative approach is to use middle-
ware, which provides a means to implement adaptation separately from the business logic of the application.
Many adaptive middleware approaches are based on an object-oriented programming paradigm and are ex-
tensions of popular object-oriented middleware platforms such as CORBA, Java RMI, and DCOM/.NET.
These approaches work by intercepting and modifying messages passing through the middleware. Exam-
ples include TAO [14], DynamicTAO [15], Open ORB [16], QuO [17], Squirrel [18], and IRL [19]. Other
approaches implement adaptive behavior by extending a virtual machine with facilities to intercept and redi-
rect interactions in the functional code. Examples of extensions to the Java Virtual Machine (JVM) include
Iguana/J [20], metaXa [21] (previously called Meta Java), Guarana [22], PROSE [23], and R-Java [11]. In
general, approaches in this category are very flexible with respect to dynamic reconfiguration, in that new
code can be introduced to the application at run time. However, while these methods provide transparency
with respect to the application source code, they are applicable only to programs that are written for a
specific middleware platform or virtual machine, thus limiting their applicability.

In the RAPIDware project, we focus on three complementary issues in the design of adaptive middle-
ware. First, recognizing that many parts of the cyberinfrastructure already exist and will persist for many
years, we investigate technologies that enable the migration from existing systems to those that are adaptive.
A key research issue is how to do this in a manner that is both transparent to the application business
logic and avoids dependencies on the underlying platforms. Second, we investigate techniques to improve
the assurance of both new and existing adaptive middleware. The design of reconfigurable software must
be supported by a programming paradigm that lends itself to automated checking of both functional and
nonfunctional properties of the system [24]. In RAPIDware, we are developing tools and methods that
apply rigorous software engineering to the entire software lifecycle of an adaptive system, from require-
ments, to design, to code generation, to run-time execution. Third, while middleware plays a key role in
adaptive systems, adaptation often involves coordination across multiple system layers and among different
platforms. Therefore, we are investigating techniques to facilitate such interoperation across different parts
of the cyberinfrastructure.



3 Software Adaptation Mechanisms

At the core of most approaches to software adaptation is a level of indirection, with respect to object ref-
erences and method invocations, that enables interception and redirection of interactions among program
entities. An example is the use of a software proxy, whereby method calls to a target object must pass
through a surrogate object that might redirect the calls to a different object. This indirection enables software
components and control flow to be dynamically reconfigured, or replaced entirely, in response to changes in
the execution environment [2].

Transparent Shaping. In RAPIDware we are exploring a variety of ways to enhance existing programs
with new adaptive behavior. Collectively, these techniques comprise a new programming model, called
transparent shaping [25-27], that enables new adaptive behavior to be woven into existing programs without
modifying the application source code. Integration of the adaptive code is a two-phase process that combines
aspect-oriented programming and computational reflection. In the first phase, the application is transformed
into a new adapt-ready application by weaving “hooks” into the application code as needed. In the second
phase, usually executed at run-time, an “adaptation infrastructure” is inserted dynamically using these hooks.
Although this process incurs a (one-time) overhead, our experiments show the effect on the application is
small. Once in place, the adaptation infrastructure supports insertion and removal of specific software
sensors and actuators, enabling run-time adaptation and response to specific conditions.

We have designed and implemented transparent shaping tools for several commonly used programming
languages and middleware platforms. First, we developed Adaptive Java [28], an extension to Java that
contains constructs to support dynamic recomposition, and MetaSockets [29], an adaptable communication
substrate for distributed applications. Second, we improved Adaptive Java by developing transparent re-
flective aspect programming (TRAP), which enables new adaptive behavior to be incorporated into existing
programs automatically using code generation techniques. We have developed TRAP instances for Java [27]
and for C++ [30]; a version for C# is under development. Third, we developed the Adaptive Corba Template
(ACT) [31], which enables transparent shaping within existing middleware frameworks. Currently, we are
exploring the relationship between adaptive systems and Parnas’ program families [32,33]. Specifically, we
are investigating how transparent shaping can be used to generate one member of a family of adaptable pro-
grams given another program in the same family [34]. Placing these transformations under a formal umbrella
enables reasoning about both software migration paths and dynamic reconfiguration during execution.

Experimental Case Studies. We have used transparent shaping to realize dynamic adaptation in existing
applications. Several of our case studies address challenges arising in mobile computing settings: balanc-
ing quality-of-service and energy consumption on wearable and handheld computers [35-38], supporting
autonomic handoff and QoS adaptation in heterogeneous multi-cell wireless networks [26, 27, 39], and
dynamic configuration of “transient proxies” to enhance audio/video streaming across mobile ad hoc net-
works [40]. Other case studies focus on issues related to application integration: seamless interoperation
of otherwise incompatible adaptive middleware frameworks [31], and development of composite Internet
applications by (transparently) enabling them to interact using Web Services [41]. Recently, we proposed
Service Clouds [42], a distributed infrastructure designed to facilitate rapid prototyping and deployment of
autonomic communication services on the Internet. We have implemented a prototype of Service Clouds
atop the PlanetLab Internet testbed [43] and used it to construct services for fast bulk data transfer and
fault-tolerant multimedia conferencing.



4 Assurancein Adaptation

A major issue in the use of adaptive software mechanisms is assurance, namely how to specify, analyze,
test, or otherwise verify that a system will always exhibit safety, liveness, and quality-of-service properties
when it is deployed. In the RAPIDware project, we are investigating three main approaches to this problem:
contract-based design; techniques to guarantee safe adaptation; and formal methods to specify and analyze
adaptive systems.

Contract-Based Design of Adaptive Systems. Adaptive logic can often be separated from an applica-
tion’s business logic, where the separated concern is not completely orthogonal to the business logic. In
RAPIDware, we are investigating two approaches to reasoning about application functionality when the
logic for one or more concerns has been separated. The first and most mature approach extends Meyer’s
design by contract method [44] for reasoning about the interaction of application functionality and the sep-
arated concern. Beugnard and others [45] previously extended Meyer’s approach from static specifications
that are used at design time to entities that can be renegotiated at run-time as conditions change. We have
developed a model of synchronization contracts [46], which declare an application’s resource-usage patterns
and which are negotiated by dynamically granting exclusive access to shared resources [46,47]. As an active
process cycles through its synchronization states, resources are automatically acquired and/or released in or-
der to keep the process in compliance with its contract. When an active process enters a state whose resource
needs cannot be satisfied (e.g., because other processes already hold the needed resources) the process blocks
until these resources become available. Our underlying middleware uses deadlock- and starvation-avoidance
algorithms to fully automate negotiation of contracts, thereby separating synchronization and scheduling
concerns from the business logic. We have used synchronization contracts to guard against serialization
vulnerabilities, which pose serious security risks to multi-threaded applications [46, 48, 49]. Our second,
more recent approach, exploits recent developments in formally-specified architecture description languages
(ADLs) such as Wright [50] and connector wrappers [51], to reason about the orthogonality of concerns,
such as reliability. We are using connector specifications to guide the development of a common-services
middleware framework called Theseus, which supports highly asynchronous distributed systems [52,53].

Safe Adaptation. A key issue when adding new adaptive behavior to an existing system is to ensure that a
given adaptive action does not put the system into an inconsistent state. We are exploring two complemen-
tary approaches to addressing this problem. The first approach uses a distributed configuration management
technique [54, 55], where dependency analysis is used to determine which software elements are affected
by the candidate adaptive component. Using this dependency information, a safe adaptation graph (SAG) is
constructed depicting all of the safe intermediate configurations. This SAG depicts more than one sequence
of intermediate actions that can yield the intended adaptive action. As such, costs can be associated with
various links, thus enabling optimization decisions to be made for selecting the most cost-effective approach
to achieving a given adaptation. Once a request for adaptation is made, the software execution is directed to
an appropriate safe point, at which the adaptation is made. If, during the adaptation process, an unexpected
event or error occurs, then the system execution is rolled back to a point prior to the beginning of the adap-
tation process. The second approach uses a state-based representation for the intermediate states for a given
adaptation. Specifically, a distributed application is modeled as a state-transition system and safe sequences
of intermediate adaptive actions during adaptation process are identified [56]. A transitional invariant lattice
is used to model the invariants that should be satisfied by the behavior of the intermediate adaptive actions.
Once a safe sequence is identified, a program is instrumented to guarantee local adaptations do not occur
out of order.



Specification and Analysis of Adaptive Systems. Adaptive systems typically adapt by adding, removing
or replacing components. Component-based adaptation [2] allows for separation of concerns and inde-
pendent development of components, and is essential towards building autonomic systems. As discussed
earlier, transparent shaping offers adaptive mechanisms to support adaptation within program families (at
the implementation level). Moving up one level of abstraction to the design level, we describe a component
family as comprising components that provide similar functionality. Thus, depending upon the environment
conditions and system requirements, one component may be replaced by another component in the fam-
ily. In designing such a family of components, we separate adapt-active parts of each component from its
functionality, thereby simplifying the specification and verification of adaptation. Only this adapt-active
part is responsible for ensuring the correctness during adaptation [57]. We have found that the design
of component families also helps in independent development of components and enhances reusability of
components. Moreover, the use of the transitional-invariant lattice can be used to ensure that the adaptations
between components in a family are indeed performed correctly [56].

At an even more abstract level, we have also introduced an approach for formally specifying adaptation
requirements [58] in temporal logic [59]. We introduce A-LTL , an adaptation-based extension to linear
temporal logic, and we use this logic to specify three commonly used adaptation semantics. We introduce
adaptation semantics graphs to visually present the adaptation semantics. Specifications for adaptive systems
can be automatically generated from adaptation semantics graphs. Leveraging this specification capability
and using the separation of concerns approach for modeling adapt-active and functional portions of the
system, we have developed a systematic process for specifying and analyzing the requirements of adaptive
systems, including global system invariants [60]. We also support the automatic generation of executable
prototypes to validate the requirements. We have applied this approach to a broad range of state-based mod-
eling languages, including Petri nets, LOTOS, UML state diagrams and Z. Once the requirements have been
validated and analyzed, then we can refine the specifications into components for design-level specification
and verification, and eventually refine the specifications into code using transparent shaping code generation
techniques.

5 Toward an Adaptive Network-Centric Infrastructure

Adaptation is not confined to middleware. An adaptive cyberinfrastructure requires interaction among ap-
plications, middleware, operating systems and networks, as well as coordination of adaptive behavior across
different physical platforms. Moreover, it is imperative that these adaptive operations are carried out in a
secure manner across the set of participating processes. In addition, the means by which the system decides
how and when to adapt must be robust and capable of learning from past experience. In RAPIDware, we
are addressing all three issues.

Distributed Collaborative Adaptation. Although middleware is very effective in realizing many types of
adaptive behavior, others require cooperation among multiple system layers (vertical adaptation) and among
distributed platforms (horizontal adaptation). We have investigated several techniques and protocols to
support such interactions, including efficient monitoring protocols for overlay networks [61,62], an informed
mobility protocol for managing energy in mobile ad hoc networks [63], cross-layer cooperation between
middleware and the operating system kernel [40], and techniques to balance QoS and energy consumption
in wireless networks [37]. The Service Clouds framework [42], mentioned earlier, supports vertical and
horizontal adaptation by using overlay networks as a vehicle for distributed coordination. The framework is
designed to be extensible: a suite of low-level UAF services for local and remote interactions can be used to
construct higher-level adaptation services.



Secure Group Communication. Adaptability is also desired in network-centric group communication,
where a group of users are collaborating on a common task. Encryption of the data is necessary to secure it
from unauthorized access. However, to protect the security of the current users when the group membership
changes, new keys must be distributed to users. We first developed a family of algorithms that enables the
tradeoff between critical cost (the messages/encryptions ratio) and overall cost of rekeying [64]. Next, we
investigated tradeoffs between storage cost and rekeying cost for secure multicast [65]. We developed a
family of algorithms that provide a tradeoff between the number of keys maintained by users and the time
required for rekeying due to revocation of multiple users. We showed that these methods can reduce the
cost of rekeying by 43% — 79% when compared with previous solutions. We are currently evaluating these
protocols using existing protocol analyzers [66, 67] to formally verify the adaptive properties. Finally, we
investigated the problem of distributing key updates in secure dynamic groups [68] and proposed algorithms
that reduce bandwidth by up to 55% when compared with previous algorithms.

Decision Making. In addition to software adaptation mechanisms and approaches to facilitating their cor-
rect and secure operation, an autonomic system also requires some means of deciding when conditions
warrant a responsive adaptive action. Such decisions can be extremely complex, as software must process
input not only on the state of its execution environment but, with the advent of pervasive computing, must
also assess relative importance of different input from the physical world. In order for systems to “learn”
from past experience and respond to unexpected situations, they must be able to filter an enormous number
of input that may affect the decision. Moreover, many systems must make decisions in real time to prevent
damage or loss of service. We are pursuing a two-pronged approach to the investigation of decision making
for adaptive systems. The first approach explores how feature interaction analysis techniques can be applied
to the decision-making process for adaptation [69]. The second approach uses statistical learning algorithms,
previously used to help robots learn tasks, to aid decision-making in adaptive software [70].

Conclusions

As the complexity of computing systems increases, research in distributed autonomic computing is essential
to the design of future systems that are robust, secure, adaptive and self-managing. Such software is likely to
play a critical role in a variety of applications related to national defense and public safety. The RAPIDware
project addresses several key aspects of high-assurance adaptive systems: adaptation mechanisms, assurance
techniques, and network-centric infrastructure issues. Our ongoing investigations focus on the integration
of these methods to support a wide variety of autonomic distributed systems. Moreover, this experimental
research, combined with case studies involving industrial partners, will facilitate technology transfer and
help to maximize the impact of this research on the state of the practice.

Further Information. Related papers and technical reports of the Software Engineering and Network
Systems Laboratory can be found at the SENS website: http://ww. cse. nsu. edu/ sens. Ad-
ditional details on the RAPIDware project, including papers and software downloads, can be found at:
http://ww. cse. nsu. edu/ r api dwar e.
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